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Executive Summary

Background

The European Union (EU) has recently introduced the General Data Protection Reg-
ulation (GDPR) with the aim of giving residents additional control over their personal
data. Consequently, data controllers and data processors are required to achieve and
demonstrate continuous compliance with the regulation. While the regulation thor-
oughly describes the rights of the data subjects and the obligations of data controllers
and processors, it does not offer any means of determining the compliance level and
suggesting improvements if needed.

Problem Statement

Large organisations can afford high—quality consulting services, extensive evaluations,
and effective revisions and adjustments to their business processes. However, this is
presumably not the case with everyone else. The software market features sophisti-
cated products with remarkable features to help determine the alignment of an entity
with the regulation and propose resolutions, but such products are usually expensive
to acquire and maintain. In the meantime, there are also solutions provided free—of-
charge which however lack essential features and fail to produce comprehensive as—
sessments. There is currently an important need for appropriate solutions, directed
towards individuals and Small and Medium-Sized Enterprises (SMEs), which are avail-
able free of charge and offer satisfactory quality.

Purpose

The purpose of this diploma thesis is to analyse, design and implement an open-source
web-based system for GDPR compliance assessment. The system’s intended users
can submit the processing activities their organisation performs, evaluate the align—-
ment of their organisation with the GDPR, and also conduct Data Protection Impact
Assessments (DPIAs) which the regulation expects under certain conditions. Besides
the developed system, this diploma thesis additionally proposes an elementary model
for GDPR compliance assessment and meanwhile provides extensive documentation
that explains the entire process.
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Methodology

The conceptualisation of the evaluation model and the subsequent development of the
system is challenging. The proposed model considers articles that exist within the
regulation’s chapters one to four. These articles are considered to be applicable in
most traditional data processing scenarios performed by individuals and SMEs. For an
adequate alignment with the regulation, this thesis proposes a 2+1 step process. The
intended user of the system first submits the processing activities their organisation
performs and then answers questions regarding the readiness of their organisation. The
system checks the answers of the user, examines the previously submitted processing
activities and determines the compliance based on a predefined set of rules. If the
DPIA considered necessary, the user performs that assessment manually while being
assisted by the system.

Implementation

The resulting system utilises up-to—date open web technologies to achieve the ex-
pected functionality and showcases a modern user interface that works across mul-
tiple devices, screen resolutions and operating systems. Moreover, particular secu-
rity mechanisms and controls exist within the system and contribute to its planned
production-ready status. The system features its unique brand identity, includes end-
user and technical documentation, and is available under the GNU AGPL v3 free and
open-source software license.

Evaluation

To evaluate the appropriateness and effectiveness of the implemented system, the au-
thor of this thesis invited experts with a diverse set of skills to offer their feedback. The
experts confirmed the system serves its intended purpose, noted down minor issues
and recommended improvements to consider in future updates. The proposed system
does not directly oppose advanced business solutions offered by professional software
companies and consulting firm but exhibits satisfactory evaluations directed towards
the majority of individuals and SMEs that are coping with compliance.

Additional Thoughts

There seem to be significant challenges within the global privacy and data protection
field, as even prevailing companies are discovered not to be fully complying with the
regulation. It is not only necessary to highlight the significance of privacy and increase
awareness around data protection matters, but also to inform people of the potential
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risks related to the treatment of personal data as well as of the available controls and
obligations that now apply.

Vi



ETrireAtkn Zovoyn

MAotolo

H Evpwtaikn ‘Evwon (EE) poogarta eLonyays Tov Mevikd Kavovioud Mpootaoiog
Agdopévwv (FKMA) pe okotd Vo dWOEL OTOUC TIONTEC ETTLTIPOCOOETO €AEYXO TWV
TIPOCWTTLKWV TOUC dedopévwv. Q¢ TUVETTELX, oL LTTELBLVOL eTTeEepyBOing dedopEvv
KOXL OL €KTENOOVTEC TNV eTTeCepyoion HEDOPEVIIV LTTOXPEOVVTHL VX ETTLTOXOUV KO
VO OTTOOELKVOOUV JLPKWG TN CUMHOPPWON TOUC ME TOV Kavoviopod. Evw o
KXVOVLOUOC TIEPLYPRPEL BVOXAUTLKR T SLKXLWHKTX TWV UTTOKELUEVIV TWV dESOEVIIV
KL TLG UTTOXPEWTELC TWV UTTELOOVWV KL EKTENOVVTWV ETTEEEPYXTLAC DEdOpEVWIV, dEV
TIPOCPEPEL KATTOLO PETO WOATE VX TIPOODLOPLOTEL TO ETTLTTEDO CUHHOPPWONG KOL VO
TPoTaO00V TIPOTKPHOYEG, EPOTOV XPELKTOVTAL.

MpopANpx

OL peyaAOL OpYOVLOMOL €XOUV TNV OLKOVOMLKA OSUVTOTNTK YLX CUMPBOULAEUTLKEC
UTINPETLEC LYNAAC TIOLOTNTOG, €KTEVELG OKELONOYNOELG KL TPOTIOTIOLAOELS OTLC
ETILXELPNUOTLKEC TOUC dladikoolec. QoTtooo, auTtd TMOVWG de oupPaivel OTLC
UTTONOLTTEC TTEPLTITWOELC. H ayop& AOYLOULKOD SLXOETEL EKNETITUOUEVH TTPOLOVTN JIE
ECHLPETIKA XOPOKTNPLOTIKX TTOU BonBolv 0TV EKTLUNON TNG CUHHOPPW—ONG HLKC
OVTOTNTHG ME TOV KKVOVLOHO KHL TIPOTE(VOUV KTTOQPROELG. ANNK, TETOLX TIPOLOVTX £(vaiL
ouvnOw¢ akplP& otV TTPpouNBeLx KoL guvTAPNON Toug. Ev Tw peta€l, LTIGPXOLV
emrlong A0oELg TToL dLaTBeVTRL dwpPEdv WATACO ATEPOUVTAL BROLKWV XXPHKKTNPLOTLKWV
KOL OUVTOOV VO TIKPRYOLV TTEPLEKTLKEC BKELONOYNTELC. YTIGPXEL ETTL TOL TTXPOVTOC
HLO ONUOVTLKA OVAYKN YL KXTGAANAEG AOOELG, TTOU XTTELOVVOVTHL OF HEUOVWHEVH
ATOUX KOXL ULKPOUECKIOUE OPYXVLOMOUG, TTOU dLoTIOEVTOL dWPERV KOL TIPOOQPEPOLV
LKXVOTTOLNTLKA TTOLOTNTKX.

SKOTrOG

SKOTIOC XUTNC TNC SUTTAWMNKTLKAG EPYXOLNG ELVOL VX XVOADTEL, VO OXEDLATEL KOL VO
UNOTIOLAOEL €VEX BVOLKTOU KWOLKX OUOTNUK LOTOU YLK TV EKTLUNON CUMUOPEWONG
pe Tov TKIMA. Ot Trpoopl{opevol XpROTEC TOU CUGTAUNKTOC UTTOPOOV VX LTTORGANOULY
TLC HPXOTNPLOTNTEC ETTEEEPYNTING TTOL EKTEAEL O OPYNVLOUOC TOUC, V& BELONOYRTOLV

Vii



Emitedikn Zovoyn

TNV €VOLYPGUKLOT TOL OpYaVLOUOD TouG pe Tov MTKMA kot v dLeExyouvv EKTLUNTELG
AVTIKTOTIOU OXETLKG pE ThV MpoaTtaoic Aedopévwy (EAMA) TTOU 0 KKVOVIOHOC KTTHLTEL
KXTW OTT0 OUYKEKPLUEVEC TTPOUTIO0E0ELG. EKTOG 6TTd TO LAOTTOLNHEVO OUOTHHK, KUTH
N SUTAWHKTLKA EPYNOLX TTPOTELVEL ETTLTIPOCTOETWC £V OTOLXELWOEG HOVTENO EKTLUNONG
NG GUUUOPPWONC pe Tov TKIMA Kot TIpGANAX TIGPEXEL EKTETHHPEVN TEKUNPLWAN TTOL
TIEPLYPRQPEL T TUVOALK DLXOLKNTLKK.

MeBodoAoyia

H gOMNUN Tou povtéhou aELOAOYNONG KOL N GKOAOLON KVATITUEN TOU GULOTAUKTOC
elvail ammoLtnTik).  TO TIPOTELVOUEVO HOVTENO AapPaveL vTTOYN T GPOpx TTOUL
Bplokovtal PETOED TWV KEQPOAXIWY €V €WC TEOTEPK TOU KXVOVLOMOU. To &pOpo
QLT OewpolVTaL OTL €QXPUOTOVTIBL OTLG TIEPLOTOTEPEC OULVAOELC TIEPLTITWOELG
emelepynoiog dedOPEVWV TIOU TIPKYHUGTOTIOLOOVTBL KTTO HEUOVOUEVK GTOUNX KOL
ULKPOUETRLOUC OPYXVLOUOUC. TLx TNV LKAVOTTOLNTLKA EVOVYPEUMLOT HE TO KKVOVLOUO,
oUTA N SUTAWMKTIKA TrpoTelvel pioe Stadikoola 2+1 Bnudtwyv. O Trpooplopevog
XPNOTNG TOU CUCTAMKTOC TIPWTK LTTORGANEL TLC dPXOTNPLOTNTEG ETTEEEPYNTLXG TTOL
TIPXYHUGTOTIOLEL O OPYKVLOHOC TOU KL ETTELTH XTTHVTREL O EPWTNOELG OXETIKK UE THV
ETOLUOTNTH TOU OPYKVLOMOU TOU. To O0OTNUX ENEYXEL TG XTIGVTAOELG TOU XPNOTH,
€EETATEL TIC HPXOTNPLOTNTEG TTEEEPYRTLNG KL KxBopileL TO eTT{Tred0 TLUUMUOPPWANG
Boolopévo oe éva TrpokaBoplopévo oOVONO kavovwy. Eav n EAMA Bswpeital
ATTXPALTNTN, O XPNOTNG TIPXYHUKTOTIOLEL TNV EKTLUNON XELpoKivnTa LTTOBONBOUUEVOC
oTTO T0 CUOTNUE.

YAotroinon

To emakONovBo CUOTNUK XPNOLUOTIOLEL ETTIKKLPEC GVOLKTEC TEXVONOYLEC LOTOU YLX
VO ETTLTOXEL TNV OVXHEVOUEVI AELTOLPYLKOTNTH KoL OLXOETEL plx pOVTEPVH dLeETTOgN
XPNOTN TTOL AELTOUVPYEL O€ SLKPOPETLKEC TUTKEVEC, AVOADOELG 00OVNC KOL AELTOVPYLKK
OLOTAMKTX. ETILTTAéOV, GUYKEKPLUEVOL PNXOVIOHOL KTQEAAELKG KoL EAeyXOL BplakovTat
EVTOC TOU GUOTAHGTOC KKL TUVELOQEPOLV TTNV TIPOYPXUUKTLOUEVH TTANPWG AELTOUPYLKN
KOXTXOTOOT TOU. TO 00OTNUX XXPOKTNPLTETOL XTTO PLK HOVEOLKT OXEDLXTTLKA TRUTOTNTK,
TEPIAXMPBAVEL TEKUNPLWON YLX TEALKOOC XPAOTEC KOL ETTRYYENUKTIEG TNG TEXVOAOYLNC,
KoL OLXTLOETOL K&XTW oTTO TNV &deLx EAeVBepOL Kol axvolkTtol Aoyloptkov GNU AGPL
v3.

AfloAdynon

Mo TV GELOAOYNON TNEG KXTOGAANAOTNTEC KXL XTTOTEAETHUGTLKOTNTG TOU UAOTTOLNHEVOL
OUCTAMUGTOC, 0 GLYYPEPERG KUTAG TNG DUTTAWHNKTLKAG TIPOTKKAETE £LOLKOVC HE €V VPO
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o0VOAO BEELOTATWV YLK V& KTTOTUTIWOOULV TN YVWUN Toug. O ldikol emiBeBaiwanv
OTL TO 0OOTHHX EELTINPETEL TOV TIPOBAETTIOUEVO TKOTIO TOU, ONUELWONV PLKPK TNTAMKTH
KOXL TTPOTELVOY BEATLWOELG YLK VO An@OoUV LTT OYLV 0 PENNOVTLKEC EVNUEPWOELG.
To TTPOTELVOUEVO OUOTNUNX BEV EPXETHL KUETK OVTLUETWTIO HE TIPONYHUEVEC ETRLPLKEC
AOOELC TTOUL TTPOTPEPOVTHL KTTO EEELOLKEVPEVOG ETRLPELEC KVATITUENC AOYLOHLKOU KOL
OUMPBOUAEVTLKEC ETRLPELEC, WOTOOO TIXPOVOLATEL LKXVOTIOLNTIKEC GELONOYNOELG TTOU
aTTELOVVOVTHL 0TV TIAELOYNPLK TWV LOLWTWV KXL TWV PLKPOUETKLWY ETTLXELPROEWV
TIOU KVTLUETWTTIOLY TIPORAAUKTH TUUHOPPWANG.

Emuarpoo0eTeg SKEPELG

dalveToil OTL LTTAPXOLV TNUKVTLKEG TIPOKANTELG OTOV dLEOVH XWPO THG LOLWTLKOTNTHG
KXL TTIpooTooloG dedopévwy, KHOWC OKOUN KoL Ol ETTLKPHTEOTEPEC ETHLPELEC
OVOXKOXADTITOVTOL VO U1 GUUHOP@WVOVTHL TTARPWG HE TOV KAVOVIOUO. Elval ammapaitnTo
ve 500l €ppaan oty o€l TN OLWTIKOTNTRG, VX LTTRPEEL KXTGAANAN EVNUEPOTNTX
YOpw om0 O€paTor TIPOOTROLNG dEdOUEVIIV KL VOX EVNUEPWOOVV OL TTOAITEC YLK TOUG
TOVOUC KLVOUVOUC TIOU OXETITOVTIBL ME TN METRXE(PLON TWV TIPOCTWTILKWY TOUG
dedopévV KoL TIPXANNAX TOUC DLKOETLHOUG ENEYXOUC KL LTTOXPEWTELC TTOU TIAéOV
BplokovTaL o€ LoXO.
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1. Introduction

1.1. Background

The EU General Data Protection Regulation (GDPR), also known as Regulation (EU)
2016/679, provides EU residents with additional control over their personal data. The
regulation was first published in April 2016 and came into force on May 25, 2018. It
repeals the former Directive 95/46/EC which was adopted in 1995 and remained valid
until May 24, 2018.

An EU regulation implies a binding legislative act that applies across all EU mem-
ber states (Folsom, Lake, & Nanda, 1996). On the contrary, an EU directive merely
establishes objectives that EU members must accomplish and, for that purpose, the
latter formulate their discrete laws (Steiner, Woods, & Twigg-Flesner, 2006). Since
the GDPR is an EU regulation, rather than an EU directive, it appears the legislators
desired the harmonisation of data protection laws across the EU.

During the last twenty to thirty years, the Information and Communications Technol-
ogy (ICT) industry has evolved and grown remarkably. Nowadays, computer networks
transmit vast volumes of data across continents within seconds. The amount of data, re—
lating to citizens, that organisations are collecting and processing is enormous. Hence,
the demand for contemporary data protection legislation became apparent.

The regulation thoroughly describes data subjects rights and the obligations of data
controllers and processors but appears not to support data controllers and data proces-
sors with achieving and demonstrating compliance. To put it another way, it tells data
controllers and data processors what to do but not how (Garber, 2018).

Every natural or legal person handling data that refer to EU residents must comply
with the regulation. Failure to do so may result in significant fines as high as 20 mil-
lion Euros or 4% of the annual worldwide turnover. The EU may commonly impose
draconian penalties on perpetrators.

Unarguably, the GDPR makes outstanding arrangements to the privacy and data
protection domain worldwide. Since the regulation came into effect a few months ago,
it seems to be quite early to predict what is going to happen next. Everybody who
processes personal data must nevertheless show considerable attention.




1. Introduction

1.2. Problem Statement

The regulation creates new opportunities for the harmonisation of data protection prac-
tices not only across the EU but generally worldwide. Nevertheless, it does not make
mattering distinctions based on the size of entities or the amount of personal data that
individuals or organisation process. In essence, everybody who processes personal
data must conform to the provisions of the GDPR one way or another. Miglicco (2018)
considers that many of the regulation’s requirements are not well understood by those
affected. This new data protection regime results into inequalities. Individuals not un-
affiliated with large organisations, plus SMEs are conceivably subject to grapple with
compliance.

While gigantic and prevailing organisations can afford high—quality consulting ser—
vices, extensive evaluations, and effective revisions and adjustments to their business
processes, this is presumably not the case with the rest of the world. Scantier entities
risk decisive regulatory response if found to be non—-compliant. More importantly, they
may be overwhelmed with the loss of their customer’s trust and likely lose competitive
advantage on the market as a consequence.

Software vendors, consulting agencies, organisations and also individuals have pub-
lished tools and solutions to help determine the alignment of an entity with the regu-
lation and propose resolutions. Sophisticated products offer remarkable features but
tend to be proprietary, i.e., closed-source software with austere licensing preferences
and the lack of customisation, and very expensive to acquire and sustain. Elseways,
complimentary software of this kind may help improve awareness around compliance
matters but are typically incapable of leading to comprehensive assessments. Hence
the necessity for solutions, directed towards individuals and SMEs, which are available
free of charge and offer central characteristics of satisfactory quality.

1.3. Scope and Objectives

The scope of this diploma thesis is to analyse, design and implement an open-source
web-based system for GDPR compliance assessment, as the title suggests.

Free and open-source software allows anyone to inspect, modify, and enhance the
software. Furthermore, a modern web-based system, i.e., a system that utilises web
technologies, does not make any distinctions concerning hardware or software; anyone
may use the system regardless of their device or operating system. These two aspects
can potentially play an indispensable role in the development and adoptability of the
system.

The objectives that relate to the scope of this diploma thesis begin with the extensive
study of the essential articles of the regulation relating to compliance. They addition-
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ally include the study and consultation of existing literature, although there appears that
a plethora of academic work is currently nonexistent considering the relatively recent
introduction and implementation of the regulation. Following the study and review of
both the legal text and relevant work, this diploma thesis continues with the design of
an uncomplicated model for an elementary GDPR compliance assessment. More im-
portantly, this thesis concerns the requirements analysis and use-case specifications
that the concluding implementation relies upon. Last but not least, standard end-user
documentation accompanies the implemented system and intends for actual user adop-
tion.

Therefore, in order to summarise, this diploma thesis incorporates the following de—
liverables:

* An elementary model for GDPR compliance assessment;

* An essential system analysis and design, including use-case specification and
requirements analyse;

* An open-source web-based system for GDPR compliance assessment; and

* The end-user documentation accompanying the system.

1.4. Assumptions and Limitations

Privacy, data protection, and ICT professionals, among others, argue that the GDPR
is one of the most complex pieces of regulation the EU has ever bestowed. It does
include 99 articles, which span across 88 pages of text, and 173 recitals.

The composer of this thesis does not possess a solid legal background but concen-
trates on information and communication systems engineering instead. Therefore, this
thesis does not analyse the regulation in—depth neither does it intend to produce some
sophisticated assessment model and its corresponding perfected web-based system.

This diploma thesis analyses most common and prevailing articles included in the
regulation, notably from chapters one (1) to four (4). It does not consider articles that
exist between chapters five (5) and eleven (11). The initial four chapters incorporate ar-
ticles that should be applicable in most traditional data processing scenarios performed
by individuals and SMEs. On the contrary, the succeeding seven chapters describe
more complicated scenarios several of which are regulatory.

As aforementioned, the regulation came into the whole effect from May 25th, 2018.
Although there are ongoing legal cases based on complaints, thatindividuals and digital
rights organisations have submitted, it is considerably early to consider court rulings.
Likewise, very few scientific journals, papers, and textbooks do exist. The current
situation significantly limits the review of engaged literature.
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The proposed compliance assessment model and corresponding open-source web-
based system strive to be as straightforward and easy-to-use as possible, having indi-
viduals and traditional SMEs in mind. However, it is safe to assume that the prospec-
tive users of the open—source web-based system need to maintain some foundational
knowledge around the regulation, privacy, and data protection matters before claiming
the maximum benefit.

1.5. Thesis Structure

This chapter presents an overview of this thesis and its purposes. It provides concise
background information about the regulation, indicates the need for supporting organ-
isations become and remain compliant with the GDPR, and reveals the assumptions
and limitations that apply to this thesis.

The second chapter illustrates some of the critical aspects of the regulation, includ-
ing organisational requirements, processing requirements and data subject rights, and
meanwhile attempts to highlight the importance of achieving sufficient data protection
mechanisms.

The third chapter describes the methodology this thesis reflects. Furthermore, it
analyses, designs and describes the implementation of an open-source web-based
system for GDPR compliance assessment.

Finally, the fourth and final chapter summarises the outcomes of this thesis, provides
an overview of its critical elements and concludes with providing further recommenda-
tions for the enhancement of its outcomes.




2. Fundamental Aspects

2.1. Terminology and Scope

This section covers the essential terminology and application scope of the regulation.
The final legal text encompasses several additional terms and discusses the scope of
the GDPR with higher detail. This segment focuses instead on the most relevant parts
for the scope of this thesis.

2.1.1. Essential Terminology

The regulation consolidates several terms, some of which already existed in the now-
repealed Directive. This subsection acquaints the reader with the most prevailing, and
relevant to the purposes of this thesis, expressions.

2.1.1.1. Personal Data

Personal data comprises any information associated with an identified or identifiable
natural person (Art. 4 Par. 1 GDPR). Examples of information that may constitute
personal data include:

* Name;

* Identification Numbers (e.g., an ID or passport number);

* Home Address;

* Phone Number;

* E-mail Address;

* IP Address;

* Location Data (e.g., a mobile phone that sends GPS coordinates).

According to Rec. 27 GDPR, the regulation does not apply to the personal data of
deceased persons. Nonetheless, Rec. 27 GDPR advises that EU member states may
produce individual controls concerning the processing of personal data of deceased
persons.
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2.1.1.2. Special Categories of Personal Data

Art. 9 GDPR reveals that personal data indicating racial or ethnic origin, political opin-
ions, religious or philosophical beliefs, trade union membership, genetic data, bio-
metric data, data concerning health or data concerning a natural person’s sex life or
sexual orientation are considered special categories of personal data. The same arti-
cle prohibits the processing of special categories of personal data unless one or more
specific conditions apply.

2.1.1.3. Processing

Processing indicates any operation or set of operations performed on personal data or
on sets of personal data. These operations may include the collection, recording, or-
ganisation, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination [...], alignment or combination, restriction,
erasure or destruction of personal data (Art. 4 Par. 2 GDPR).

Voigt and von dem Bussche (2017) suggest that any treatment of data can be ac-
knowledged as processing. Some cases that may involve the processing of personal
data follow below:

* Payroll Management;

* Newsletter Management (e.g., maintaining lists of newsletter subscribers);
* Video Surveillance (e.g., operating CCTV systems);

* Security Audit Logging (e.g., storing IP addresses in security logs).

Last but not least, the regulation does not make any distinction between automated
and non-automated processing (Art. 4 Par. 2 GDPR).

2.1.1.4. Data Subject

The data subject is the person to whom personal data refer. According to Art. 4 Par. 1
GDPR, the data subject is an identifiable natural person who can be identified, directly
or indirectly, in particular by reference to an identifier [...] or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person.

2.1.1.5. Controller

The controller determines the purposes and means of data processing (Art. 4 Par. 7
GDPR). The processor may be a natural or legal person, public authority, agency or
other body.
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2.1.1.6. Processor

The processor is responsible for processing personal data on behalf of the data con-
troller (Art. 4 Par. 8 GDPR). Similarly to the controller, any natural or legal person,
public authority, agency or other body may assume the role of the processor.

2.1.1.7. Joint Controllers

The legislator was aiming for an explicit allocation of responsibilities and therefore in-
troduced the concept of joint controllers (Voigt & von dem Bussche, 2017). If two or
more controllers jointly determine the purposes and means of processing, they are
called joint controllers.

According to Art. 26 Par. 1 GDPR, joint controllers are required to determine their
respective responsibilities for compliance with the obligations under the regulation.
Joint controllers need to arrange the exercising of the rights of data subjects and fulfil
their respective duties to provide the information to the data subjects as described in
Art. 13 GDPR and Art. 14 GDPR.

2.1.2. Application Scope

Art. 3 GDPR defines the territorial scope of the regulation. If the controller or processor
have established their presence and conduct their associated activities within the EU,
the regulation applies notwithstanding where the processing takes place (Art. 3 Par. 1
GDPR). The GDPR can likewise apply to organizations outside of the EU, under distinct
conditions (Houser, 2018). Indeed, Art. 3 Par. 2 indicates two certain conditions which
this subsection is not going to analyse further.

Besides the territorial scope, the regulation involves the material scope. Art. 2 Par. 1
GDPR tells that the regulation applies to data processing wholly or partly by automated
means, or even without automated means as long as personal data form, or intend to
form, part of a filing system.

2.2. Organisational Requirements

The GDPR introduces a risk—-based approach that makes the rules and principles of
data protection law work better (Leenes, van Brakel, Gutwirth, & Hert, 2017). While the
controller is primarily responsible for compliance with the regulation, the processor can
no longer hide behind the respective data controller if regulatory action arises (Gregg
Latchams Solicitors, 2017).

The following subsections present some of the most critical organisational require—
ments for achieving and demonstrating compliance.
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2.2.1. Data Protection by Design and by Default

The regulation expects controllers to utilise all necessary measures from the very begin-
ning to safeguard personal data and meanwhile process personal data while thoroughly
complying with fundamental data protection principles.

The controller should implement appropriate technical and organisational measures
and integrate necessary safeguards into the processing in order to meet the require—
ments of this regulation and protect the rights of data subjects (Art. 25 Par. 1 GDPR).
In regards to data protection by design, the controller shall implement appropriate
technical and organisational measures for ensuring that, by default, only personal
data which are necessary for each specific purpose of the processing are processed
(Art. 25 Par. 2 GDPR).

Data protection by design and by default is also reflected in Rec. 78 GDPR which
notes that the controller should adopt internal policies and implement measures which
meet in particular the principles of data protection by design and data protection by
default. Rec. 78 GDPR also highlights few essential practices:

* Performing data minimisation;

* Performing data pseudonymisation;

* Demonstrating transparency while handling personal data;

* Enabling data subjects to monitor the processing of their personal data;

* Appending and enhancing security mechanisms for guarding personal data.

2.2.2. Records of Processing Activities

Art 30 Par. 1 GDPR stresses the necessity of maintaining records of processing activ-
ities. Every controller must maintain such records which incorporate information such
as the name and contact details of the controller(s) and corresponding Data Protec—
tion Officers (DPQOs), the purposes behind the processing, the categories of recipients
who receive the personal data, and a general description of implemented technical and
organisational measures.

Records of processing activities is not an obligation limited exclusively to controllers.
As stated in Art. 30 Par. 2 GDPR, each processor should maintain records for all
processing activities carried out on behalf of a controller.

2.2.3. Technical and Organisational Measures

Controllers and processors are expected to implement technical and organisational
measures to ensure the continuous protection of personal data. According to Art. 32
Par. 1 GDPR, they need to ensure a level of security appropriate to the risk and
meanwhile consider these following paradigms:
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* Peudonymising and encrypting personal data;

* Ensuring the constant confidentiality, integrity, availability and resilience of pro-
cessing systems and services;

* Restoring the availability and access to personal data, without further delay, in
case a physical or technical incident takes place;

* Regularly testing, assessing and evaluating the effectiveness of technical and
organisational measures to guarantee the security of the processing.

2.2.4. Personal Data Breaches

Personal data breach implies an unauthorised system access which results into the
accidental or unlawful destruction, loss, alteration, unauthorised disclosure of [...]
personal data transmitted, stored or otherwise processed.

2.2.5. Data Protection Impact Assessment

The Data Protection Impact Assessment works as an assistive mechanism that con-
trollers can practice to conform to the legal obligations of the GDPR and mitigate risks
related to the rights and freedoms of data subjects (Hansen, Kosta, Nai-Fovino, &
Fischer-Hiibner, 2018). Art. 35 Par. 3 GDPR sets three conditions that require the
processor to conduct a DPIA:

* A systematic and extensive evaluation of personal aspects relating to natural
persons which is based on automated processing, including profiling, and on
which decisions are based that produce legal effects concerning the natural per-
son or similarly significantly affect the natural person;

* Processing on a large scale of special categories of data referred to in Article
9(1), or of personal data relating to criminal convictions and offences referred
to in Article 10; or

* A systematic monitoring of a publicly accessible area on a large scale.

The DPIA further expands the already—known Privacy Impact Assessment (PIA) but,
in contrast to the latter, does not explicitly focus on privacy (Quelle, 2015). According
to Art. 35 Par. 7 GDPR, every DPIA should include at least the following:

* A systematic description of the envisaged processing operations and the pur-
poses of the processing, including, where applicable, the legitimate interest
pursued by the controller;

* An assessment of the necessity and proportionality of the processing operations
in relation to the purposes;

* An assessment of the risks to the rights and freedoms of data subjects; and
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* The measures envisaged to address the risks, including safeguards, security
measures and mechanisms to ensure theprotection of personal data and to
demonstrate compliance with the regulation taking into account the rights and
legitimate interests of data subjects and other persons concerned.

2.2.6. Data Protection Officer

The Data Protection Officer is an individual tasked with ensuring the compliance of
the controller with the regulation and providing knowledge and advise on data protec—
tion matters (P. Lambert, 2016). Organisations may appoint an existing employee as
DPO, who is well-informed about data protection, or hire one externally. That person
must nevertheless be able to act autonomously and communicate straight with upper
management (Information Commissioner’s Office, 2018a).

Art. 37 Par. 1 GDPR depicts three distinct situations under which the controller and
processor must designate a DPO:

* A public authority or body carries out the processing, except for courts operating
in their judicial capacity;

* The controller or the processor performs processing activities demanding the reg-
ular and systematic monitoring of data subjects on a large scale; or

* The controller or the processor performs processing activities involving a large
number of special categories of personal data and personal data relating to crim-
inal convictions and offences.

2.3. Processing Requirements

Compliance, in the context of the GPDR, comprises a continuous process. Apart from
organisation-wide requirements, each processing activity must adhere to added re-
quirements.

Moore (2018) opines that the regulation imposes harsh penalties to organisations
that fail to comply. Admittedly, infringements of several provisions can be subject to
administrative fines up to 20,000,000 EUR or up to 4% of the total worldwide annual
turnover of the preceding financial year according to Art. 83 Par. 5 and Art. 83 Par. 6
GDPR. Controllers and processors

2.3.1. Processing Principles

Art. 5 Par. 1 GDPR introduces six distinct principles that adhere to every data process-
ing operation. Art. 5 Par. 2 GDPR presents the term of accountability, which makes

10
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every controller responsible for reaching and demonstrating compliance with the six
principles established within the first paragraph.

2.3.1.1. Lawfulness, Fairness and Transparency

Organisations should process personal data in lawful, fair and transparent conduct
while actualising relevant security standards to guarantee integrity and confidentiality
(Gkoulalas-Divanis & Bettini, 2018). The data protection directive had already ren-
dered lawful and fair data processing; the GDPR extends these principles by expecting
personal data processing in a transparent manner (Synodinou, Jougleux, Markou, &
Prastitou, 2017).

Rec. 39 GDPR elaborates on those expectations further and requires organisations
to provide information to the data subjects on the identity of the controller and the pur-
poses of the processing and further information to ensure fair and transparent process—
ing in respect of the natural persons concerned and their right to obtain confirmation
and communication of personal data concerning them which are being processed.

2.3.1.2. Purpose Limitation

Purpose limitation is a substantive principle of the regulation which permits the pro-
cessing of personal data for a distinct purpose (Hijmans, 2016). Personal data must
be collected for specified, explicit and legitimate purposes and not further processed
in a manner that is incompatible with those purposes (Art. 5 Par. 1 GDPR).

2.3.1.3. Data Minimisation

Personal data need to be adequate, relevant and limited to what is necessary in re-
lation to the purposes for which they are processed (Art. 5 Par. 1 GDPR). Data min-
imisation often relates to purpose limitation, as it necessitates that explicitly outlined
purposes support the processing of personal data (Tamo-Larrieux, 2018).

2.3.1.4. Accuracy

Personal data must remain accurate and, where necessary, kept up to date (Art. 5 Par.
1 GDPR). Controllers are bound to erase or amend inaccurate personal data without
delay. Precisely, the regulation declares that controllers must perform all reasonable
efforts to ensure that personal data that are inaccurate [...] are erased or rectified
without delay.

11
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2.3.1.5. Storage Limitation

Personal data must be kept in a form which permits identification of data subjects for no
longer than is necessary for the purposes for which the personal data are processed
(Art. 5 Par. 1 GDPR). Politou, Michota, Alepis, Pocs, and Patsakis (2018) hence
reason that modern systems which process and store personal data should guarantee
they do not keep data in the backups for more than it is necessary.

2.3.1.6. Integrity and Confidentiality

Controllers are expected to develop appropriate safeguards and protect personal data
against unlawful access, data breaches, data losses or leaks (Wachter, 2018). Like-
wise, Art. 5 Par. 1 GDPR mentions that personal data should be processed in a
manner that ensures appropriate security of the personal data, including protection
against unauthorised or unlawful processing and against accidental loss, destruction
or damage, using appropriate technical or organisational measures.

2.3.2. Legal Justifications

Art. 6 GDPR establishes six legal justifications for the processing of personal data. The
next subsections present these justifications. The regulation renders the processing
unlawful unless at least one of the six legal bases are applicable.

2.3.2.1. Consent

Art. 6 Par. 1 GDPR mentions data subjects may consent to the processing of their
personal data for one or more specific purposes. Art. 7 Par. 1 GDPR adds that the
controller shall be able to demonstrate that data subjects have provided their consent.
Furthermore, Art. 7 Par. 3 GDPR declares that data subjects possess the right to
withdraw their consent at any time and that the withdrawal should be as easy to as to
give consent.

2.3.2.2. Contract

Processing is considered lawful if necessary for the performance of a contract to which
the data subject is party or in order to take steps at the request of the data subject
prior to entering into a contract (Art. 6 Par. 1 GDPR).

2.3.2.3. Legal Obligation

Processing is also allowed if necessary for compliance with a legal obligation to which
the controller is subject (Art. 6 Par. 1 GDPR).

12
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2.3.2.4. Vital Interests

Art. 6 Par. 1 GDPR additionally considers the processing lawful if necessary in order
to protect the vital interests of the data subject or of another natural person.

2.3.2.5. Public Task

Furthermore, processing is permitted if necessary for the performance of a task carried
out in the public interest or in the exercise of official authority vested in the controller
(Art. 6 Par. 1 GDPR).

2.3.2.6. Legitimate Interests

The Information Commissioner’s Office (2018b) mentions that legitimate interests is
the most flexible of the six legal justifications since it does not restrict its scope and
can therefore allow controllers to rely on it under many different circumstances. If the
law does not require the processing, but the latter is still beneficial for data subjects,
the controller may rely upon this basis as long as the potential impacts on data subjects
are limited and the controller does not process personal data for any further reason.

2.3.3. Rights of Data Subjects

The regulation establishes six exclusive rights that data subjects can exercise, namely
the right to access, rectification, erasure, restriction of processing, data portability and
object. Although this chapter does not make an extensive reference, Art. 22 GDPR
challenges the practice of profiling and prohibits data controllers from making deci-
sions concerning data subjects solely via automated means. Besides, controllers are
responsible for communicating with the data subjects transparently and responding to
the requests of the latter the earliest.

2.3.3.1. Transparent Information

Controllers should use clear and plain language and in a concise, transparent, intelli-
gible and easily accessible form when communicating with data subjects (Art. 12 Par.
1 GDPR). Art. 12 Par. 2 GDPR delegates the controller to facilitate the requests of
data subjects under Art. 15 GDPR to Art. 22 GDPR.

2.3.3.2. Right of Access

Wachter (2017) associates the right of access with the principle of transparency. The
former lets data subjects request information regarding the processing of their personal
data and also obtain a copy of their processed data.

13
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Specifically, Art. 15 Par. 1 GDPR decrees that data subjects can receive confirma-
tion as to whether or not the controller processes their personal data. If thatis the case,
they can request access to the personal data and the following information:

* The purposes behind the processing of personal data;

* The categories of personal data involved;

* The recipients of personal data, including recipients in third countries or interna-
tional organisations;

* The estimated storage period or at least the criteria used to determine that period;

* The occurrence of the rights to rectification, erasure, restriction of processing, and
object.

* The right to complain to the respective supervisory authority;

* If personal data are not collected from the data subject, any available information
regarding their source;

* The existence, importance and expected influence of automated decision-making
methods, including profiling.

Art. 15 Par. 3 GDPR further mentions that the controller shall provide a copy of the
personal data undergoing processing, therefore enabling data subjects to receive a
copy of the processed data (Wachter, 2017).

2.3.3.3. Right to Rectification

Data subjects may request the immediate correction of inaccurate personal data con-
cerning them. The right to rectification may amend or restrict adverse effects on the
rights and freedoms of data subjects (Voigt & von dem Bussche, 2017). Art. 16 GDPR
empowers data subjects with the right to have incomplete personal data completed,
including by means of providing a supplementary statement.

2.3.3.4. Right to Erasure

Mittal (2017) says that many have debated the right to be forgotten because of the
Google Spain decision. The regulation now incorporates this right as the right to era—
sure. Data subjects can request the erasure of personal data concerning them without
excessive delay, and data controllers are required to fulfill this obligation if specific
conditions apply (Art. 17 Par. 1 GDPR).

2.3.3.5. Right to Restriction of Processing

Art. 18 GDPR allows the data subject to request the restriction of processing of their
personal data as long as relevant conditions, established within the same article, apply.

14
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2.3.3.6. Right to Data Portability

Art. 20 GDPR grants data subjects with the right to receive their personal data in a struc-
tured, commonly used and machine-readable format. Moreover, they are entitled to
transmit those personal data to another controller as they see fit. Hert, Papakonstanti-
nou, Malgieri, Beslay, and Sanchez (2017) reason that the right to data portability is
vital towards the empowerment of data subjects and suggest it supports the concept for
granting data subjects the default ownership of their personal data.

2.3.3.7. Right to Object

Art. 21 GDPR sets three conditions for enabling data subjects to exercise their right
to object. If any of the following circumstances is substantial, the controller must stop
processing the personal data belonging to the respective data subject:

* On grounds relating to the particular situation of the data subject;
* Personal data are processed for direct marketing purposes; or
* Personal data are processed for research or statistical purposes.

2.4. Summary

This chapter highlights six essential data processing principles and another six legal
bases that the regulation provides for making the processing lawful. The lawmakers
expect controllers to provide data subjects with particular information, implement suffi-
cient mechanisms to safeguard personal data right from the start and process personal
data with the highest privacy protection and, where applicable, honor all six fundamen-
tal rights concerning data subjects. Furthermore, both controllers and processors must
maintain records of processing activities under their responsibility and implement ap-
propriate technical and organisational measures to ensure the confidentiality, integrity,
and availability of personal data. If a personal data breach takes place, the controller
should notify the competent supervisory authority as soon as possible and, in certain
circumstances, the data subjects. Last but not least, in some cases, the controller is
expected to perform a DPIA and designate a DPO which both help ensure the align—
ment of processing activities with the regulation as well as the reinforced security of
personal data.

The following table summarises the fundamental aspects of the regulation that this
chapter briefly discusses. Moreover, it correlates the respective articles with their titles
and short descriptions. The contents of the table are useful for the subsequent inter-
pretation of the requirements concerning the assessment model and to—be-developed
system.
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Table 2.1.: Overview and Description of Examined GDPR Articles

Art. | Title Description
. . The regulation sets six essential princi-—
Principles relating to process— . .
5 . ples that are associated with every pro-
ing of personal data . L
cessing activity.
The regulation establishes six legal
6 | Lawfulness of processing bases for rendering the processing law—
ful.
Information to be provided
13 | where personal data are col- . .
. The regulation requires controllers to pro-
lected from the data subject . . . . .
. . vide data subjects with particular informa-
Information to be provided | .. .
tion wherever they obtain personal data
where personal data have not .
14 . from the data subject or another source.
been obtained from the data
subject
15 Right of access by the data
subject
16 | Right to rectification
17 Right to erasure (‘right to be | The regulation empowers data subjects
forgotten’) with six fundamental rights related to the
18 Right to restriction of process—| processing of their personal data.
ing
20 | Right to data portability
21 | Right to object
The regulation expects controllers to
implement technical and organisational
75 Data protection by design and | measures to safeguard personal data
by default right from the start and to process per—
sonal data with the highest privacy pro-
tection.
. .. | The regulation directs that controllers
Records of processing activi— L . o
30 fies maintain records of processing activities
under their responsibility.
The regulation demands that controllers
and processors implement appropriate
32 | Security of processing technical and organisational measures to

ensure the confidentiality, integrity, and
availability of personal data.
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Notification of a personal
33 | data breach to the supervi-
sory authority
Communication of a personal
34 | data breach to the data sub-
ject

In the case of a personal data breach,
the regulation expects controllers to notify
the respective supervisory authority and,
in certain circumstances, the data sub-
jects.

When processing endangers the rights

35 Data protection impact as—| and freedoms of data subjects, the reg—

sessment ulation requires controllers to conduct an
assessment.
. . The regulation requires the controller and
Designation of the data pro- .
37 9 P the processor to designate a data protec—

tection officer

tion officer, in certain circumstances.

Figure 2.1 meanwhile provides an accessible breakdown of the examined organisa—
tional and processing requirements which derive from the articles as mentioned earlier.
This visualised breakdown can be useful for the subsequent analysis of and design of
the envisioned system.
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Figure 2.1.: Breakdown of the Examined Organisational and Processing Requirements
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3.1. Methodology

The conceptualisation of the evaluation model and the subsequent development of a
system which assesses the compliance of an individual or SME with the complex re-
quirements of the regulation is plausibly a challenging responsibility. Plus, several
significant restrictions and limitations apply which the fourth section of the first chapter
of this document describes in more detail.

Itis reasonable that individuals and SMEs who process personal data can be affected
by the articles and concepts of the regulation that the last section of the previous chapter
summarises. For that purpose, the primary function of the system is to estimate the
compliance with said articles and concepts.

This thesis splits the examined requirements of the regulation into organisational re—
quirements and processing requirements. Thus, the system needs to determine the
compliance of an organisation with both types of requirements. The organisational re-
quirements merely apply to the organisation as a whole, while processing requirements
are targeting each processing operation.

As a further matter, the GDPR often requires controllers to perform a DPIA. The
conducting of such an assessment is mandatory when data processing operations may
impose a high risk to the rights and freedoms of data subjects. Contrarily, individuals
and SMEs may lack the expertise and resources to fulfil this obligation. Thus, the
secondary function of the system is to support the conducting of DPIAs.

In order to evaluate the compliance of an organisation, the system needs to make
decisions based on discrete circumstances. There are multiple paradigms to consider,
such as sophisticated methods involving artificial intelligence and machine learning,
although rules-based decision-making appears to be the simplest of all concerning the
limitations and objectives of this diploma thesis. Implementations offering rule-based
decision-making expect predictable arguments and depend on strictly predefined sets
of rules to produce decisions. Mukundan, Ramani, Muthu Raman, Anjaneyulu, and
Chandrasekar (2007) propose that, in rule-based systems, the knowledge about the
domain under consideration should be made available in a machine-readable format,
e.g. if-then rules. Therefore, the system is going to follow a comparable approach
which seemingly bypasses the formulation of an intricate evaluation model.
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This diploma thesis proposes an uncomplicated process for individuals and SMEs
that need to assess and improve their compliance with the regulation. The intended
user of the system initiates the process by submitting processing activities that reflect
the processing operations performed by the entity they represent. As soon as the user
finishes adding the processing activities, they can continue with the GDPR assessment
which asks the user a few questions and meanwhile takes into account the previously
submitted processing activities; the system checks the answers of the user and eval-
uates the compliance of the processing activities based on a predefined set of rules.
If the conducting of a DPIA is deemed necessary, the user proceeds with such an as-
sessment based on CNIL’s PIA methodology. The flowchart in Figure 3.1 illustrates
the proposed methodology described above.

The following two subsections focus on the analysis and design the system. The
third subsection briefly describes the implementation of the system which takes place
beyond this document. Finally, the fourth and final subsection outlines the evaluation
of the system by a diverse set of experts and professionals.

3.2. Analysis

Kendall and Kendall (2013) suggest that analysts perform systems analysis and design
to understand the requirements behind data input and flow, processing or transforma-
tion, and storage and the output of information in connection with a particular organ-
isation or business. A thorough analysis is imperative as it encourages analysts to
recognise and overcome obstacles and meanwhile perform improvements to support
end-users.

The envisioned system is split into three central but separate subsystems. The first
subsystem collects processing activities which count as records of processing activities
under Art. 32 GDPR; different subsystems can also access previously-saved process—
ing activities for carrying out assessments. The second subsystem is responsible for
conducting GDPR Assessments, i.e., evaluating the alignment of an entity with the reg-
ulation. The third and last subsystem helps users perform DPIAs if deemed necessary
by one or more of the three conditions set within Art. 35 Par. 3 GDPR.

3.2.1. Processing Activity

The Processing Activity subsystem, in essence, performs simplified data mappings tai-
lored to the context of the GDPR. Organisations need to arrange and manage their
processing activities before assessing their compliance with the regulation. This sub-
system enables them to recognise what kind of data they collect, for which purposes
they collect them, which entities have access to the corresponding data sets, and how
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data flows through information systems. More importantly, it does so while keeping the
regulation and its relevant articles in mind.

3.2.1.1. Essential Information

The subsystem begins with requesting the user to enter their full name and to designate
their organisation name and job title. This information contributes towards providing a
personalised user experience and is also useful for the future linking and categorisation
of processing activities.

3.2.1.2. Summary

The subsystem continues with conceptualising the most mattering aspects of the ex-
amined processing activity. This knowledge helps the controller and the processor
maintain up-to—date records of processing activities and can also serve as the basis
for assessing the compliance of the organisation with the processing requirements of
the regulation when conducting GDPR Assessments.

Processing Activity Name The subsystem asks the user to designate a friendly
name for the engaged processing activity, i.e., a nickname used for identification and
classification purposes.

Controller Name The subsystem asks the user to identify the corresponding con-
troller or controllers. This information, among others, is required by Art. 30 Par. 1
GDPR.

Processor Name The subsystem asks the user to name the affiliated processor or
processors. Likewise, this information is required by Art. 30 Par. 1 GDPR.

Processing Activity Description The subsystem asks the user to explain the pur-
poses of the processing and provide a brief description of the implemented technical
and organisational measures. If the user’s organisation transfers personal data to re—
cipients in third countries or international organisations, the subsystem requests the
user to elaborate further. This information is also required by Art. 30 Par. 1 GDPR.

Storage Method The subsystem asks the user to specify the designated storage
method for personal data. The user can choose among digital, physical, and the combi-
nation of both storage methods. The regulation does not strictly require this information.
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However, it serves towards formulating the comprehensive overview of the involved
processing activity.

* Digital
* Physical
* Digital and Physical

Data Type Likewise, the user needs to specify the type of data; they can either be
personal data or special categories of personal data. Art. 4 Par. 1 GDPR and Art. 9 Par.
1 GDPR define personal data and the special categories of personal data respectively.

* Personal Data
* Special Categories of Personal Data

Legal Justification Art. 6 Par. 1 GDPR confirms six distinct legal justifications, un-
der which processors are permitted to perform the processing. The subsystem asks the
user to select one of the possible justifications. The user has the additional option to
refrain from selecting the legal basis, by setting their response to ‘None’.

* Consent

* Contract

Legal Obligation

* Vital Interests

* Public Task

* Legitimate Interests
* None

Security Measures The subsystem asks the user to declare whether their organisa-
tion has implemented any technical and organisational measures which the regulation,
under Art. 32 Par. 1 GDPR, considers to be necessary.

* The organisation has implemented all appropriate technical and organisational
measures.

* The organisation has implemented some appropriate technical and organisational
measures.

* The organisation has not implemented any technical and organisational mea-
sures.

* It is unknown whether the organisation has implemented any appropriate techni-
cal and organisational measures.
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Processing Principles The subsystem asks the user to mention whether the existent
processing activity complies with the six fundamental processing principles set in Art.
5 Par. 1 GDPR. As usual, the user may provide a negative or neutral response.

* The organisation upholds all six processing principles.

* The organisation upholds some processing principles.

* The organisation does not uphold any processing principle.

* It is unknown whether the organisation upholds any processing principle.

Data Subject Rights The regulation empowers data subjects with six fundamental
rights, set in Art. 15 GDPR, Art. 16 GDPR, Art. 17 GDPR, Art. 18 GDPR, Art. 20
GDPR and Art. 21 GDPR. The previous chapter of this document discusses these
rights of data subjects. Besides, there are Art. 8 GDPR and Art. 22 GDPR for the
protection of minors and the protection of data subjects against automated decision-
making respectively which this thesis does not address.

Deliberately, during this question, the system does not identify which articles of the
regulation apply. Generally, organisations must comply with all perspectives of the
regulation wherever applicable.

* The organisation helps data subjects exercise all of their rights wherever appli-
cable.

* The organisation helps data subjects exercise some of their rights.

* The organisation does not help data subjects exercise their rights.

* Itis unknown wherever the organisation helps data subjects exercise their rights.

3.2.2. GDPR Assessment

The GDPR Assessment subsystem is perhaps the most valuable and relevant subsys-
tem because it identifies the compliance of an entity with the regulation and, if applica—
ble, indicates the wrongdoings and suggests improvements. Specifically, this subsys-
tem examines whether an entity meets the organisational requirements of the regula—
tion based on predefined rules and also examines the previously submitted processing
activities to determine compliance with the processing requirements. It does acknowl-
edge every essential requirement appearing in Figure 2.1 of the previous chapter.

3.2.2.1. Essential Information

Similarly to the equivalent section of the previous subsystem, this subsystem starts by
asking the user to enter their full name, and indicate their organisation and job title.
This information purposes to ease the further categorisation and identification of the
assessments.
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Which of the following best describes the role of the organisation? This question
means to determine the role of the organisation under assessment. An organisation
can assume the role of the controller, the processor or the joint controller. Also, an
organisation may assume the roles of the controller and the processor at the same
time. Art. 4 GDPR provides these definitions.

* The organisation determines the purposes and means of data processing.

* The organisation processes data on behalf of another organisation.

* The organisation jointly determines the purposes and means of data processing
with another organisation.

* The organisation both determines the purposes and means of data processing
and processes data.

Does the organisation involve data subjects inthe EU? The subsystem asks whether
the organisation involves data subjects in the EU and therefore seeks to discover whether
the territorial scope under Art. 3 GDPR applies. Note that the subsystem does not ad-
dress the material scope which Art. 2 GDPR defines.

* The organisation processes personal data relating to data subjects in the EU.

* The organisation does not process personal data of EU residents.

* It is unknown whether the organisation processes personal data relating to data
subjects in the EU.

3.2.2.2. Organisational Requirements

The organisational requirements are obligations that data controllers and, wherever
applicable, processors must carefully consider throughout the planning of their entire
operations. During this step, the subsystem asks the user six discrete questions and,
based on the answers of the user, checks compliance with Art. 13 GDPR, Art. 14
GDPR, Art. 25 GDPR, Art. 30 GDPR, Art. 32 GDPR, Art. 33 GDPR, Art. 34 GDPR,
and Art. 37 GDPR.

Has the organisation implemented appropriate technical and organisational mea-
sures? As aforementioned, Art. 32 GDPR expects controllers and processors to im-
plement appropriate technical and organisational activities. Therefore, the user should
report on the status of the organisation regarding this matter.

* The organisation has implemented appropriate technical and organisational mea-
sures for the safeguarding of personal data.

25



3. Compliance Assessment

* The organisation has not implemented appropriate technical and organisational
measures for the safeguarding of personal data.

* The unknown whether the organisation has implemented appropriate technical
and organisational measures for the safeguarding of personal data.

Does the organisation maintain records of processing activities? Likewise, both
controllers and processors should maintain records of processing activities. Art. 30
GDPR sets the maintenance of records of processing activities to be mandatory for
both controllers and processors. The subsystem asks the user to verify whether these
records exist.

* The organisation maintains records of processing activities.
* The organisation does not maintain records of processing activities.
* The unknown whether the organisation maintains records of processing activities.

Has the organisation published an easy-to-understand privacy policy? Art. 13
GDPR and Art. 14 GDPR require the controller to provide particular information to the
data subject wherever the former obtains personal data from the data subject or another
source. The privacy policy is an essential practice that explains how data controllers
and processors handle personal data. They also inform data subjects about their rights
and provide contact information.

* Thereis a publicly available privacy policy that explains data processing activities
and guides data subjects through exercising their rights.

* There isn’t such a document published anywhere.

* It is unknown whether the organisation has published an easy-to—understand
privacy policy.

Does the organisation embrace data protection by design and by default? Art. 25
GDPR requires the controller to implement appropriate measures to protect personal
data right from the start and to process personal data while offering the highest privacy
protection. The user needs to specify if the organisation embraces these two principles.

* The organisation embraces data protection by design and by default in accor-
dance with Art. 25 GDPR.

* The organisation does not embrace data protection by design and by default.

* It is unknown whether the organisation embraces data protection by design and
by default.
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Has the organisation established a procedure in the event of a data breach? Ifa
personal data breach occurs, controllers should usually inform the responsible super—
visory authority within 72 hours from the moment they have acknowledged the breach.
Art. 33 GDPR focuses and elaborates on this requirement. According to Art. 34 GDPR,
controllers may also need to notify the data subjects affected by the breach if there is a
high risk involving their rights and freedoms. Therefore, it is crucial that organisations
are well-prepared for such occasions. This question expects to estimate the readiness
of the organisation concerning personal data breaches.

* The organisation has established a procedure in the event of a data breach.

* The organisation has not established a procedure in the event of a data breach.

* It is unknown whether the organisation has established a procedure in the event
of a data breach.

Has the organisation appointed a data protection officer? Under particular cir-
cumstances, controllers and processors must appoint a data protection officer who is
responsible for ensuring the compliance of the organisation and its processing duties
with the regulation. Art. 37 GDPR illustrates these circumstances, while Art. 38 GDPR
and Art. 39 GDPR analyse the position and the tasks of the DPO respectively.

* The organisation has appointed a data protection officer.

* The organisation does not need to appoint a data protection officer.

* The organisation has not appointed a data protection officer.

* Itis unknown whether the organisation needs to appoint a data protection officer.
* It is unknown whether the organisation has appointed a data protection officer.

3.2.2.3. Processing Requirements

The previous chapter addresses the processing requirements of the regulation along-
side the organisational requirements. Substantially, the processing requirements af-
fect the specific processing activities of an organisation, whereas the organisational
requirements concentrate on the generic business processes of an organisation. The
subsystem is, therefore, going to investigate the processing activities in order to deter-
mine the organisation’s overall compliance with the GDPR’s processing requirements.

During this step, the user may choose as many processing activities as they have
submitted earlier in the previous subsystem. If the user does not select any processing
activity, the subsystem is still able to conduct the assessment; however, in this instance,
the subsystem only considers the organisational requirements and does not produce a
comprehensive assessment. Furthermore, if the user has not submitted any processing
activities before running the assessment, the subsystem suggests them to do so yet is
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still able to carry an inadequate assessment as explained right above. It is up to the
user to determine whether to include the processing activities and hence consider the
processing requirements.

3.2.2.4. Validation

As soon as the user submits the assessment, the subsystem performs every necessary
validation against an extensive set of predefined rules. Then, the subsystem stores
the assessment under the user’s userspace and displays informational messages for
the answers the user provides to each of the previous questions. If the user includes
processing activities in the assessment, the subsystem checks every processing activity
against another set of pre—established rules.

The subsystem assesses with strict criteria. An assessment is labelled Compliant
provided the organisation is fully complying with the regulation. If there are up to
four (4) conflicts with the requirements of the regulation, the organisation is considered
Semi-Compliant. If there are five (5) conflicts or more, the organisation is considered
Non-Compliant. The subsystem always provides the user with clear indications and
highlights the elements of the assessment which pass and the ones which fail. It also
presents informational messages which connect to the corresponding articles of the
regulation.

Has your organisation implemented appropriate technical and organisational mea-
sures? The first message the subsystem displays refers to the implementation of ap-
propriate technical and organisational measures. The box containing the informational
message is coloured green if the user’s answer is correct. If the answer is wrong, the
box is coloured red.

Art. 32 Par. 1 GDPR expects controllers and processors to implement ap—
propriate technical and organisational measures to ensure the continuous
protection of personal data.

Does your organisation maintain records of processing activities? The second
informational message concerns the maintenance of records of processing activities.
It is apparent that every message connects with the specific articles of the regulation.
The user can consult the original legal text for further knowledge.

Art. 30 Par. 1 GDPR stresses the necessity of maintaining records of
processing activities which burdens both controllers and processors.
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Has your organisation published an easy-to-understand privacy policy? The
subsystem continues with displaying another box, this time for the obligation to provide
information to the data subject under Art. 13 GDPR and Art. 14 GDPR. As stated
before, the subsystem correlates these requirements with the presence of an easy-to-
understand privacy policy.

Art. 13 and 14 GDPR require controllers to provide data subjects with
particular information wherever they obtain personal data from the data
subject or from another source.

Does your organisation embrace data protection by design and by default? Data
protection by design and by default is reasonably one of the most wide—spread com-
mitments under the GDPR. Likewise, the subsystem displays another informational
message about this segment.

Art. 25 GDPR expects controllers to safeguard personal data right from
the start and to process personal data with the highest privacy protection.

Has your organisation established a procedure in the event of a data breach?
While the regulation, strictly speaking, does not command controllers to establish pro-
cedures for personal data breaches, organisations still have clear responsibilities under
Art. 33 GDPR and Art. 34 GDPR. Consequently, procedures are indeed meant to help
organisations overcome unforeseen consequences.

In the case of a personal data breach, Art. 33 GDPR and Art. 34 GDPR
expect controllers to notify the respective supervisory authority and, in cer-
tain circumstances, the data subjects.

Has your organisation appointed a data protection officer (DPO)? Itis noteworthy
that the subsystem does not investigate whether the organisation must designate a
DPO but relies entirely on the user’s answer. If, for example, the user claims their
organisation does not need to appoint a DPO, the subsystem will regard the user’s
answer as valid without conducting further analyses. The subsystem’s set of predefined
rules may be refreshed in the future to accommodate this sort of investigations.

Art. 37 Par. 1 GDPR requires the controller and the processor to designate
a data protection officer, in certain circumstances.
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Legal Justification The subsystem then iterates through all the processing activities
selected previously by the user. The organisation must specify an actual legal jus-
tification, implement adequate technical and organisational measures, honour every
processing principle and every right of data subjects wherever applicable. If the sub-
system determines that one or more factors are ineffectual, it displays informational
messages similarly with the organisational requirements.

The first requirement is the legal justification. The regulation specifies six distinct
legal bases, under Art. 6 Par. 1, for rendering the processing lawful.

Art. 6 Par. 1 GDPR establishes six legal bases for rendering the process—
ing lawful.

Security Measures Technical and organisational measures fall under both organisa—
tional and processing requirements. The subsystem takes their occurrence into account
for every separate processing activity. In reality, organisations may choose to utilise
security mechanisms only for certain processing activities while other processing activ-
ities may be left unprotected. Therefore, it is substantial to evaluate every processing
activity.

Art. 32 Par. 1 GDPR expects controllers and processors to implement
appropriate technical and organisatinal measures to ensure the confiden-
tiality, integrity, and availability of processing systems.

Processing Principles Every processing activity must conform to the principles of
lawfulness, fairness and transparency, purpose limitation, data minimisation, accuracy,
storage limitation, and integrity and confidentiality. Art. 5 GDPR describes those re-
quirements with expanded detail.

Art. 5 Par. 1 GDPR highlights six principles relating to the processing
of personal data. Art. 5 Par. 2 GDPR holds controllers accountable for
compliance with these principles.

Data Subject Rights Art. 15 GDPR, Art. 16 GDPR, Art. 17 GDPR, Art. 18 GDPR,
Art. 20 GDPR and Art. 21 GDPR introduce the right of access, the right to rectification,
the right to erasure, the right to the restriction of processing, the right to data portability,
and the right to object sequentially.

Art. 15 GDPR, Art. 16 GDPR, Art. 17 GDPR, Art. 18 GDPR, Art. 20
GDPR and Art. 21 GDPR introduce six fundamental rights of data subjects.
Controllers must honour these rights, where applicable.
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3.2.3. DPI Assessment

The third and final subsystem supports users to perform DPIAs wherever required by
the regulation. It relies profoundly upon the CNIL’s PIA methodology which spans
across four main stages. CNIL also provides an open-source PIA tool which com-
plements their methodology; the subsystem draws some inspiration from the CNIL’s
implementation but strives to make the process easier and more straightforward.

3.2.3.1. Context

The study of the context is the first step when performing the PIA. According to CNIL’s
official guide, this measure aims to provide an overview of the engaged personal data
processing operations. Besides, the study of the context helps with the preparation and
classification of the process.

Data Processing The user starts with naming the engaged data processing activity,
then includes a short description, and explains its essential processing purposes.

Responsibilities Then, the user continues with specifying any associated data con-
trollers and data processors, as well as with listing their respective responsibilities.

Relevant Standards The organisation may possess codes of conduct and certifica—
tions which are relevant to the engaged processing activity. The user may designate
these standards.

Data Involved The user proceeds with describing what kind of data is collected and
processed, then defines the respective storage periods, and specifies which persons
hold access.

Data Life Cycle Then, the user explains the fundamental aspects of the process and
describes how data flows through information systems.

Data Supporting Assets Last but not least, the user may include any relevant, to the
engaged processing activity, data supporting assets, e.g., operating systems, applica-
tions and configurations.

3.2.3.2. Fundamental Principles

The study of the fundamental principles behind the processing frames the second step
of the methodology. Users should elaborate on the choices their organisation has made

31



3. Compliance Assessment

to comply with the particular requirements of the regulation. Meanwhile, the PIA seeks
to evaluate the actions the organisation has performed for honouring the rights of the
data subjects.

Explicitness and Legitimacy The user starts by justifying why the processing pur—
poses are specified, explicit and legitimate.

Lawfulness Afterwards, the user provides the legal basis for the lawful processing of
personal data.

Data Minimisation The user continues by describing how data are adequate, relevant
and limited to what is necessary for the purposes for which they are processed.

Data Accuracy The user then explains how data remain accurate and up-to-date.

Storage Duration The user also needs to determine the estimated storage duration(s)
of the data involved.

Communication Controllers are expected to communicate with the data subjects.
The user needs to specify what kind of information the data subjects receive and via
which means of communication.

Access and Portability The regulation establishes the rights of data subjects. The
user mentions whether and how data subjects can exercise their right of access and
their right to portability.

Rectification and Erasure Then, the user explains whether and how data subjects
can exercise their right to rectification and their right to erasure.

Restriction and Object Moreover, the user describes whether and how data subjects
can exercise their right to restriction and their right to object.

Contract Governance The user further elaborates on the responsibilities of the pro-
cessor or processors and the existence of relevant standards.

International Data Transfer If the organisation performs international data transfers,
the user needs to name the recipient countries and to describe the corresponding data
protection levels and provisions.
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Additional Information Finally, the user can provide any additional information they
deem important.

3.2.3.3. Risks

Wright and Hert (2012) suggest that any PIA methodology should depend on a risk
assessment and management process. They also acknowledge that such methodology
can fit into the organisation’s overall risk management strategy.

An organisation that processes personal data encompasses various risks and direct-
ing a PIA can ease the identification, avoidance or mitigation of those risks. The third
step of the CNIL’s PIA methodology expectedly examines the risks related to the secu-
rity of personal data, and this section of the subsystem allows users to recognise and
analyse those risks.

Security Measures The user mentions which security measures, also known as se-
curity controls, the organisation has already implemented. Admittedly, the current ver—
sion of the subsystem does not make the most optimal use of this knowledge. Future
versions may offer automated suggestions of security controls and also render this in-
formation helpful through the validation step.

Illegitimate Access to Data, Unwanted Modification of Data and Data Disappear-
ance The assessment considers three separate scenarios, particularly the illegitimate
access to data, the unwanted modification of data and data disappearance. The user
first describes the potential impact this scenario can impose upon data subjects, then
designates the main threats associated with these scenarios and defines the connected
risk sources.

Additionally, the user determines the potential severity and likelihood for every sce-
nario. In other words, each scenario’s anticipated impact and probability of occurrence.
The subsystem uses this information to produce and present the risk matrix during the
validation step. Every severity and likelihood applies one of the following attributes:

* Undefined
* Negligible
* Limited

* Important
* Maximum
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3.2.3.4. Validation

The execution of the methodology completes with the validation of the assessment. Un-
like the GDPR Assessment subsystem, the DPI Assessment subsystem cannot deter-
mine whether the investigated data processing operations comply with the requirements
of the regulation. This particular subsystem merely assists the user with assessing DPI
Assessments on their own.

During the validation step, the subsystem displays a risk matrix which determines
the level of risk concerning the illegitimate access to data, the unwanted modification of
data and data disappearance scenarios. The risk matrix renders a visual representation
of the associated risks and can subsequently assist the user with making appropriate
decisions. Based on the aforementioned visual representation, the user recommends
additional measures to minimise the risks and also includes the opinion of the organ-
isation’s designated DPO to be taken into account. The validation concludes with the
user either approving the assessment or rejecting it.

Additional Measures The user suggests additional technical and organisational mea-
sures for future implementation.

DPQ’s Opinion The user also includes the opinion of the organisation’s designated
Data Protection Officer.

3.3. Design

3.3.1. Use-Case Specifications

Rumbaugh, Jacobson, and Booch (1999) communicate that use—cases describe a set
of sequences where elements outside the system, which are called actors, interact with
the system itself. Analysts outline use—cases to visualise, define, assemble and doc-
ument the intended behaviour of the system undergoing requirements analysis. Large
and more complicated systems regularly incorporate use—cases that are contained
within other use—cases and also use-cases that extend the operation of other central
use—cases.

This subsection illustrates the primary use—cases which correspond to the system.
Figure 3.2 concentrates and emphasises the critical use—cases. Aside from the three
subsystems mentioned beforehand, the system includes an e-mail based authentica-
tion mechanism which in turn involves several operations including user registration,
user login, and user logout. The system itself must also be compliant with the regu-
lation, and therefore it is necessary to acknowledge additional use-cases that satisfy
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such requirements. Use—case specifications are illustrated using the basic use-case
template of Cockburn (1998).

Non-functional requirements supplement each use-case specification. While func-
tional requirements define, as their name suggests, the functions of the system, non-
functional requirements tend to describe the technical constraints and attributes that
belong to the system. Leffingwell and Widrig (2003) split non-functional requirements
into four discrete categories and associate them with the usability, reliability, perfor-
mance and supportability of the system. The resulting non—functional requirements of
the system embrace the same pattern and classification paradigm, with an extension
of non—functional requirements covering security.

3.3.1.1. User Registration

Registration is compulsory for everyone before they can practice the system to its full
potential. The registration process is designed to be straightforward and to require
minimum user interaction. The prospective user starts by completing the registration
form within the signup page, and then the system validates the form’s contents before
proceeding with the actual user registration. Every user account entry in the database
contains the full name of the user in order to sign the processing activities and assess—
ments, the e-mail address to ensure that legitimate users sign—up for the system and
also to support password resets, the username to associate the user with processing
activities and assessments, and the password to authenticate the user.

Table 3.1.: Use Case #1: User Registration

Use Case #1 User Registration
Goal in Context Enable the prospective user to register their user account.
Scope & Level Authentication Subsystem, Primary Task
Preconditions The prospective user accesses the system via the web.
Success End Condition | The prospective user registers their user account.
Failed End Condition The prospective user does not register their user account.
Primary Actor Prospective User
Description Step | Action
1 The prospective user requests the ‘signup’ page.
2 The system presents the ‘signup’ page to the
prospective user.
3 The prospective user fills the form contained within
the ‘signup’ page.
4 The system validates the contents of the form.

35



3. Compliance Assessment

5 The system creates the user account, redirects the
user to the ‘signin’ page and displays a success
message.

Extensions Step | Branching Action
4a The validation of the contents of the form is unsuc-

cessful.

4al. The system redirects the prospective user
back to the ‘signup’ page and notifies the prospec—

tive user of the unsuccessful validation.

Sub-Variations

Step | Branching Action

N/A | N/A

Table 3.2.: Use Case #1: Non-Functional Requirements

ID

Category

Description

NF1.1

Usability

The system should provide practical and unambigu-
ous information to the user wherever registration is
unsuccessful.

NF1.2

Usability

The system should preserve the previous contents of
the registration form, except for user passwords, if
the registration form does not pass the required vali-
dation checks.

NF1.3

Performance

Upon successful validation of the registration form,
the system should perform every subsequent trans-—
action promptly.

NF1.4

Security

The system should protect requests against CSRF
exploits and related attacks.

NF1.5

Security

The system should implement sufficient mechanisms
to encrypt the registration data submitted over the net-
work.

NF1.6

Security

The system should hash and salt the user password
before storing it to the database.

NF1.7

Supportability

The registration form should support the future imple-
mentation of CAPTCHA challenges.
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Figure 3.2.: Use—-Case Diagram Emphasising the Critical Use-Cases
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3.3.1.2. User E-mail Verification

E-mail address verification is mandatory before users can successfully log into the
system with their user account. This requirement helps prevent the enrollment of spam
accounts and also enables legitimate users to perform password resets if needed. Upon
successful registration, the system sends an e-mail to the e-mail address the user
designates during the sign—up process. The verification e-mail message includes a
pseudorandomly—generated verification token. The user accesses their mailbox, opens
the e-mail message and selects the verification URL that has the verification token
embedded within. The browser redirects the user back to the system where the system
validates the verification token and verifies the user account.

Table 3.3.: Use Case #2: User E-mail Verification

Use Case #2 User E-mail Verification

Goal in Context Verify the e-mail address that belongs to the user.
Scope & Level Authentication Subsystem, Subfunction
Preconditions The user registers their user account.

Success End Condition | The user verifies their e-mail address.

Failed End Condition The user does not verify their e-mail address.

Primary Actor User

Description Step | Action

1 The system sends a verification e-mail message
to the e-mail address the user designates during
registration.

2 The user opens the e-mail message and selects
the verification URL that has the verification token
embedded within.

3 The browser redirects the user back to the system.

4 The system validates the verification URL.

5 The system verifies the user account, redirects the
user to the ‘signin’ page and displays a success
message.

Extensions Step | Branching Action

4a The validation of the verification token is unsuc-
cessful.
4al. The system redirects the user back to the
‘signin’ page and notifies the user of the unsuc-
cessful validation.

Sub-Variations Step | Branching Action
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| NJA | N/A

Table 3.4.: Use Case #2: Non-Functional Requirements

ID

Category

Description

NF2.1

Usability

The system should provide practical and unambigu-
ous information to the user wherever e-mail verifica-
tion is unsuccessful.

NF2.2

Usability

The verification e-mail should contain minimum in-
formation besides the verification URL.

NF2.3

Usability

The verification e-mail should also contain an alter-
native version of the same verification URL in plain
text, in case the user’s e-mail client does not render
HTML.

NF2.4

Performance

Upon successful validation of the verification token,
the system should perform every subsequent trans-
action promptly.

NF5.5

Security

The system should ensure that verification e-mails
follow enforced SPF, DKIM and DMARC policies and
are therefore not mistakenly classified as phishing e-
mails.

3.3.1.3. User Login

The system supports e-mail based user authentication. Users should be able to log
into the system using their credentials and authentication should be uncomplicated
and based on the something—you-know factor. Therefore, the combination of the user—
name or user e-mail address and password should be sufficient for this kind of purpose.
In the future, users may also be able to use their usernames, instead of their e-mail
addresses, to log-in. Integration with existing authentication systems can also be ex-

amined and considered.

Table 3.5.: Use Case #3: User Login

Use Case #3

User Login

Goal in Context

Enable the user to log into the system.

Scope & Level

Authentication Subsystem, Primary Task

Preconditions

The user validates their e-mail address.

Success End Condition

The user logs into the system.
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Failed End Condition

The user does not log into the system.

Primary Actor User
Description Step | Action
1 The user requests the ‘signin’ page.
2 The system presents the ‘signin’ page to the user.
3 The user fills the form contained within the ‘signin’
page.
4 The system validates the contents of the form.
5 The system additionally checks whether the user
has verified their account.
6 The system proceeds with the login, and redirects
the user to the ‘dashboard’ page.
Extensions Step | Branching Action
4a The validation of the contents of the form is unsuc-
cessful.
4al. The system redirects the user back to the
‘signin’ page and notifies the user of the unsuc-
cessful validation.
5a The user has not verified the account.
5al. The system redirects the user back to the
‘signin’ page and notifies the user of the unsuc-
cessful verification.
Sub-Variations Step | Branching Action
N/A | N/A

Table 3.6.: Use Case #3: Non-Functional Requirements

ID

Category

Description

NF3.1

Usability

The system should provide practical and unambigu-
ous information to the user wherever login is unsuc-
cessful.

NF3.2

Usability

The system should preserve the previous contents of
the login form, except for the user password, if the lo—
gin form does not pass the required validation checks.

NF3.3

Performance

Upon successful validation of the login form, the
system should perform every subsequent transaction
promptly.
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NF3.4 Security The system should protect requests against CSRF
exploits and related attacks.

NF3.5 Security The system should implement sufficient mechanisms
to encrypt the login data submitted over the network.

NF3.6 Security The system should log every successful and unsuc-

cessful login attempt.

NF3.7 | Supportability

The login form should support the future implementa—
tion of CAPTCHA challenges.

3.3.1.4. User Log Out

The system supports manual user logout. Users should be able to log out whenever
they wish. Manual user logout is highly important for privacy reasons and also lets
users sign into the system with another user account while on the same web browser.
The user first requests the log-out; then the system de-authenticates the user and
redirects them to the index page.

Table 3.7.: Use Case #4: User Account Log Out

Use Case #4

User Log Out

Goal in Context

Enable the user to log out of the system.

Scope & Level

Authentication Subsystem, Subfunction

Preconditions

The user logs into the system.

Success End Condition

The user logs out of the system.

Failed End Condition

The user does not log out of the system.

Primary Actor User
Description Step | Action
1 The user requests the ‘signout’ page.
2 The system proceeds with the logout, and redi-
rects the user to the ‘home’ page.
Extensions Step | Branching Action

la The user is not logged into the system when re-
questing the ‘signout’ page.

lal. The system does not consider the request.

Sub-Variations

Step | Branching Action

N/A | N/A
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Table 3.8.: Use Case #4: Non—-Functional Requirements

ID Category | Description
NF4.1 Usability The system should provide the user with easy and
visible access to logout functionality.
NF4.2 | Performance | Upon successful request of the logout page, the sys—
tem should perform every subsequent transaction
promptly.
NF4.3 Security The system should automatically perform the logout
after an administratively—configurable maximum pe-
riod regardless of user activity.
NF4.4 Security The system should guarantee that the particular ses-
sion of the user is invalidated when the user logs out.

3.3.1.5. Reset User Password

The system supports password resets. If users forget their passwords, they should
be able to reset them. The password recovery process helps prevent users from being
permanently locked out of their userspace, and subsequently the system. The user vis—
its the, designed explicitly for that purpose, recovery page and designates their e-mail
address. Then, the system sends an e-mail message, which includes one pseudo-
randomly generated password reset token, to the verified e-mail address of the user
who requests the password reset. The user selects the reset URL, and the browser
redirects them to back the system where the latter validates the password reset token
and presents a password reset form to the user. The user enters their new desired
password, submits the form and the system implements the change.

Table 3.9.: Use Case #5: Reset User Password

Use Case #5 Reset User Password

Goal in Context Enable the user to reset their password.

Scope & Level Authentication Subsystem, Subfunction

Preconditions The user registers their user account.

Success End Condition | The user resets their password.

Failed End Condition The user does not reset their password.

Primary Actor User

Description Step | Action
1 The user requests the ‘forgotpassword’ page.
2 The system presents the ‘forgotpassword’ page to

the user.
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3 The user fills the form contained within the ‘forgot-
password’ page.

4 The system validates the contents of the form.

5 The system sends a password reset e-mail mes-
sage to the e-mail address the user designates
during step #3.

6 The user opens the e-mail message and selects
the password reset URL that has the password re-
set token embedded within.

7 The browser redirects the user back to the system.

8 The system validates the password reset URL.

9 The system presents the ‘resetpassword’ page to
the user.

10 The user fills the form contained within the ‘reset-
password’ page.

11 The system validates the contents of the form.

12 The system changes the user’s password, redi-
rects the user to the ‘signin’ page and displays a
success message.

Extensions Step | Branching Action

8a The validation of the password reset token is un-
successful.
8al. The system redirects the user back to the
‘forgotpassword’ page and notifies the user of the
unsuccessful validation.

Sub-Variations Step | Branching Action

N/A | N/A

Table 3.10.: Use Case #5: Non-Functional Requirements

ID Category | Description
NF5.1 Usability The password reset e-mail should contain minimum
information besides the password reset URL.
NF5.2 Usability The password reset e-mail should also contain an

alternative version of the same password reset URL
in plain text, in case the user’s e-mail client does not
render HTML.
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NF5.3 Usability The system should provide practical and unambigu-
ous information to the user wherever password reset
is unsuccessful.

NF5.4 | Performance | Upon successful validation of the password reset to—
ken, the system should perform every subsequent
transaction promptly.

NF5.5 Security The system should use a well-implemented pass-
word recovery mechanism that utilises pseudoran-
domly generated tokens.

NF5.6 Security The system should prevent malicious attackers from
abusing the password reset mechanism to lock out
legitimate users.

NF5.7 Security The system should ensure that password reset e-
mails follow enforced SPF, DKIM and DMARC poli-
cies and are therefore not mistakenly classified as
phishing e-mails.

3.3.1.6. Modify User Information

The system enables users to change their personal information. This process embraces
the right to rectification under Art. 16 GDPR. The user visits the account settings page
which includes a prefilled form with their existing information. Next, the user can change
any pieces of information and submit the form. Eventually, the system validates the new
contents of the form and updates the database entries accordingly.

Table 3.11.: Use Case #6: Modify User Information

Use Case #6 Modify User Information
Goal in Context Enable the user to modify their personal information.
Scope & Level Account Settings Subsystem, Primary Task
Preconditions The user registers their user account.
Success End Condition | The user modifies their personal information.
Failed End Condition The user does not modify their personal information.
Primary Actor User
Description Step | Action
1 The user requests the ‘accountsettings’ page.
2 The system presents the ‘accountsettings’ page to
the user.
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3 The user fills the form contained within the ‘ac-
countsettings’ page.

4 The system validates the contents of the form.

5 The system proceeds with modifying the user’s
information, and redirects the user to the ‘ac-—
countsettings’ page.

Extensions Step | Branching Action

4a The validation of the contents of the form is unsuc-
cessful.
4al. The system redirects the user back to the
‘accountsettings’ page and notifies the user of the
unsuccessful validation.

Sub-Variations Step | Branching Action

N/A | N/A

Table 3.12.: Use Case #6: Non—-Functional Requirements

ID

Category

Description

NF1.1

Usability

The system should provide practical and unambigu-
ous information to the user wherever the modification
of user information is unsuccessful.

NF1.2

Usability

The system should preserve the previous contents of
the user information form, except for user passwords,
if the user information form does not pass the required
validation checks.

NF1.3

Usability

If the user changes their password, the system
should require the confirmation of the new password.

NF1.4

Performance

Upon successful validation of the user information
form, the system should perform every subsequent
transaction promptly.

NF1.5

Security

The system should prevent the user from changing
their username which remains permanently associ-
ated with their particular UUID.

NF1.6

Security

The system should protect requests against CSRF
exploits and related attacks.

NF1.7

Security

The system should implement sufficient mechanisms
to encrypt passwords submitted over the network.
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NF1.8 Security

If the user changes their password, the system
should hash and salt the new password before storing

it to the database.

3.3.1.7. Delete User Account

The system supports the permanent deletion of user accounts and therefore honours
the right to erasure as outlined in Art. 17 GDPR. The user visits the account settings
page and selects the option to delete their user account. Then, the system presents
another subpage to confirm the account deletion. As soon as the user reaffirms their
choice, the system logs the user out and proceeds with the removing the corresponding

entries from the database.

Table 3.13.: Use Case #7: Delete User Account

Use Case #7 Delete User Account

Goal in Context Enable the user to delete their account.
Scope & Level Authentication Subsystem, Subfunction
Preconditions The user registers their user account.
Success End Condition | The user deletes their account.

Failed End Condition The user does not delete their account.
Primary Actor User

Description Step | Action

1 The user requests the ‘accountsettings’ page.

2 The system presents the ‘accountsettings’ page to
the user.

3 The user requests the ‘deleteaccount’ subpage
contained within the ‘accountsettings’ page.

4 The system presents the ‘deleteaccount’ subpage
to the user.

5 The user selects the ‘deleteaccount’ button con-
tained within the ‘delete accounts’ subpage.

6 The system logs the user out, then proceeds with
deleting the user account and redirects the now-
former user to the ‘home’ page.

Extensions Step | Branching Action
la The user is not logged into the system when re—

questing the ‘accountsettings’ page.

lal. The system does not consider the request.
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3a The user is not logged into the system when re-
questing the ‘deleteaccount’ subpage.

3al. The system does not consider the request.

3b The user is not present in the ‘accountsettings’
page when requesting the ‘deleteaccount’ sub-

page.
3b1. The system does not consider the request.
Sub-Variations Step | Branching Action
N/A | N/A

Table 3.14.: Use Case #7: Non-Functional Requirements

ID Category | Description
NF7.1 Usability The system should provide practical and unambigu-
ous information to the user wherever the account
deletion is unsuccessful.
NF7.2 | Performance | Upon successful selection of the ‘deleteaccount’ but-
ton, the system should perform every subsequent
transaction promptly.
NF7.3 Security The system should protect requests against CSRF
exploits and related attacks.

3.3.1.8. Submit Processing Activity

The system supports the declaration, categorisation and integration of processing activ-
ities. Users are strongly recommended to submit involved processing activities before
conducting an extensive GDPR assessment. Besides considering the organisational
requirements, the GDPR assessment subsystem additionally evaluates the compliance
with the processing requirements of the regulation which the processing activities in-
dicate. The user submits the processing activity to the system by filling a form whose
elements the previous section of this chapter analyses. Last but not least, the col-
lection and maintenance of records of processing activities are in accordance with the
requirements and obligations set in Art. 30 GDPR.

Table 3.15.: Use Case #8: Submit Processing Activity

Use Case #8 Submit Processing Activity
Goal in Context Enable the user to submit a Processing Activity.
Scope & Level Processing Activity Subsystem, Primary Task

47



3. Compliance Assessment

Preconditions

The user logs into the system.

Success End Condition

The user submits a Processing Activity.

Failed End Condition

The user does not submit a Processing Activity.

Primary Actor User
Description Step | Action
1 The user requests the ‘processingactivity’ page.
2 The system presents the ‘processingactivity’ page
to the user.
3 The user fills the form contained within the ‘pro-
cessingactivity’ page.
4 The system validates the contents of the form.
5 The system proceeds with creating the pro-
cessing activity and redirects the user to the
‘view.processingactivity’ page which displays the
contents of the particular Processing Activity.
Extensions Step | Branching Action
la The user is not logged into the system when re-
questing the ‘processingactivity’ page.
lal. The system does not consider the request.
4a The validation of the contents of the form is unsuc-
cessful.
4al. The system redirects the user back to the
‘processingactivity’ page and notifies the user of
the unsuccessful validation.
Sub-Variations Step | Branching Action
N/A | N/A

Table 3.16.: Use Case #8: Non-Functional Requirements

ID Category

Description

NF8.1 Usability

The system should provide practical and unambigu-
ous information to the user wherever the submission
of the processing activity is unsuccessful.

NF8.2 Usability

The system should preserve the previous contents of
the processing activity form, if the processing activity
form does not pass the required validation checks.
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NF8.3 | Performance | Upon successful validation of the processing activity
form, the system should perform every subsequent
transaction promptly.

NF8.4 Security The system should protect requests against CSRF
exploits and related attacks.

3.3.1.9. Conduct GDPR Assessment

The system reasonably emerges around the GDPR assessment subsystem which con-
stitutes its focus segment. Users seek to evaluate their compliance with the regulation,
after all. Firstly, the user answers short questions regarding the status of the organisa—
tion under assessment. Then, they are able to select and import previously-submitted
processing activities to be examined during the assessment. As soon as the user sub-
mits the assessment, the system compares the answers of the user against a strictly
predefined collection of rules. Next, the system investigates the imported processing
activities similarly. The system terminates the assessment with labelling the organisa-
tion as Compliant, Semi-Compliant or Non-Compliant. Likewise, the previous section
of this chapter consolidates additional details on the methodology behind the GDPR
assessment.

Table 3.17.: Use Case #9: Conduct GDPR Assessment

Use Case #9 Conduct GDPR Assessment

Goal in Context Enable the user to conduct a GDPR Assessment.
Scope & Level GDPR Assessment Subsystem, Primary Task
Preconditions The user logs into the system.

Success End Condition | The user conducts a GDPR Assessment.

Failed End Condition The user does not conduct a GDPR Assessment.

Primary Actor User
Description Step | Action
1 The user requests the ‘gdprassessment’ page.
2 The system presents the ‘gdprassessment’ page
to the user.
3 The user fills the form contained within the
‘gdprassessment’ page.
4 The system validates the contents of the form.
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The system proceeds with creating the GDPR
Assessment and redirects the user to the
‘view.gdprassessment’ page which displays
the contents of the particular GDPR Assessment.

Extensions

Step

Branching Action

la

The user is not logged into the system when re-
questing the ‘processingactivity’ page.

lal. The system does not consider the request.

43

The validation of the contents of the form is unsuc-
cessful.

4al. The system redirects the user back to the
‘gdprassessment’ page and notifies the user of the
unsuccessful validation.

Sub-Variat

ions

Step

Branching Action

N/A

N/A

Table 3.18.: Use Case #9: Non-Functional Requirements

ID

Category

Description

NF9.1

Usability

The system should provide practical and unambigu-
ous information to the user wherever the submission
of the GDPR assessment is unsuccessful.

NF9.2

Usability

The system should preserve the previous contents
of the GDPR assessment form, if the GDPR as-
sessment form does not pass the required validation
checks.

NF9.3

Performance

Upon successful validation of the GDPR assessment
form, the system should perform every subsequent
transaction promptly.

NF9.4

Security

The system should protect requests against CSRF
exploits and related attacks.

3.3.1.10. Conduct DPI Assessment

As suggested earlier, the secondary objective of the system is to support users with con-
ducting DPIAs. The DPI assessment subsystem implements and adjusts the CNIL’s
well-established PIA methodology. The user begins by providing detailed information
regarding the processing activity under impact assessment. The system continues with
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determining and mapping the risks associated with three scenarios, and the user con-
cludes the DPIA with providing further recommendations, the opinion of the designated
DPO and the final approval or rejection.

Table 3.19.: Use Case #10: Conduct DPI Assessment
Use Case #10 Conduct DPI Assessment
Goal in Context Enable the user to conduct a DPI Assessment.
Scope & Level DPI Assessment Subsystem, Primary Task
Preconditions The user logs into the system.
Success End Condition | The user conducts a DPI Assessment.
Failed End Condition The user does not conduct a DPI Assessment.
Primary Actor User
Description Step | Action

1 The user requests the ‘dpiassessment’ page.

2 The system presents the ‘dpiassessment’ page to
the user.

3 The user fills the form contained within the ‘dpi-
assessment’ page.

4 The system validates the contents of the form.

5 The system proceeds with creating the DPI
Assessment and redirects the user to the
‘view.dpiassessment’ page which displays the
contents of the particular DPI Assessment.

6 The user fills the supplementary form fields con-
tained within the ‘view.dpiassessment’ page and
then validates the DPI Assessment by selecting ei-
ther the ‘Reject Assessment’ or ‘Approve Assess—
ment’ button.

7 The system validates the contents of the supple-
mentary form fields.

8 The system proceeds with updating the DPI As-—
sessment accordingly and redirects the user to the
‘view.dpiassessment’ page which displays the up-
dated contents of the particular DPI Assessment.

Extensions Step | Branching Action

la The user is not logged into the system when re-
questing the ‘processingactivity’ page.
lal. The system does not consider the request.
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4a The validation of the contents of the form is unsuc-
cessful.
4al. The system redirects the user back to the
‘dpiassessment’ page and notifies the user of the
unsuccessful validation.

7a The validation of the contents of the supplemen-
tary form fields is unsuccessful.
7al. The system redirects the user back to the
‘view.dpiassessment’ page and notifies the user of
the unsuccessful validation.

Sub-Variations Step | Branching Action
N/A | N/A

Table 3.20.: Use Case #10: Non-Functional Requirements

ID

Category

Description

NF10.1

Usability

The system should provide practical and unambigu-
ous information to the user wherever the submission
of the DPI assessment is unsuccessful.

NF10.2

Usability

The system should preserve the previous contents
of the DPI assessment form, if the DPI assessment
form does not pass the required validation checks.

NF10.3

Performance

Upon successful validation of the DPI assessment
form, the system should perform every subsequent
transaction promptly.

NF10.4

Security

The system should protect requests against CSRF
exploits and related attacks.

3.3.1.11. View Completed Assessments

The system supports the aggregation and display of every processing activity and as-
sessment connected with each user. The user can access the respective, for this pur—
pose, page which includes three separate tables. The first table incorporates the pro-
cessing activities; the second table lists every GDPR assessment, and the third one
lists every DPI assessment. Every table entry specifies the associated organisation,
the date and time of submission and, if applicable, the current status of the assessment.
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Table 3.21.: Use Case #11: View Completed Assessments

Use Case #11

View Completed Assessments

Goal in Context

Enable the user to view completed assessments.

Scope & Level

Completed Assessments Subsystem, Primary Task

Preconditions

The user logs into the system.

Success End Condition

The user views completed assessments.

Failed End Condition

The user does not view completed assessments.

Primary Actor User
Description Step | Action
1 The user requests the ‘completedassessments’
page.
2 The system retrieves every Processing Activity,
GDPR Assessment and DPI Assessment associ—
ated with the user.
3 The system presents the ‘completedassessments’
page to the user which includes every Processing
Activity, GDPR Assessment and DPI Assessment
which the system previously retrieved.
Extensions Step | Branching Action
2a
Sub-Variations Step | Branching Action
N/A | N/A

Table 3.22.: Use Case #11: Non-Functional Requirements

ID Category

Description

NF11.1 | Usability

The system should inform the user if there are no pro-
cessing activities or assessments present within their
userspace.

3.3.2. Entity—Relationship Model

Analysts use entity—relationship diagrams to model database systems and figure out
the data that an information system accommodates. The diagram acts as the blueprint
which specifies the actual data to store (Bagui & Earp, 2003). Thalheim (2000) further
adds that database design is a unique knowledge representation process which should
contain all the information required by the users for the efficient behaviour of the entire

information system.

The user can submit many processing activities, and each processing activity be-
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longs to a single user. Hence, this description indicates a one-to—-many relation-
ship.GDPR assessments feature two separate dependencies. The user can submit
many GDPR assessments, and each GDPR assessment belongs to a single user; this
shows a one-to—many relationship as previously. Meanwhile, each GDPR assessment
can include many processing activities, and each processing activity can be included in
many GDPR assessments; this is instead a many-to—-many relationship. Lastly, DPI
assessments do not depend on GDPR assessments. Each user can submit many DPI
assessments, but each DPI assessment belongs to a single user; this implies a one-
to—many relationship again. The resulting logical Entity—Relationship Diagram (ERD)
in Figure 3.3 reflects the above entity—relationship descriptions and indicates the sys-
tem’s most common data requirements.

3.4. Implementation

Kroll and Kruchten (2003) claim that the construction phase is typically the most time-
consuming and involves the vast majority of the work. The subsystems and the most
critical use—cases are already defined, but the system does not exist yet. They also
suggest that during the implementation, the focus is to develop high—quality code cost-
effectively while benefiting from existing architectural mechanisms to accelerate the
production of code.

3.4.1. Software Development

The system’s use—cases and requirements are defined and the author proceds with the
development of the system. As far as the selection of the development strategy is con—
cerned, an elegant web application that emphasises minimalistic and responsive web
design emerges as a good candidate. Native desktop or mobile applications usually
perform remarkably faster compared to their web—based counterparts. However, they
require extra time and resources for their development, and each native implementa-
tion typically targets specific platforms. Plus, the envisioned system does not require
access to any device hardware with which native applications integrate well. So, the
possibility of developing the system as native applications does not seem reasonable.

There exist many exceptional programming languages in web development. The
author chooses PHP and the Laravel framework since he feels more familiar with the
language and the particular workflow; this preference is mostly subjective though. The
utilisation of any framework is a determining factor for the successful implementation
of this system as it minimises and expedites the foundational work required and fur-
thermore helps ensure that the application follows responsible practices in terms of
performance and security.
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Figure 3.3.: Logical Entity—Relationship Diagram Indicating the System’s Data Re-

quirements
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3.4.1.1. Back-End Web Development

Back-end frameworks provide useful conventions that encourage developers to focus
on the actual development of the intended software than spending their efforts on un-
derstanding the underlying technologies.

The system’s back-end is based on Laravel. Laravel is a rapid application develop-
ment framework which minimises the steps needed for publishing the software (Stauf-
fer, 2016). The framework focuses on simplicity and is bundled with tools and com-
ponents for enhancing the development experience. Laravel, for example, features
Eloquent Object-Relational Mapping (ORM) that simplifies the process of working with
databases.

The architecture of the system matches the Model-View-Controller (MVC) software
design pattern which divides an application into three main logical and interconnected
component types: the models, the views and the controllers. Pitt (2012) explains that
models keep the logic of the application and specify the information that the applica-
tion accesses in a database. He adds that views contain the user interface elements
of the application that the user sees and interacts with; these include HTML, CSS and
JavaScriptfiles. Finally, he informs that controllers connect models with views and han-
dle how the application responds to user interactions within the views. The developed
system

Models The system’s back-end depends on four models which the logical ERD in
Figure 3.3 similarly suggests. For each model, there exists an analogous table in a
MySQL relational database management system that the system operates.

* User.php

* ProcessingActivity.php
* GDPRAssessment.php
* DPIAssessment.php

Views Laraveluses the Blade templating engine towards the design of layouts. Views
feature a combination of typical HTML markup and PHP code for performing actions.
The system can present a total of fifteen views to the user. There are also two custom
views for 403 and 404 HTTP status codes.

* forgotpassword.blade.php
* resetpassword.blade.php
* signin.blade.php

* signup.blade.php

* accountsettings.blade.php
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* completedassessments.blade.php
* dpiassessment.blade.php

* gdprassessment.blade.php
* processingactivity.blade.php
* 403.blade.php

* 404.blade.php

* privacypolicy.blade.php

* termsofuse.blade.php

* dashboard.blade.php

* documentation.blade.php

* home.blade.php

* knowledgebase.blade.php

Controllers The system uses twelve controllers to facilitate the interactions of the
users. These controllers process requests, manipulate data according to the models
and interact with the views to display the system’s output.

* AuthController.php

* ForgotPasswordController.php

* ResetPasswordController.php

* AccountSettingsController.php

* CompletedAssessmentsController.php
* DashboardController.php

* DPIAssessmentController.php

* GDPRAssessmentController.php
* ProcessingActivityController.php
* DocumentationController.php

* HomeController.php

* KnowledgeBaseController.php

3.4.1.2. Front-End Web Development

The system uses Bootstrap, the most popular front-end framework on the planet. Boot-
strap is a powerful prototyping tool, as most of the configuration is prearranged and
allows developers to build a prototype without making substantial time commitments
(M. Lambert, 2016). Its famous grid system facilitates the design of web pages which
support different screen dimensions and resolutions without hassle.

The previous sub—subsection displays a listincluding the seventeen views developed
for the system’s front—end which are primarily based on Bootstrap and can connect with
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Figure 3.4.: Sitemap Listing the System’s Key Routes

the back-end using Laravel’s Blade templating engine. Figure Figure 3.4 meanwhile
shows the system’s most prominent routes which connect the user to the views of the
front-end.

3.4.1.3. Version Control

Nowadays, version control systems are the foundation of software development. They
are capable of recording the changes made to a set of files over a timeline and allow
developers to recall particular versions of those files (Somasundaram, 2012). The soft-
ware development process of the system utilises Git, an open-source version control
system used by millions of developers worldwide.

3.4.1.4. Licensing

Laurent (2004) points out that open—source licensing restricts anybody from particu—
larly abusing the work of others. At the same time, free and open-source software
provides users with an extended set of rights. They can run the software for personal
and commercial reasons, study the source code of the software, modify the software
and redistribute their modified versions to everyone.

The system applies the GNU Affero General Public License v3. The GNU AGPL
v3 focuses on software transmitted through networks and has one added requirement
compared to the well-known GNU GPL v3. It requires users running modified versions
of the software on servers to provide the source code corresponding to those modified
versions, thus preventing the loophole which exists with the GNU GPL v3.
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3.4.2. Brand Identity

Wheeler (2009) comments that strong brands can stand out in densely crowded mar-
ketplaces. The success of any brand depends on its perception by people, regardless
of whether it is a start-up, a non-profit, or a product. She also mentions that brand
identity uses different components and connects them into entire systems with the aim
of inspiring recognition, amplifying differentiation, and making big ideas accessible.

The implemented front-end of the system follows a minimalistic responsive web de-
sign approach, features selective typography rules and appropriates a discrete multi-
colour palette. The aim is to maintain design consistency across screens and present
an appealing and stylish user interface while avoiding clutter.

3.4.2.1. Typography

The system’s front-end makes complete use of Lato, which is a humanist sans-serif
typeface freely available under the SIL Open Font License. It includes extended Latin,
Cyrillic, and Greek characters and therefore supports many languages. Lato features
nine diverse weights and their corresponding italics.

3.4.2.2. Color Palette

The primary colour is matte blue (HEX #284B6E) and generally covers the navigation
bar, the sidebar, all hyperlinks and primary buttons of the system. The system also
uses matte gray (HEX #E9ECEF) to colour miscellaneous Bootstrap components such
as breadcrumbs, jumbotrons and the footer. There also exist supporting matte red
(HEX #BD584F), matte yellow (HEX #CA8D49), matte cyan (HEX #73A9A2) and matte
green (HEX #719768) colours to symbolise errors, warnings, information and success
messages and indications of the system. Figure 3.5 illustrates the color palette of the
system’s front-end.

3.4.3. Documentation

Kukulska—Hulme (1999) compares documentation to the instruction manuals that peo-
ple always obtain, but very few are going to read. She implies that documentation is
regularly full of instructions that do not work, do not make sense, or are just plain wrong.
She appends that we cannot assure effective communication every time we speak or
write and therefore users cannot always depend on computer application displays or
handbooks to thoroughly understand the message. Furthermore, she points out that
user manuals and guides which adopt an overtly friendly style of writing sometimes fail
to assist users meaningfully.
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Information Success
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Figure 3.5.: The Color Palette of the System’s Front—End

The system should take the above considerations into account for the entirety of its
documentation which breaks down into three separate parts: the end-user documen-
tation, the knowledge base and the technical documentation. The end-user documen-
tation complements the minimalistic and user-friendly design concepts present within
the system’s front-end, the knowledge base helps users become acquainted with the
regulation, and, finally, the technical documentation supports developers and technol-
ogists.

3.4.3.1. End-User Documentation

The end-user documentation provides brief information on how the system functions
and meanwhile leads users through using the system. All three subsystems, i.e., the
Processing Activity, GDPR Assessment and DPI Assessment subsystems, include in-
formation icons which connect the user with the corresponding sections of the end-user
documentation.

3.4.3.2. Knowledge Base

The knowledge base is part of the broader documentation and intends to aid users with
the interpretation and conceptualisation of the most critical aspects of the regulation.
It describes the essential terminology and presents the organisational and processing
requirements of the GDPR.

3.4.3.3. Technical Documentation

The technical documentation refers to software developers and technologists who wish
to adopt, manage or further develop the system using their own technological means
and infrastructure. It highlights the software and hardware requirements, includes a
short installation guide and assists with troubleshooting.
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3.5. Evaluation

Merriam and Tisdell (2015) consider that evaluation research constitutes one form of
applied research that involves the collection of data or evidence on the worth or value
of a program, process, or technique. The primary purpose of evaluation research is to
assess the effectiveness of the program and arrange for improvements and to inform
decisions about future programming (Patton, 2014).

Following the analysis, design and implementation of the system, this segment seeks
to ascertain if the developed system meets specific criteria. It is essential to discover
whether the system fulfils the initial scope of this diploma thesis, to assess its usability
and performance and to subsequently determine whether it can be beneficial to its
intended target users. Furthermore, it is desirable to receive advice on how to improve
the system and its integrated features.

The author of this thesis and sole developer of the system refers to a diverse set of ex—
perts to study and evaluate the system. Experts frequently experience time constraints;
therefore the evaluation process is minimal and does not assume an extensive review
of the system, nor does it expect prolonged feedback from the experts. The following
subsection provides more information regarding the said process.

3.5.1. Process

The author of this diploma thesis first deploys the experimental version of the system
on the Internet. For this specific purpose, he chooses a well-established cloud service
provider to accommodate the experimental system and also integrates the experimental
system with a cloud-based e-mail delivery service. Next, the author creates temporary
and anonymised user accounts to provide to the experts. The author then reaches out
to the experts and provides them with detailed information about the evaluation process.
Apart from specifying the steps needed to evaluate the system, the author provides the
experts with a two—minute introductory video that briefly explains the primary functions
of the system and their workflow.

In the beginning, the expert logs into the test system with their credentials and
browses through the pages while examining the core functions and attempting to per-
form some designated activities. Preferably, the expert experiments at least with the
three core subsystems, i.e. the Processing Activity, the GDPR Assessment and the
DPI Assessment. The expert later previews the processing activities and assessments
that their userspace contains. As soon as they finish experimenting with the system,
they refer to the evaluation questionnaire which contains the following three questions:
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What is your background? The expert describes their background using as few de—
tails as possible.

Which elements did you find most interesting? The expert designates the features
of the system they find to be engaging and helpful for the person conducting the assess—
ment.

Did you see any issues? What do you think can be furtherimproved? The expert
points out any potential issues or features that are missing. Plus, they provide recom-
mendations to improve the effectiveness and overall user experience of the system.

Is there anything else you would like to add? The expertis free to supplement any
additional information they consider to be important.

This evaluation process makes considerable effort to respect the privacy of the ex-
perts and does not publish their names and affiliated organisations in this document.
Instead, the following snippets, that include the feedback of the experts, merely provide
some generic and non-identifiable background information about the experts.

Upon the submission of the evaluation questionnaires, the author of this thesis thanks
the experts for their participation and significant contribution, disables the respective
test user accounts and terminates this process.

3.5.2. Execution

This subsection encompasses five unique expert opinions on the functionality and use-
fulness of the developed system. Each opinion indicates the features that are practical
for the intended users. In the meantime, the experts point to the elements and the
functions that are either missing or can be refined and provide recommendations for
future versions.

3.5.2.1. Expert Opinion #1

The first expert is an academic who focuses and performs research on privacy engi-
neering. He has authored several research papers in international scientific journals
and conferences and has also been involved with the public sector as an advisor.

This expert mentions that all elements, which the system includes, are beneficial
for the privacy analyst or security officer who wishes to assess the alignment of an
organisation with the GDPR. Concerning usability, he suggests splitting the process
behind the conducting of the assessments into separate screens since every screen
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includes too much information currently. Last but not least, he recommends adding
some helpful information above every group of fields whenever applicable.

3.5.2.2. Expert Opinion #2

The second expert is the data protection officer at a public European university which
consists of more than ten thousand students. He possesses technical expertise in the
domain of ICT.

This expert highlights the fact that the system includes a process for creating records
of processing activities and suggests that this is an essential requirement which should
be carried out carefully in order ensure that nothing is missing when mapping the data
that an organisation processes. He considers that the GDPR Assessment lacks com-
prehensiveness and suggests that the process should be further analysed and ex-
panded while considering more options. Finally, he recommends that the DPI As-
sessment should include metrics in order to measure and quantify the impact of each
potential incident.

3.5.2.3. Expert Opinion #3

The author of this thesis contacted an open-source design agency and asked for their
help to assess the overall design and usability of the developed system. One open-
source designer, one usability researcher and one tester participated in this evaluation
and jointly provided their feedback.

Their usability test presents overall positive results but highlights some small im-
provements. To begin with, the system’s user interface is proved to be responsive
across different screens and resolutions. The experts recommend providing additional
information on the home page about the GDPR assessment, for new users who are
not very familiar. Moreover, they suggest choosing more relevant photos for the home
page and also changing its title font or font size for readability purposes as it currently
appears that the title and subtitle are together. Regarding the end-user documenta-
tion, they propose adopting a more user—friendly approach that avoids writing in the
third—person but instead addresses the users directly. Furthermore, they mention that
the dashboard should first connect users with the processing activity subsystem rather
than the GDPR assessment; the current association can confuse users if they are un-
aware of the process.

The experts continue by suggesting that the text should be fully compliant with the
Web Content Accessibility Guidelines (WCAG) 2.0; the hero section within the home
page barely passes AA, whereas it should have a more significant contrast ratio with the
background to be AAA compliant. Further, they advise that the dashboard card icons
might benefit from being coloured black (with 25% opacity or similar) instead of pure
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white as on some resolutions the text may override the icon. Finally, they encourage
expanding the margins between the sidebar and the content of every page.

3.5.2.4. Expert Opinion #4

The fourth expert maintains a background in law and data science and is part of an
EU-based organisation that promotes digital rights.

This expert overall believes that the system has a well-designed interface that is
easy-to-use by the end-user. He adds that this is particularly important; had the sys-
tem been complex, it would have created unnecessary confusion. He also mentions
that the dashboard provides easy access to the different functions of the system. This
expert finds the approach of recording the processing activities to be smart and also
explains that the questions within the GDPR assessment are clear and to the point.
Concerning the DPI assessment, this expert believes the system allows for detailed
input as supposed and provides basic guidance towards the end-users to help them
understand how to keep their description short and to the point.

He reaffirms that the developed system is a student project, and for such a project
the quality is great; the time and effort that the student has put into it have resulted in
an easy-to-use tool, he appends. This expert seems concerned about the authentica-
tion process and suggests that a two-step authentication can probably help users keep
their accounts secure if for any reason their e-mail account is compromised. Moreover,
he advises adding a visualisation tool for the data mapping which can appeal to peo-
ple attending meetings and performing evaluations. Finally, he recommends making
mandatory the filling of some depending on the previous selections that the user has
made during the assessment.

Last but not least, this expert says the brief introductory video accompanying the test
instance of the system was very enjoyable. He believes it would perhaps be helpful
if the video were a bit longer and more detailed so that prospective users can see
additional functionality and therefore gain some initial understanding.

3.5.2.5. Expert Opinion #5

The fifth expert is an entrepreneur and business consultant offering free and open-
source software services. He has worked with multiple communities to deliver projects
to the public sector.

This expert begins with commending the idea behind the developed system and com-
ments that very few similar implementations exist. He considers the user experience
to be satisfactory but believes it can nonetheless be further improved to create an en-
hanced workflow. He advises creating an automated process for users to request their
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account data, although he acknowledges the additional amount of work needed. Fur-
thermore, he recommends using an open-source platform for hosting and managing
the content of both the system’s documentation and the knowledge base more effi-
ciently. Last but not least, he suggests creating a community around the project and
inviting contributors to translate the system’s interface into different languages.

3.5.3. Summary

All experts agree that the developed system serves its intended purposes and produces
an overall pleasant user experience. The core subsystems of the platform are relevant
and helpful for the person who wishes to assess their organisation’s compliance with
the regulation.

The experts suggested that the user experience can be further improved by modifying
existing elements and adding new characteristics. Likewise, some of them proposed
minor tweaks and additions to the workflow of the processing activities and the GDPR
and DPI assessments. They also raised some concerns regarding the security of the
system, which is adequate but needs to be further enhanced to minimise the risk of
unlawful incidents. The second subsection of the fourth and last chapter reflects the
suggestions and feedback of the experts and expands upon them.
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4.1. Summary

This diploma thesis concludes with the delivery and validation of the envisioned open-
source web-based system that assists individuals and organisations to adapt to the
regulation. The study of the GDPR’s final legal text and recently—published academic
work eased the design of an elementary assessment model which applies to many
everyday business processes of SMEs.

The proposed system does not directly oppose advanced business solutions that are
prepared and offered by professional software companies and consulting firms. Never-
theless, it does exhibit satisfactory evaluations directed toward the majority of individ—
uals and SMEs that are coping with compliance. Experts have recommended improve-
ments for the system to increase its effectiveness, efficiency, and scope. The next and
final section reflects those suggestions and provides future recommendations.

The regulation, at the time of writing, has been into effect for approximately eight
months. Many organisations face harsh regulatory responses, no matter their size.
CNIL (2019), for example, recently imposed a financial penalty of 50 million Euros
against Google for lack of transparency, inadequate information and lack of valid con-
sent regarding the ads personalization. Therefore, it seems that even predominant
companies are not fully complying with the regulation which in turn indicates severe
gaps in the global privacy and data protection field.

Technology evolves rapidly. So does the spread and exchange of massive amounts
of personal data from one side of the planet to another. It is vital for technologists
and ICT professionals to highlight the importance of privacy and increase awareness
around data protection matters. Citizens should be made aware of the risks related
to the treatment of their personal data as well as of the available controls they pos-
sess. Conclusively, organisations, and pretty much everyone who processes personal
data, should consider investing in cybersecurity and information security management
to ensure the adequate protection of their digital and physical infrastructure.
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4.2. Recommendations

Although the system appears to be practical and relevant to the purposes of this diploma
thesis, it does require adjustments to maximise its efficiency and improve its usability.
Experts have recommended dividing the steps of the processing activity and assess—
ment subsystems into separate screens and rearranging the content to avoid confusion
and to present elegant user interfaces. The assessment model can be expanded further
to include additional chapters and articles of the regulation even beyond the discrete
requirements currently examined by this thesis. Consequently, the set of rules and
algorithms behind the subsystems as well as their corresponding interfaces can be
updated and extended.

Furthermore, the system can append additional features to the existing subsystems.
Users, for example, can benefit from the ability to download or print records of process—
ing activities and assessments and to transfer or forward such content to different user
accounts. The authentication subsystem can support logging—in with the combination
of the username and password as an alternative to the e-mail address and password
combination used currently. Third—party authentication support, such as the integra—
tion of popular Single Sign—On (SSO) implementations, can also be regarded as a very
advantageous characteristic for the potential adoption of the system by organisations
with such infrastructure.

The proposed system incorporates appropriate security and validation mechanisms
to prevent malicious attackers from performing unauthorised and unlawful activities and
strives to improve its production-ready status. However, the system requires more
thorough testing and security assessments to guarantee and strengthen the ongoing
confidentiality, integrity and availability of the information it stores and processes. The
system can also employ CAPTCHA challenges or refer to infrastructure-based controls
to show resistance to illegitimate user registration attempts and brute force attacks.

The source code behind the system features established coding standards on both
the front-end and the back-end section. There are source code components, how-
ever, which can be updated or slightly reworked using more elegant and streamlined
coding approaches. The current implementation should support hundreds or even a
few thousands of submitted processing activities and stored assessments, but there
are currently strict limitations which may prevent the system from scaling—up as they
would cause delayed response times. The database storage mechanisms would, as a
result, need adjustment on that occasion.
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A. Existing Implementations

A.l. Introduction

The IAPP (2018) notices that the privacy technology market has grown remarkably
during the last year; more than one hundred new and pre-established companies are
now part of its expanding privacy tech vendor list. Furthermore, existing vendors offer
additional privacy technology services and thus jointly create a vibrant marketplace.

While the thorough analysis and evaluation of existing implementations lie beyond
the scope of this diploma thesis, this appendix examines and discusses some of the
existing solutions that are available on the market. This limited and restrained study
aims to indicate that the privacy and data protection domain can benefit from an open-
source tool that can perform comprehensive assessments.

A.2. Comparison

This study divides examined implementations into three main categories mostly de-
pending on their distribution and licensing model:

* Paid Software, whose licensing models involve payments and are usually in—-
tended for organisations rather than individual users;

* Freeware, which is available free—of—charge but may impose restrictions to users
while its source code remains proprietary; and

* Free and Open-Source Software, which permits users to run the software without
restrictions, to view the source code and make any modifications, and to distribute
copies of the original or the modified software to others.

A.2.1. Paid Software

This subsection explores OneTrust’'s GDPR Validation and BigID’s GDPR Compliance
solutions which are specialised services mostly targeting businesses.
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A.2.1.1. OneTrust’s GDPR Validation

OneTrust seemingly centres its business model around privacy management and con-
sulting and offers sophisticated and comprehensive solutions to its clients.

OneTrust’'s GDPR Validation appears to examine the readiness of an organisation
including the conducting of DPIAs, the procedures for the handling of personal data
breaches, and the function of the DPO. The GDPR Validation is said to integrate with
OneTrust’'s Assessment Automation tool and help streamline the validation process
of the customer. OneTrust privacy professionals can also analyse the output of the
assessment and provide consulting with customised recommendations.

The above description is however according to the official marketing material since
OneTrust offers premium services. OneTrust does seem to provide demonstrations of
their products and services which unfortunately are not easily obtainable.

A.2.1.2. BigID’s GDPR Compliance

BigID likewise offers advanced services in the domain of privacy and data protection.
They provide software solutions for compliance with the GDPR, too.

The company mentions its platform helps with achieving data minimisation, the han-
dling of the requests of data subjects, consent management, data residency and com-
pliance with breach notification windows. BigID offers additional solutions for miscel-
laneous necessities, such as the maintenance of records of processing activities and
the conducting of DPIAs.

Similarly to OneTrust, BigID does not appear to provide an easily accessible demon-
stration of its platform as it requires an appointment in advance.

A.2.2. Freeware

This subsection examines Microsoft's GDPR Detailed Assessment and Kaspersky’s
Online Assessment Tool which are both available at no cost.

A.2.2.1. Microsoft’s GDPR Detailed Assessment

Microsoft seems to have put significant effort to help prepare its customers and part-
ners with the obligations of the regulation and offers various tools and informational
material related to the GDPR. The GDPR Detailed Assessment is Microsoft’s tool that
its partners can use to help their customers evaluate the readiness of their employees,
processes, and technology to the requirements GDPR.

The GDPR Detailed Assessment is not a software solution but merely a spreadsheet,
prepared for the Microsoft Office suite, which covers a wide range of organisational and
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processing requirements, presents visuals and provides recommendations to organi-
sations that wish to improve their compliance levels. The spreadsheet is available in
multiple foreign languages.

A.2.2.2. Kaspersky’s Online Assessment Tool

Kaspersky Lab has created a section on its website and offers practical information
about the GDPR to its customers. They created an animated video for providing an in-
troduction to the expectations of the regulation and meanwhile offer a whitepaper and
diagram describing the alignment of businesses with the requirements of the GDPR.
More importantly, they used to offer an online assessment tool that asked users about
the readiness of their organisation with the GDPR, offered advice and guidance regard-
ing GDPR compliance and provided users with their customised evaluation.

While the aforementioned online assessment tool must have helped towards increas—
ing awareness around the regulation, it did not let users perform comprehensive as-
sessments, record and analyse their processing activities nor conduct DPIAs.

A.2.3. Open-Source Software

This subsection considers CNIL’s PIA Software and Privacy Radius’ GDPR Checklist
which are free and open-source software offering unrestricted usage and customisation
options.

A.2.3.1. CNIL’s PIA Software

The CNIL’s open-source PIA tool primarily targets data controllers who are already
somewhat familiar with the PIA methodology. The software is cross—platform and
is available in its portable version, which supports Microsoft Windows, macOS and
GNU/Linux, and in its web version which anyone can deploy on their own infrastruc-
ture.

The software practices the CNIL’s well-established PIA methodology and assists
controllers with performing DPIAs. However, it does not offer any means of assessing
the compliance of an organisation with the regulation. Furthermore, the CNIL does
not appear to be offering any software—specific documentation besides the official PIA
guides.

A.2.3.2. Privacy Radius’ GDPR Checklist

Privacy Radius currently maintains three separate privacy and data protection-related
projects, two of which are available as open-source software.
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The GDPR Compliance Checklist is an online checklist, as its name suggests. Data
controllers and data processors can interact with the checklist and manually determine
how they are performing compared to the obligations set by the regulation. The check-
list appears to be considering most requirements, although it does not enable users to
perform an actual evaluation. Furthermore, it does not provide any support for handling
records of processing activities or conducting DPIAs.

A.3. Conclusion

The global marketplace currently offers multiple privacy management and GDPR com-
pliance services that can satisfy different kinds of needs and expectations. Solutions
that are accessible free—of-charge or are licensed as open-source software tend to
lack fundamental characteristics that can support organisations with their necessary
compliance efforts. On the contrary, there are solutions which aim at helping organisa—
tions fulfil the majority of the GDPR'’s obligations. However, they are premium and not
easily accessible by those who cannot afford their acquirement and preservation.

Consequently, individuals and SMEs interested in increasing their privacy and data
protection efforts, and meanwhile meeting every applicable requirement of the GDPR,
can presumably benefit from the open-source web-based system that this diploma
thesis produces. This system has the following strengths:

* Available free-of-charge, meaning its intended users do not need to pay for its
obtainment;

* Released as open-source software, allowing everyone with the necessary knowl-
edge to view the source code and perform any modifications;

* Performs comprehensive assessments, beginning with the collection of process—
ing activities, then continuing with organisation-wide GDPR assessments and
finally concluding with DPI assessments; and

* Showcases a modern and responsive user interface, plus supports multiple de-
vice types, operating systems and screen resolutions.
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