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1. EIZArQrH

1.1 ZKOTrog

21NV TTapouca epyacia Ba peAetnBei n avaluon kal n dlaxeipion €mMKIVOUVOTNTAG TOU
TTAnpogoplakou cuoTApaTog (M) evég MNevikou Noookopegiou (FN) Twv ABnvwv.

Oa akoAouBnBouv d1adIKACIEG, APXES KAl METPA YIA TNV TTPOCTACIA TWV TTANPOPOPIOKWY
ouoTNUAaTWY Kal Ba TTPOoKUWEl N évvold TNG AOQAAEIAG O€ AUTA, PE OKOTTO TNV OMOAN
AeiIToupyia Kal TNV €Ea0@AANION TWV POCIKWY apXwVv ao@dAciag katd AlaBeoiuétnra ,
AKepaIOTNTA KAl EPTTIOTEUTIKOTNTA TV OEOOUEVWIV.

21n MeAETN auth N AvdAuon kai Alaxeipion 1ng EmkivouvoTnTag Ba uhotroinBei e xprion
NG ueBodoloyiagc MAGERIT kai To avTioToixo epyaAeio Tng, EAR/Pilar.

Méoa atrd Tnv eKTTOVNON TNG CUYKEKPIUEVNG PeEBodoAoyiag oTo MZ Ba TTpoodiopioTouv Ta
Kpiolua ayaBd Tou CUCTAPATOG, 01 aTTEINEG, Ta aduvaTta onueia Tou Kal Ba TTpotabouv 0To
TEANOG KATTOIO PHETPA-AVTIUETPA TTPOCTACIAG VIO ACPAAECTEPN AEITOUPYIO TOU CUCTANATOG.

To MANPo@OPIOKOG 2UCTNUA ATTOTEAEITAI ATTO TIG €PAPUOYEG KAl OAQ TA UTTOAOYIOTIKA
ouoTAuaTa Tou M Tou ev AOyw VOOOKOEIOU.

NA6yw Tou OTI 01 TTANPOoYopiEG Kal dedopéva atTobnkelovTal aTrd €vav OPYavIoNO, OTTWG
TNV TTEPITITWON TOU VOOOKOWEIOU, augaveTal n avaykn mpooTaciag Toug. EidikéTtepa étav
autd Ta dedopéva gival euaicbnTa TTPOCWTTIKA dedopéva Kal €I0IKA Ta 10TPIKG dedouEVA
aofevwv.

Omrwg 6Aol o1 opyaviouoi €101 KOl 0T TTEPITITWON QUTH, TO VOOOKOMEIO TTPETTEl VA
EQAPUOOEI CUCTNUATA PE APXITEKTOVIKEG AOQPAAEIOG IO TNV ASIOTTIOTN TTAPOX UTTNPECIWV
TPOG Toug TTOAITEG. O1 euTTdBEIEC OTNV QPXITEKTOVIKI) ao@aAeiag aAAd kalr n pn opbn
EQAPUOYN TOU OXeEDIOU aOQOAEiOG, TTANTTOUV TA UQICTAPEVA TTEPIOUCIOKA OTOoIXEid. Qg
OUVETTEIO QUTWYV, Ol OPYAVIOUOi KAAOUVTAI VO QVTIMETWITIOOUV KOOTN APKETWV XIAIGdWV
EUpW: yia Tnv d10pbwon Twv dIaPPowY, TNV OTTWAEIA TWV €UaioONTWY TTPOCWTTIKWYV
0edoPEVWY, TNV ATTOKATACTAON TNG QUNG, KABWG Kal unVUOEIG KAl aTTWAEIQ agloTTioTng
TTAPOXNG UTTNPETIWV.

Kamolia ammdé 1a d0edopéva TToU €XOUV QVTIKTUTTO KATd Tnv Trapafiaon Ttou X TOu
NOCOKOEIOU €ival: OVOPATETTWVUNA, I0TOPIKA aoBevwy, dieuBuvoelg, emails, apiBuoug
TNAEQUWVWY aAAG Kal apIiBUoUg KOIVWVIKNAG ac@daAiong. H atmmoktnon Twv TTANPoQopIwV
QUTWV, aTTOTEAEI OTOXO YIa TOUG ETTITIBEUEVOUG WE OKOTTO VA TIG AEIOTTOINOOUV TTPOG OPEAOG
TOUG. ATTOTEAECUA QUTWV Eival: oI NAEKTPOVIKEG €TTIBECEIC va €xouv auénBei paydaia Ta
TeAeuTaia xpovia. O avTiKTUTIOG TwV TTEPIOTATIKWY Trapafiaong Twv Oedouévwy Eival
ONMAVTIKOG TOOO YIa TOUG OPYaVIoPOUG 600 Kal yIa T ATOWA.



To Noookopeio TTou peAETABNKE BI0BETEI Eva OAOKANPWUEVO TTANPOPOPIOKO CUCTNUA PE
T UTTOOUCTHAUATO IATPIKOU KAl €pyaoTnPiwy, VOONAEUTIKOU, OI0IKNTIKOU-OIKOVOUIKOU,
TEXVIKOU OTTWG TO TTAPADEIYUA TTOPAKATW:

| v |
Information System for Patient Care Managerial Information System

Patient Management
System (PMS)
!.__M{.)

Clinical Information
System (CIS)

Systems for Clinical
Support Services

_______ Other Clinical Fmg Laboratory Information System (LIS)
Support Systems i

Biochemistry Application

: . Immunology Application

Patient Information Haematology Application
Database ;

Anatomical Pathology
Microbiology Application

Electronic Medical "
——— Quality Assurance System

Ewova 1. [Dr Abdollah Salleh, 2014

Q¢ KUpIOG OTOXOG £VOG Opyaviopou gival n dIa@UAAgN Kal n TTPooTacia Twv dEO0OUEVWV
yla TNV eUpuBun Asitoupyia Tou. MNa 10 AGyo auTd Kal oTnV TTEPITITWON QUTH, N TTpooTACia
Kal n d1ac@AAIoN TWV TTEPIOUCIOKWY OTOIXEIWV TOU VOOOKOWEIOU.



1.2 Aopn AITAWMATIKAG

H dopn TG dITTAWMATIKAG epyaciog XwpideTal o€ TTEVTE BACIKA KEQAAQIA KAl O€
ETTIMEPOUG AUTWV:

210 10 KE@AAalIo B a yivel CUVOTITIKA ava@opd oTnv opoAoyia Twv BACIKWY EVVOIWV
TNG avaAuong Kai dlaxeEipiong Kivouvou.

210 20 KE@AAaio Oa yivel avdAuon Tng peBodohoyiac MAGERIT pe 1o avrioToixo epyaleio
EAR/Pilar.

270 30 Ke@dAaio Ba kabopioTouv Ta Kpioiya cuotiuata Tou MZ-IN, Ta ayabd kal n
armoTiunon Toug katd Tnv MAGERIT. ETtriong, 6a TTapouciacTouv Ta oevdpia Twv ATTEIAWYV
O€ QUTA. 2TnNV ouvéxela, 6a avaAuBei kal Ba TTapouciacTei 0 BABPOS ETTIKIVOUVOTNTAG KAl N
TENIKI) ATTOTIKNON YIa KABE TTEPIOUCIAKO OTOIXEIO.

TéNog, Ba avagepBoUv o1 KaTnyopieg HETPWY OTTOU Ba TTPOKUTITOUV TA ATTAPAITATA PETPOA
ao@aAciag yia 1o ouykekpipévo MZ-I'N. kal 8a epIAn@Bouv 010 O0XEDI0 aoPAAEiag auTou.

210 40 Ke@dAAalo Ba yivel ekTipnon NG dlaxEipiong ETIKIVOUVOTNTAG KAl TOU OXediou
QOQOAAEIag, HPE KATTOIEG TTPOTEIVOUEVEG PBEATIWOEIC TOU OuyKeKpIgévou X Tou [evikou
Noookopeiou.

270 50 KEQAAAIO ZUNTTEPACHATA.



1.3 'Evvoigeg — Opiopoi

H ao@dAeia Twv TTANPOQOpPIoKWY cuoTnUaTwy Baciletal o€ TPEIG PACIKES 1810TNTEG Ol
OTTOIEG Eival aTTapaiTNTES YIa TNV 0pONA AciToupyia Tou IN.Z.,[Xapdaung I. 2001]:

. EpmioreutikéTnTa (Confidentiality): AiaopaAidsl 611 Ta dedouéva dev
armmokaAuTrrovral o€ un £60UCIOOOTNUEVES OVTOTNTEG,

. Akepaidtnra (Integrity): EEao@alilel Tn un Tporrorroinon Twv deO0uEVWY aTTo
un €éouoiodoTnUEVOUS XPHOTEC

. AwaBsoipoéTnra (Availability): Mmmopei va éxer mpéoBaon oe dedouéva OTToTe
T XPEIQOTEI.

S
A

S = Secure

Ewova 2. CIA [Tewpyro¢ Kapmovpakng]

O1 TTapatmdvw TPEIG 1I010TNTEG dEV ETTAPKOUV, YIO VA OPIOTEI N ACQPAAEIQ TTANPOPOPIWV
[MouAivog, 2003]. MTTopouv va TTpooTeBouv n auBevtikoTnTa (authenticity): n amodeign
TNG TIPOEAEUONG Kal Tou IBIOKTATN TNG TTAnpogopiag, n eykupdortnta (validity): n
TTANPO@OpIa agopd TNV TTPAYMATIKOTNTA Kal €ival €TTikalpn, KAl N gn atrotroinon (non-
repudiation): n aduvayia dpvnong eVEPYEIWV TTOU £XOUV EKTEAEOTEI yIa TNV TPOTTOTTOINON,
TNV a1To0TOAA ) TN AW Hiag TTAnpogopiag.

O1 BaoikéG EVVOIES YIa TNV ACPAAEIa TNG TTANPOQOPIAG TwV TTANPOPOPIAKWY CUCTNUATWY,
yla TNV avaAuon KIvOUVWV. [MkpitdaAng, 1996],[Kautroupdkng The Book of Five Rings]:



* [MAnpo@opiakd ZuoTnua, Eva ouvoAo aAAnAoemdpwvrwy aToIXEiwV (EQapuOoYEC,
O1adIKaaieS, utTnPETies, avBpwrrol, 6edouéva, AoyIouIKO, UAIKOS £€0TTAIOLIOC), TO
orroio emmeepyaderal dedouéva Kai Tapayel TANPOYOPIES yia Aoyaplaouo evog
opyaviouou.

* Ao@pdAsia NMAnpooplakoU ZuoTAHATOG, TO opyavwuévo TTAdiolo amo
EvvoIES, apxéS, OIadIKATIES, TEXVIKES Kal UETPA TTOU artraitouvral, yid va
mpooTareuBouv 1000 T1a orToixeia Tou N2 6oo kali oA0kAnpo to 2 amd Tuxaia
N OKOTTIUN ATTEIAN.

* ASia (value), ovoudderal n onuavrikOTNTa £VOS QVTIKEIUEVOU, LUE OIKOVOUIKO 1) AAAO
TPOTTO.

* AyaB6 (asset), armoreAsi kaBe TAnpogopia, dedouévo i UTTOAOYIOTIKOS TTOPOC TTOU
EXEI HIQ EKTIUWMEVN aéia xpnuartikn n un.

* Kivduvog (danger), ovouddlerar 10 evdexouevo éva ayabo va urroorei nuia.

* Znuia (harm), ovoudderai o mepiopiouds NS aéiac evog ayabou.

* Emrirrwon (impact), ovoudalerar n amwAsia evog ayabou i 1o auénuévo KOoToS N GAAn
dnuIa 1Tou uTTopEl va oUUBEl WS aTTOTEAECUQA A OUYKEKPIUEVNS TTPOTBOANS.

* Méoo mrpooTaciag — AvtipeTpo (safeguard), ovoudaleral KGBs vépyeia TTOU ATTOOKOTTEI
OTOV ATTOKAEIONO uIag TTPOOLBOANS N 0TV EAQXICTOTTOINGN TWV CUVETTEIWY THG.

* Eurd@sia (vulnerability), ovoudlerar éva OUYKEKPIUEVO  XAPAKTNPIOTIKO  EVOS
TANPOQYOPIAKOU CUCTHIATOS, TO OTTOIO EVOEXOUEVWS VA ETTITPEWEI TNV TTPAYUATOTTOINCN
karrola¢ mpoofoAng. EurrdBeia cival n aduvauia evog TTEPIOUCIAKOU aToixeiou, n éAAEIpn
EAEyxwvV n orroia Ba UTTopoUTe va dIEUKOAUVEI N EMITREWE! va CUUBET Ia arTeiAn.

* AtreiAfy (threat), ovoudlerar n evoexOuevn amwAcia evos N mTEPICOOTEPWY QTTO TIC
TaPAUETPOUC TTOU 0PICOUV TNV AOQPAAEIa EVOS TTANPOQYOPIaKOU cuoTnuarog. H armeiAn givai
n méavotnTa yia EKUETAAAEUON TNG EOKEUUEVNS aduvauias QUOIKNG, Tuxaiac n orroia
mepIAauBaver  amwAgIia  TTEPICOOTEPWVY  TOU EVOC TWV QTTAITHOEWYV QOQaAgiagc NG
mAnpo@opiac dnA. diaBsaiudTnTa, akepPaIdTNTA, EUTTICTEUTIKOTNTA.



* MapaBiaon (Breach), éva yeyovdg 1o ommoio mpooBaAAel uia 1 mepIcOOTEPES ATTO
TIC AKOAOUBEC 1010TNTEC: AUBEVTIKOTNTA, BIQBe0IUOTNTA, EUTTIOTEUTIKOTNTA, AKEQAIOTNTA,
EyKUPOTNTA.

* AvdAuon Kivdovou, ¢£vo¢ mAnpogopiakoUu ouoThiuaro¢ givai n  dladikaoia
aéloAOynong Twv KIvOUVWYV QOQAAEias TTou E10AyeEl TO oUOTNVA KABWS Kal TO KOOTOG.

* EmkivouvotnTa - Kivduvog aoc@aleiag, opilerar n mlavotnra 1mou €xel Eva
TANPOQOPIAKO CUCTNUA va UTTOOTEl eKUETAAAsuOn ammd KAGBe €idouc arreiNéc Adyw
aduvauiwv tou tmrapouaciadel. Exel TpEIS TTAPAUETOPOUS TV ETTITITWON, TNV QTTEIAR Kal
TNV aduvayia.

* Métpo lMpooTtaciag, (OI0IKNTIKO, OPYyaVWTIKO, TEXVIKO) TTOU £@apuoderal yia Tnv
TPOCTATIA TOU TTANPOQYOPIAKOU CUCTAUATOS KAl TNV AVTIUETWITION TWV ATTEIAWY N yia
va UEIWOEI TIC QUVNTIKES ETTITTITWOEIS. epiAauBavouv orroiadnirore digpyaacid, TOAITIK,
OUOKEUNR, TTPAKTIKN, 1] QAAEC EVEQYEIEC OI OTTOIES TPOTTOTTOIOUV TOV KivOUVO.

* Evatropévwy Kivduvog, gival 0 ouvoAIKOS KivOouvog ueiov Toug AngBévreg
KIvOUVOUG.

* MoAimikA Ao@algiag, givar To OUVOAO TwV KavOvwy, TWV UETPWV KAl TWV
01adIKAOIWYV TTOU 0PICoUV TA QUOIKA, JIAOIKACTIKA KAl TIPOCWITIKA LETPA aoQaAciag,
mou AauBavovral kara 1 diaxeipion, Tn dlavoun Kai tnv mpooTacia tTwv
TTELIOUTIAKWY OTOIXEIWV.

* 2x£010 AoaAegiag, sival To Eyypao TToU TTEPIYPAPEI TA OPYAVWTIKA KAl TEXVIKA
HETPQ, KAl TA UETPA QUOIKNS AoQAAgIag TTou epapuodovral N TTPOKEITAl yia TV KAAuwn
TWV BACIKWV aQpXWV KAl KAVOVWV TTOU ava@épovral oTnv TTOAITIK) ao@aAcgiag.
2UuTTEPIAQUBAVEI TIC ATTAPQAITNTES EVEPYEIES VIA TNV UAOTTOINGN TOU.

Ma tnv emAoyn NG KATAAANANG pueBOdoU eKTipNONG Kai diaxeipiong kKivduvou atrd Tov
EKAOTOTE OpyavIOUO aTTAITETE N EETACN TTOAAWY TTAPAPETPWY OTTWG: TO AVOPWTTIVO
QUVAMIKO TO EUPOG AsIToupyiag TO HEYEBOG Kal TNV TTOAUTTAOKOTNTA Tou 3.



1.4 Mpétutra yia Tn Alaxeipion Emikivouvérnrag ISO/IEC

Ytrapyouv mrpoTutta ISO/IEC TToUu oxeTiovTal ue TNV ac@dAcia [Tsohou et al,
2010]. Autd 1TOoU OXEeTiCOVTAI AUECA PE TNV DIAXEIPION KAl TNV avaAuon

ETTIKIVOUVOTNTOG TTPETTEI VA IKAVOTTOIOUV Ta €ENG KpITHpIa [lonita, 2013] :

* Na repiypdgouv pia péBodo avaAuong kai diaxeipiong emKIivouvoTNTAG
* Mpétrel va trepi€xouv pia 101K HEBODO ATTOTIUNONG ETTIKIVOUVOTNTAG

* MpétTel va uttapxel TTARPNG TEKuNpiwon ota AyyAIKa

* MpéTTel va xpnOIYOTTOIOUVTAI O€ TTAVW ATTO Hid XWPEG.

* Na atreuBivovtal o€ uTTeUBuvouG ao@aleiag 1l o€ BE0EIC XPNOTWV TTIOU va €XOUV
OUMUETOXN OTIG OTTOQACEIG OXETIKA UE TOV TTPOUTTOAOYIOHO YIO TNV AOPAAEIQ.

Ta TTpoTUTTA TTOU TTANPOUV Kal Ta 5 Kpitrpia sival Ta: ISO/IEC 27002 kai 27005.

Ymrootnpifouv Tnv Bacik opoAoyia TG avdAuong Kal dlaxeipiong €TIKIVOUVOTNTAG KAl
TTAPEXOUV TIG BACIKEG APXEG YIa TNV UAOTTOINON Piag peBddou dlaxeipiong eTIKIVOUVOTNTOG
[Tsohou et al, 2010].

1.4.1 ISOI/IEC 27002

ISO/IEC 27002:2013

To mpétutto ISO/IEC 27002 Trpoépxetal amd T10o TipoTutto BS7799, 1O oOTIOIO
evowpaTwonke oto TTpoTuTro ISO/IEC 17799 Kal £101 TTPOEKUWYE N OVOPOCia TOU.

2TOXOG TOU €ival va TO XPNOIKJOTTIOIOUV Ol OPYyaVvIOUOi WG ONnUEI0 avagopdg yia Tov
KOBOPIOPO Kal TNV €QAPUOYN €AEYXWV yId TNV QVTIMETWITION KIVOUVWY OAOQAAEIag
TTANPo@oOpIWY, o€ éva ouoTnua dlaxeipiong ao@aielag TTAnpogopiwyv (ISMS) Tou
Baoiletal oto ISO/IEC 27001.



EmmAéov, TTpoopileTal yia xpron oTnv avattuén KaTeuBuvThpiwy ypaupwy dlaxeipiong
aoQAAEIag TTANPOQopPIWY yia Tov KAA®O kal Tov opyavioud, AapBdvovrag utéyn 1O
OUYKEKPIPEVO TTEPIBAAAOV KIVOUVOU aCQAAEIOS TTANPOPOPIWV.

To mpdétutto TepIypd@el pia ocipd amd 14 diardgelig ao@aleiag. MNa kaBe didragn
UTTAPXEI KAl JIO O€IPpA OTTO UTTOKATNYOPIEG YIA TIG OTTOIEG OPICOVTAl Ol OTOXOI TOU EAEYXOU
KaOBWG Kal KATEUBUVTHPIEC YPAUMEG yia TNV e@apuoyn Toug. Ettiong 1o mpdTtutio divel
MEPIKEG TTPOTACEIC BEATIOTWY TTPOKTIKWY Yyia Tn dle§aywyrn MIag €TTionNuNg ATToTiuNoNg
ETTIKIVOUVOTNTOG KABWGS Kal TPOTTOUG PETPIaoNG Tn..

5. Policies 12. Operations

6. Organisation 13. Communications

7. Human resources 14. Dev and maintenance
8. Asset management 15. Suppliers

9. Access Control 16. Incidents

10. Cryptography 17. Business Continuity
11. Physical 18. Compliance

Ewova 3. Awatdéeig AopdAeiag [I1SO 27002:2013]

https://www.nga.com/medialibraries/NQA/NQA-Media-Library/PDFs/NQA-Webinar-A-guide-to-the-changes-to-1ISO-27002.pdf

lMAgovekrhiuara ISO/IEC 27002:

* YTrooTnpidetal atmd pia eKTeEVA TAEIVOMIa, EvVOIOAOYIKO HOVTEAO Kal éva

mAaiolo diaxeipiong emikivouvoTnTag (ISO 13335).

Meiovekthuara:

* Meprypdager Tnv dladikaoia aTToTiunong TNG ETMIKIVOUVOTNTAG JOVO 0€ UWNAO eTTiTredo,

+ Emkevipwvetal Kupiwg O€ €AEyXOUG KAl QVTIMETWITION ETTIKIVOUVOTATOG QvTi O€
avayvwpIion Kal avaAucon eTTIKIVOUVOTNTAG,



* AOyw auTtou, xpeidletal va ouvduaoTei padi pe pia péBodo atroTiunong eTTKIVOUVOTNTAG
N oTToia KAAUTTITEI TNV avAAUON KAl avayvwpion PE AETTTOUEPEIN, WOTE TA ATTOTEAECUATA
va yivouv katavonTd atro Tn d10iknan Tou opyaviouou.

ISO/IEC 27002:2022

Alagpopég peTagu Tng €kdoong 2013 kai Tng véag 2022
https://msecb.com/iso-270022022-what-has-been-updated-and-what-is-new/
O1 dlapopég HETAEU TNG TTAAAIOTEPNG EKOOONG KAl TNG TTPOCPATA dNUOCIEUPEVNG EEKIVOUV

ME TOV TITAO TOU TTPOTUTIOU KaI CuveXiCovTal PE TOV QPIBUO Twv OToIXEIWV €Aéyxou, Ta
BEuaTa Kal TNV E1I0aywyr XOPAKTNPIOTIKWY.

* TitAog MpotUTTOU

ISO/IEC 27002:2013 Texvoloyia TAnpo@opiwv — Texvikéc ao@dAieiac — Kuwdikag
TTPAKTIKAG YIA EAEYXOUG AOPAAEIOG TTANPOPOPIWV.

ISO/IEC 27002:2022 Ac@dAcia TTAnpo@opiwy, KuBepvoao@dAcia Kal TTpooTacia Tng
IDIWTIKAG {WNG — 'EAgyX01 AOPAAEIOG TTANPOPOPIWV.

AvTikatoTrTpiel TNV e€upeia TTPOBECN €vTOTTIOPOU, TIPOANWNG Kal  avTidpaong o€
KUBEPVOETTIOETEIC KAl TTPOCTACIAG OEOONEVWIV YEVIKA.

* Xroixeia EAéyxou

H ékdoon Ttou 2013 atroteAouvtav atrd 114 oToixeia eAEyxou, evw n €kdoon Tou 2022 £xel
OUVOAIKA 93. Opiopéva aToixeia EAEYXOU €XOUV evNUEPWOET ) cuyxXwveuBei, aAAG Kavéva
atro Ta oToIXEia EAEyXOU Oev £xEl dlaypagei Kal Exouv TTPooTeBE 11 véa aToixeia eAEyxou.

MNa mv KOAUTEPN KOTAVOUN TWV €UBUVWYV €vTOG TOU Opyaviopou yia Tn PeATiwon Tng
QOQAAEIaG TwV TTANPOQOPIWV Kal TNV atmAOUCTEUCN TNG E£PAPHOYAG, O aApPIBUOG Twv
OMGdwV eAEyxou uelwBbnke atmd 14 o€ 4 KATNYOPIEG:



5. Policies 12. Operations

6. Organisation 13. Communications

7. Human resources 14. Dev and maintenance
8. Asset management 15. Suppliers

9. Access Control 16. Incidents

10. Cryptography 17. Business Continuity
11. Physical 18. Compliance

&. Organisational 7. Physical

6. People 8. Technology

Ewova 4. 1SO 27002:2013 --> 2022

https://www.nga.com/medialibraries/NQA/NQA-Media-Library/PDFs/NQA-Webinar-A-guide-to-the-changes-to-1SO-27002.pdf

2TIG TTAPOKATW KATNYOPIEG:
* Opyavwrikn
e Atopa
* Quoikn

* TexvoAoyika

H sicaywyn xapaktnpioTikwy oT1o véo TTpoTtutro ISO/IEC 27002:2022 10 KOBIOTOUV TTIO
BOAIKO OTn xprion amd opyaviopous. ZuvoEéovTal PE OUYKEKPIMEVOUG EAEYXOUG yia TNV
KaAUTEPN KATAVONON KAl TAgIvOUNON Kal TNV EQAPPOYA TwV EAEYXWVY aTTO TIG ETTIXEIPNOEIG.



1.4.2 ISO/IEC 27005

ISO/IEC 27005:2018

https://www.iso.org/standard/80585.html

To mpotutro I1ISO / IEC 27005 cuvtaxbnke kai dnuooieudnke amd 1o Aiebvy Opyavioud
Tutromroinong (ISO) kai Tn AieBvl HAekTpotexvikr) ETiTpotr) (IEC).

To mpotutto ISO 27005 cival pia dounuévn, OuoTNUATIKA Kol auoTtnpr dladikaoia
aTroTiuNoNG  €MIKIVOUVOTNTAG TToU  AauBAveEl uTTOWn OAEC TIC OPYAVWTIKEG TTTUXEG
(avBpwTToug, dladikaaoieg Kal TEXVOAoyia).

MapoAa autd Ouwg dev TTAPEXEI 1) CUVIOTA PIO OUYKEKPIYEVN PEBODBO XaunAou emITTESOU UE
TIG TEXVIKEG AETTTOUEPEIEG yIa TN dlEEaywyr AQUTAG TNG dpaoTNPIOTNTOG. AEV TTEPIEXEI TNV
TTOIOTIKI) ] TTOOOTIKI) TTPOOEYYION, ATTAQ Oivel TTPOTACEIS VIO €QAPUOYR Kal TO TTEdIo
EQPAPMUOYNAS TNG KABe TTpootyyiong. To TTPOTUTIO Eival TTPOCAVATOAIOUEVO O€ uywnAou
ETTITTEOOU TEXVIKEG DIAXEIPIONG.


https://www.iso.org/standard/80585.html
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END OF FIRST OR SUBSEQUENT ITERATIONS
Eiwkova 5. [ISO/IEC. ISO 27005 information technology security techniques information security risk management, 2008]

ISO/IEC. Iso 27005 information technology security techniques information security risk management 2008

ISO 27005:2022
O1 Baoikég aAAayég TG vEag €kdoong gival ol EENG:

https://www.linkedin.com/pulse/isoiec-270052022-what-new-paul-varela?trk=pulse-article

» OMNoG 0 0dnyo6g kal n opohoyia €xel euBuypauuioTei pe 1o ISO/IEC 27001 kai To 1ISO
31000:2018.

» n odoun Twv 6pwv €xel TTpooappooTei ot diatagn Tou ISO/IEC 27001
(avTikTUTTOG — OUVETTEIQ)

O OpICUOG TOU Oevapiou KIVOUVOU Kal Ol OXETIKEG €VVOIEG, AVTi TOU OevApIO
OUMBAvTOG.

» H véa mrpooéyyion Bdoel cupuBavTwy £pxeTal O€ aAvTiBeon Pe TNV TTPOCEYYION TTOU
BaaoileTal o€ TTEPIOUTIOKA OTOIXEIA YIa TOV TTPOCadIopIouS Tou KIvOUvou. Eival iowg n
IO ONUAvTIKA aAAayr} OTO TTPOTUTTO.



» 'Exel eiocaxBei éva KpITAPIO EVEPYOTTOINONG yia va dIaTNPEITAl YIO EVANEPWHEVN KAl
OUVAIKN EKTIUNON.

» Eomddlel otnv mapakoAouBbnon Twv oevapiwv Kivouvou (ouvdeon pe 1o I1ISO 27035
kai SOC/SIEM).

» Tlapéxouv TeXVIKEG UAOTTOINONG O€ QUTA TTOU TTPOCAPTWVTAL.

» ToviCeTe N eKPETAANNEUON TWV TPWTWV ONUEIWY OTO TTAQICIO TNG TTPOCEYYIONG TTOU
Baciletal o€ TrEpIoUTIakd aToixeia. Oa Ptropouce va yivel avrioToixion ue Ta CVE
O€ ETTIXEIPNOIAKA OEVAPIA.

* TitAog lNpoTuTtTou

Texvoloyia TAnpogopiwv , Texvikéc ao@daAeiag , Alaxeipion KivOUVoU aOo@QAAEING
TTANPOPOPIWYV — ACPAAEIa TTANPOPOPIWY, KUBEPVOATPAAEI KOl TTPOCTACIA TNG I0IWTIKAG
dwng.

* Incident scenario vs Risk scenario

Katd 1SO27005:2018 avagepdtav o€ OeVAPIO TTEPICTATIKOU VW) OTNV véa £kdOON O€
oegvdapio Kivduvou.

Opietal wg pia “akoAouBia 1 cuvdUACPOG yeyovoTwY TTOU odnyEi atmd TNV apxIKh aiTia
OTNV QVETTIOUUNTN CUVETTEIQ” TTOU TTPETTEl va euBuypaupioTei e 1o ISO 17666:2016.

[MAcovekThuara:

* YmrooTtnpidetal atrd pia ekTevr) Tagivouia, evvolioAoyIKO HOVTEAO Kal éva
mAaiolo diaxeipiong emikivouvéTnTag (1ISO 13335, 2700x, 31000).

» EueAigia otnv Aoy CUPTTANPWHATIKWY PEBOSWV atroTiunong

ETTIKIVOUVOTNTAG XauNAOU eTTITTEOOU



Meiovekthiuara:

* Mepiypd@el TNV dladIkagia ATTOTiMNONG TAG ETTIKIVOUVOTNTAG OE AQAIPETIKO
etritTedo,

» XpeidZetal va xpnoigotroindei padi ye pia e§wrepiki nEBodo atmoTiunong
ETTIKIVOUVOTNTAG WOTE VA YiVOUV T ATTOTEAECHATA THG KATAVONTA KAl OTN
dioiknon,

* Aev TTEPIYPA@E! PO OUYKEKPIPEVN HEBODO avaAuong eTTIKIVOUVOTNTAG, AAAG

TIPOCQEPEI YEVIKEG OUNPBOUAEG yIa TRV €TTIAOYI KAl TN XPron TETOIWV PEBOBWV.
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Establishment Tdentification Estimation Evaluation Treatment
Identifican iy ) .
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mﬂig‘ém‘ (Un!l‘ql!n(’ts

Risk retention

Information
security risk
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Eiwkova 6. Risk Assessment 2013 [Aovokag O. kata ISO 27005:2018]



MNa tnv AvaAuon kai Alaxeipion ETmikivouvotnTag Twy N2 tou Noookouegiou
xpnoigotroinénke n péBodog Magerit.

Mag Tmapaxwpnnke 18Ik ddeia yia Tnv TTARPN Xprion tou epyaAciou EAR/PILAR RM,
atro Tov diaxeiploTn K. J. Mafas, Yyetd tnv emkoivwvia Tng emBAETToucag ka Kapuda yia
aKadNUaAikoug OKOTToUG.

License
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[...1.3.2023 ]



2. ANAAYZH Magerit

H MéBodog

https://www.enisa.europa.eu/topics/risk-management/current-risk/risk-management-inventory/rm-ramethodsm_magerit. html
(Kartoikag, 2014)

H pébodog MAGERIT [Crespo .F et al, 2007] civar pia pegBodoloyia AvadAuong kai
Alaxeipiong Kivduvou 1rou avatrtuxbnke 1o 1997 amd 1o avwrtarto lotraviké cupBoUAio yia
TNV HAekTpovIKn diakuBépvnon (Consejo Superiorde Administracion Electronica).

O Aoyog emAoyng NG peBGdou cival 0TI OXETICETOI APECA PE TN YEVIKEUPEVN XPAON TwvV
NAEKTPOVIKWV HEOowV. Me Tnv Xprion autwv TIPETTEL va dnuIoupyouvTal OQEAN, OAAG
TAUTOXPOVA UTTOKEIVTAI OE ATTEIAEG KAl KIVOUVOUG TTOU TTPETTEI VO EAAXIOTOTTOINBOUV JE TNV
eQappoyn avtiyETpwy. Mg Tov TPOTIO AUTO, ETTITUYXAVETAI N EUTTIOTOOUVN OTN XPRoN Twv
MEOWV.

Katd tnv opBny epapuoyn NG ueBddou Magerit emiTuyxavovTal Ta TTapakaTw:

* Na avtiAngBouv ol utreuBuvol Tnv UtTapén atelAwy, KIvOUVWY Kal N avdykn €ykaipng
QVTIMETWTTIONG TOUG.
* Na mpoo@epBei pia cuoTnuaTikh EBodO avaAuong Twv KIVOUVWV.

* Na TTepiypa@ouv Kal va TTapBouv Ta KatdAAnAa PETpa eAEyXoU TG €TTIKIVOUVOTNTAG.

* Na mrpogTolydoel Tov opyaviopou yia: diadikacia agloAdoynong (evaluation), eAéyxou
(audit) kai mioToTroinOoNg (certification).

* Ta eupuaTa Kal Ta CUPTTEPACUATA TNG avaAuong Kail dlaxeipiong Kivouvou
TTOPATIOEVTAI O€ AVOPOPES PE OuoIa doWN.

To epyaleio Tng peBOGdou Magerit eival To EAR/Pilar. Méow autou eAéyxete n opbn
epapuoyn TNG NEBOSoU BAUa-PRAKA, Kal ATTOBNKEUOVTAI KAl EVNPEPWVOVTAI OAQ TA OTOIXEIX
TToU OUAAEyovTal KaTd Tnv €@appoyn Tng. To epyaAegio tTapouoidotnke 1o 2004 Kai
utrooTtnpiletal ammo Tov A.L.H.J.Mafas (EAR/Pilar, 2014).



2.1 Neprypaen Magerit

https://www.sciencedirect.com/science/article/abs/pii/S0950705114000732

H MAGERIT g@apudlel Tn Aladikacia Alaxeipiong Kivouvwy yia Tn Ayn ammo@acewy atro

Ta dI0IKNTIKG 6pyava AaupavovTag uttéywn Toug KIvOUVOUG TToU TTPOKUTITOUV aTTd TN XPHon
TWV TEXVOAOYIWYV TNG TTANPOYOPIaC.

4 2. Mandate and
: P commitment

W
4.3. Design of

/ framework \

4.6. Continual i;f:ﬂpr::meen:;:}rg
improvement of g
the framework

\ 4.5. Monitoring and @

review of ——
the framework

Ewkova 7.Awxdikaoia Awayeipiong Kivdvvou[ISO 31000]

Ta BAMaTa TNG pEBOdou Trepiypagovtal otnv BiBAloypagia (MAGERIT - Methodology for
Information Systems Risk Analysis and Management: Book | — The Method,
(TrepiAauBavel Ta Bacikd BAuata yia TNV avadAuon kai diaxeipion Kivouvou, TNV TTEPIYPAPN
NG dladikaoiag Kal TNV €papuoyn TnG o€ TTAnpooplakd cuoTApaTta) - Book Il — The
Elements, (mepiAauBavel Ta Kpitipia Kai TIC TTANPOQOPIES yia TNV WOVTEAOTTOINON TwV
TANPOQOPIAKWY CUCTNUATWY Kail Kivouvwv) - Book Ill — The Techniques (mTepiypd@er Tic
EVEPYEIEC yIa TNV avaAuon Kai SlaxEipIon KIVOUVWV). [Karoikag, 2014].

O YTmroAoyioudég Tou Kivouvou katd MAGERIT:



Kivouvog (ATreiAr, [Mepiouoiakd 2Ztoixeio) = MBavérnta (ZuupPaviog) X ZuvérTeleg
(MeproTaTikd, Mepiouoiakd ZToixEio)

Katd tnv évapgn Tng MEAETNG KAl KATA TNV TTPWTN oUVEDPIAON TG OPAdAGS e Ta apuodia
OTEAEXN TOU OPYyaVIOHUOU Ba TTPETTEL:

* Na mpocdlopIoTOUV Ta OpIa TNG HEAETNG.

*  Na mpoadlopIoTOUV 01 XPAOTES TwV BEBOUEVWY Kal T TTPOCWTTA TToU Ba
OUVEPYQOTOUV.

* Na d06¢i e€ouaioddTnoN yia AvTAnon oToIXEiwV Kal SlEEaywYr TWV CUVEVTEUEEWV.

* Na mpoodIopIoTEi TO XPOVODIAYPANKA KAl TO OXEDIO BIECAYWYNAG TNG MEAETNG.

2.2 AvdaAuon Kivduvou karda Magerit

MNa TNV ekTipnon Tou KIvdUvou, akoAouBouvTal Ta TTAPAKATW PripaTa:
1. TpoodIoPIoPOG TWV OXECEWV PETAEU TWV ayaBwyv Tou opyaviopou Kal TG agiag Toug
2. [MpoodIopIoPOG TwV ATTEIANWV OTIG OTTOIEG EKTIOEVTAI TA ay0Ba.

3. Mpoodiopioudg Twv PETPWV TTpooTaciag (safeguards) 1Tou uttdpxouv Kai TG00
QATTOTEAECUATIKA €ival €vavTl TOU KIVOUVOU.

4. ExTignon tng mimTwong, (N ¢nUid TTou PuTTopEi va cUPBEI 0TO ayaB0 WG ATTOTEAECUA
MIag aTTeINAG).

5. EkTignon tng €mkivouvotntag, (n Bapuvouca ETTITWON OTO TTOCOOTO ) TNV
TTPOCdOKIa TNG EPPAVIONG TNG OTTEIAAG).



are subject to

degradation
with a given @

Ewova 8. Bripata Magerit ywpic safeguards

ApXIKG ekTEAOUVTaI Ta BAMATA 1, 2, 4 KaI 5, 6TTOU OEV £XOUV OUVUTTOAOYIOTEN TO HETPA
TIPOCTACIAG KAI Ol EKTINAOEIG TWV ETTITITWOEWY KAl TwV KIVOUVWYV va €ival dUVNTIKEG.
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Ewodva 9. Bripata Magerit pe safeguards



MOAIGC oAokANpwOei autd 1o BewpnTikd OevApIo, Ta PETPA aoPAAElag AauBdvovTtal uTTown
oto BAWa 3 TTOU TTOPAKAP@ONKE, TTapPEXOVTAG TTAEOV dia PEAMIOTIKA €KTiUNOn TNG
ETTITITWONG TWV OTTEIAWV KAl TOU KivOUVOU. 2Tn OUVEXEIQ, EKTEAOUVTAI €K VEOU Ta Briuata 4
Kal 5.

O1 1peig Baoikég diadikaoieg(eikdva KATw) Tou €pyou avaAuong kal diaxeipiong Kivouvou
EVOWUATWVOUV TA TTEVTE TTOPATTAVW AEITOUPYIKA BAUATA:

1. [MpogToipyacia Kal TTPOYPAUUATIONOS €pyou (Preparation & Planning of
implementation).

2. AvaAuon emmikivdouvotnTag (Risk analysis).

3. Alaxeipion emkivdouvotntag (Risk management).

21n 17 diladikagia, TNG TTPOETOINACIAG TOU £pyou, Ba TTPAYUATOTTOINGEI N EvEPYOTTOINCN TOU
¢pyou avaAuong Kail diaxeipiong Kivouvou.

210 2" kar 3" dladikaoia TTPAYMATOTIOIEI HIO OUVEXH avaTtpo@oddTnon OTTou n avaiuon
ETMIKIVOUVOTNTAG UTTOOTNPICEl TN dlaxXEipion TTIKIVOUVOTNTAG,

P1: Planning P2: Risk analysis

P3: Risk management r—

Ewova 10.Awayeipion kivévvov Magerit[Book I11]

KdaBe diadikaoia ekTeAeiTal pe ouykekpipéva BApaTa. Ta oTroia Ba TTapouciacTolv 0TV
evoTnTa 2.3 TTOU AKOAOUBEI.



2.3 Aiadikacieg kail BApara Tng Magerit kai Tou EAR/Pilar

Aiadikaoisg Brjuara

1. MposToiyacia kai Briua 1: MeAETN OKOTTINOTNTAG
TIPOYPAPUATIONOG £pyou (Preparation

J : ) Brjua 2: Npoodlopiopdg TTAaiciou épyou
& Planning of implementation)

Briua 3: MpoypauuaTionds Epyou
Bnua 4: ‘Evapén £épyou

Briua 1: Xapaktnpiopog AyaBwv
Brijua 2: XapakTnpIiopog Kai ATToTiunon
2. AvaAuon TTIKIVOUVOTNTOG ATTEINDV

(Risk analysis) Brua 3: Npoadlopioud AVTIUETPWY
Brjua 4: Ektipnon EmikivouvotnTag

Brua 1: Aqun atro@dcewv
3. Alaxeipion €mIKIVOUVOTNTOG Briua 2: 2x€010 ao@AAEIng

(Risk management) Brjua 3: YAotroinan oxediou ac@aAeiag

Mivakag 1 : Aladikaoieg kal BApara Tng Magerit kai Tou EAR/Pilar



2.3.1 Aiadikacia 1: MNMposgToipacia kai Npoypappationog Epyou

21NV TTPpWTN @Acon TiBeTal €va TTAQIOI0O OXETIKA  PE TN OUAAOYR TNG ammapaitntng
TTANPoOQoOpPIag, TNV EUTTAOKA TWV TNG d1oikNong Kal To oXedIAoUd Tou £pyOou.

BApa 1: MeAérn okomiuornrag.

MeprypdgeTal n PeAETN oKOTIPATNTAG, OTTOU UTTOAOYI(ovTal Ta TTPORARUATA Kal Ta TTIBava
o@éAn Tou Ba TTpokUwouv atrd Tnv uAlotroinon evog épyou avaAuong kal dlaxeipiong
EMKIVOUVOTNTOG  yia  Tov  opyavioud. TIpokUTITEl  MIO  TTPOKATOPKTIKY — €KBeon,
TTEPINAUBAVOVTOG TIG EVEPYEIEG TTPOETOINACIAG IO TNV dlECaywyr] ToU €pyou.

BApa 2: Npoocdiopiouds mAaigiou épyou.

AkolouBei o kaBopiopdg Tou TTAaIciou Tou €pyou. KaBopilovtal oi oTdxol Tou £pyou, Ol
TTEPIOPIOHOI (TT.X. YEWYPAPIKOI, XPOVIKOI, AEITOUPYIKOI K.4.) KQI TO KOOTOG TTOU ATTAITEITE.

BApa 3: MNpoypauuariouog Epyou.

‘Emreita akoAouBei o TTpoypapuaTIONdS Tou  €pyou. Anuioupyeite TO TTAGVO  TWwV
OUVEVTEUEEWV YIa TN oUAAOYH TTANPOQPOPIWY, TTOIO ATOUO Ba CUPHETEXOUV OTNn dlaxeipion
Kal uAotroinon Tou €épyou Kai opifovial Ta KaBrikovtd Toug. TéAog, kabopiletalr TO
XPOovodidypaupa Tou £pyou Kail N Slaxeipion Twv GUAEXBEVTWV TTANPOPOPIWV.

BApa 4: Evapén épyou.

2UVTAooovTal Ta EPWTNHATOASYIA YIa T CUAAOYI TWV aTTaPAiTATWY TTANPOPOPIWY Kal TO
TAAVO OUVEVTEULEWY, OnuIoUpPYEiTal €vag KATAAOYoG HE Ta ayaBd TTou TIPETTEl va
TIPpooTATEUBOUV Kal  TTPoodlopifovTal  Ta  KPITAPIO  EKTIMNONG  Toug. TEAOG, yiveTal
KABOPIOPOG TWV TTOPWV TTOU ATTAITOUVTAI YIO Th UAOTTOINON TOU £PYOU, KOl TAUTOXPOVQ
KOIVOTTOIEITAI 0€ OAOUG TOUG EUTTAEKOUEVOUG TO TTAAVO.



2.3.2 Aiadikaoia 2: AvaAuon EmikivduvoTnTag

AuTi} n dladikaacia gival n KPIoINOTEPN, KABWG KPIVETAI N EYKUPOTATA KAl N
ATTOTEAEOUATIKOTNTA OAOKANPOU TOU £pyou. MNepIAapBavovTal 0 evIOTTIOPOG, N EKTIUNON
TWV TTEPIOUTCIAKWY OTOIXEIWV KAl TUXOV ATTEIAWV.

BApa 1: Avayvwpion kai Arroriunon Ayabwv.

270 BAPa autd, Ta ayadbd, avayvwpilovTal, CUCXETICoVTal KAl TAgIvOUoUvVTal oUPQWVA HE
00a dedopéva Exoupe OUAAEEEI 0T TTponyouuevn dladikaaoia. TEAOG yiveTal aTToTiunon o€
auTtd.

BApa 2: Xapaktnpiouog kai Ammoriunon ATreiAwy.

210 PBAua auté avayvwpifovial ol atmelAéG TTou  agopouv To KABe ayabd  kai
KATnyoploTrolouvTal he BAon Tnv ouxvotTnTa TTOU UTTOPEI va EU@AVIOTOUV Kal TO YEYEBOG
NG {NMIAG TTOU PTTOPOUV VA TTPOKAAECOUV.

KATHIOPIEZ AMNEIAQN

DuOoIKEG KATOOTPOPEG Zeiopoi, MANuuOpEG.
(CeyovoTa TTou pTropEi va aupfolv Xwpig va TTpokaAolvTal
dueoa A Euueca atmo avlpwITToug).

KaTtaoTpo@Eg BIoPNXavIKAG TTPOEAEUONG Pymavon, MéAuvan,
(TeyovoTa TToU PTTopE va GUUBOUY aTTé avepwmivi HAextpikég BAABE.
dpaocTnpidTNTa BlopnxavikoU TUTTou. Tuxaia ) EOKEPPEVA).

AABn 1 AKOUOIEG ATTOTUXIEG User errors,

(AKOUGIEC QOTOXIES TTOU TIPOKAAOUVTAI 0TI GTOHA). Administrator errors.

HOeAnpuéveg emOEoEIg Manipulation of the

(ZkOTTIPEC aoTOYiEC TTOU TTPOKaAOUVTal aTTd GToua). configuration, Masquerading of
user identity.

Mivakag 2 : Katnyopiotroinan atelAwv otn péBodo Magerit

BApa 3: Xapaktnpiouog Avriuérpwy.

210 BAMa auTd e¢eTdldovTal Ta NON UTTApXOVTa PETPA Kal agloAoyouvTal e Baon Tn
ATTOTEAEOUATIKOTNTA TOUG. AUTO ETTITUYXAVETAI PE TNV BIEEaYWYI CUVEVTEUEEWV KAl
OUUTTANPWON £pWTNUATOAOYIWY ATTO Ta KATAAANAQ ATopa.



BAua 4: Exriunon Emkivdéuvornrag.

270 Bripa autd yiveTal €KTIMNON TNG eVOEXOUEVNG KAl EVOTTOPEVOUCQG ETTITITWONG YIA TO
ovuoTtnua TTou egetdletal. MapdAAnAa, TagivopouvTal Ta ayadd, o BaBuod KpIoIudTNTAG TNG
EMTTWONG N TNG €TMIKIVOUVOTNTAGS. H uéBodog, uttoloyilel Tnv evatrouévouoa (residual)
ETTIKIVOUVOTNTA GUVUTTOAOYICoVTaG TN ocuoowpeupévn (accumulated) kal Tnv atrokAivouoa
(deflected) emkivouvotTnTa. H KAipaka TTOU XPNOIYOTIOIEITAI VIO TNV ATTOTIMNON TOCO TNG
EMKIVOUVOTNTAG 00O Kal TNG ETTITITWONG TTAipvel TIWEG a1t To 0 — 9 KAl PYTTOPEi va Yivel €iTe
TTOIOTIKA EITE TTOOOTIKA.
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2.3.3 Aiadikaoia 3: Alaxeipion EmikivduvoeTntag

O1 kivduvol aglohoyouvTtal pe PAON: €UTTIOTEUTIKOTATA, AKEPAIOTNTA, dl0Be0IPOTNTA,
auBevTIKOTNTA Kal uTTEUBUVOTNTA.

[a TNV avTIHETWTTION TOUG AQUPBAVOUE:

. Métpa TTpooTaciog
. MoAiTikEG
. Aladikaoieg

Kal aglohoyeital o evatTopegivavTag Kivouvog.

H diaxeipion emkivouvornTag utropei va opiotei w¢ n diadikaaoia ueiwong tng meavorntag
urrapéng avermifuunNTwy CUVETTEIWVY O€ éva €pyo arTd TO OTAGIO TOU GXEOIQOLOU UEXPI Kal TV
Agiroupyia tou. (Serpel et al., 2015).

MepiAapBdavel Tov eviomopd TV avdAuon TNV QVTIMETWITION Kol TTapakoAoubnon Twv
KIVOUVWV.

BApa 1: Ajyn Ammopacewv.

MpoadiopileTal N TIPR TNG €mMKIVOUVOTNTAG 0€ KAipaka (Kpioiun, cofapr], afidAoyn R
ATTOOEKTH) KOl ava@EépovTal Ol ETITTTWOEIG, TTepIAauBAavovTag TIG odnyieg yia Tnv
QVTIMETWTTION TOuG. @a odnynoel otnv Afwn ammo@dcewv amod Tn d1oiknon Pe oKoTro va
QAVTIMETWTTIOTOUV OI ATTEIAEG KOI VA TTEPIOPIOTOUV Ol ETTITITWOEIG TOUG.

BApa 2: lNpocroiuacia oxediou acedAciag.

Ma 1N avamTugn evog oxediou ao@AAciag ouvuttoloyifovTal Ta oevApia OTA OTToia Ol
EMTITWOEIS KAl N ETMKIVOUVOTNTA [pioKovTal o€ KpioIgo 1 ocoPBapd etiredo. Oa
dnuioupynBouv  TTpoypdpuaTa ac@AAElog TTou Ba TTapéXouv TPOTTOUG AVTIPETWTTIONG
Toug. O oTOXOG €ival 0 KABOPIoPOS AVTINETPWY TA OTTOI B PEIWOOUV TNV ETTITITWON KAl
TNV €MKIVOUVOTNTA O€ ETTITTEDQ ATTOOEKTA ATTO TN BI0IKNON TOU OPYAVICHOU.

BApa 3: YAorroinon rou oxediou aocpdAciag.

Edw ekTeAoUvTal OAa Ta TTPOYPAUPATA AOQAAEIOG, PE OKOTTO TNV UAOTIOINON Kal
epapuoyn Tou oxediou aoPAAEIOG TTOU €xeEl KaBopioTei OTO TTponyoUuevo BAMA. Zav
atmmoTéAeoua gival 0 Kabopiopdg avTigéTpwy, n dnuioupyia KPI'S kai n dnuioupyia
EVNUEPWHEVWYV HOVTEAWV ETTIKIVOUVOTNTAG.

I. ZxomeAitng, |. Baothag, Mavemiotriuio Ayaiou, T, Mnx/kwv M.E.3. 29



MeAETn ao@AAEIag TTANPOPOPIAKOU CUOTAUATOG VOOOKOMEIOKAG Jovadag

2.4 To EpyaAcio EAR/Pilar

To epyaAieio EAR/Pilar [EAR/Pilar, 2014] umrootnpiCel Ttnv Olaxeipion NG
EMMKIVOUVOTNTOG, EVW TAUuTOXpOova Trapéxel avaAuon kaBwg auth uAotroigital. To Pilar
uttooTnpiCel Tnv uebodoloyia Magerit kal éva @daopa rpotuTiwy I1SO. Ta TTpdTUTIA AUTA
eivaul:

° 13335: 2004
° 17799: 2005
° 15408: 2005
° 27001: 2005.

To Pilar rapéxel pia BIBAIOBRAKN YE TTEPIOUCIOKA OTOIXEIQ, ATTEINEC KOl HETPA TTPOOTACIOG.
ECayel péTpa ao@aAeiag KoIVA PE TO YVWOTA TTPOTUTTA ao@aAciag, ottwg 1r.X ISO/IEC
27002:2013.

Ta gpyaAgia YTTOPOUV va EKTINAOOUV TOV KivOUVO yia éva oUCTNPA €AV PTTOPECOUNE va
UTTOAOYIOOUE TNV oUXVOTNTA TTOU EU@avidovTal Ol ATTEIAEG O€ AUTO.

O avTikTuTToG aPOopPd TO KOOTOG TTOU TTPOKUTITEI AV YIQ KATTOI0 ayaBd uttoBaBuioTei n agia
TOU QQOU €XEl EKTEBEI 0€ KATTOIA ATTEIAR.

2av atmroTéAeopa pE BAOCH TA TTOPATTAVW, HE TOV UTTOAOYIOHO TNG OoUXVOTNTAG KaI
TNG UTTORABUIONG TOU CUCTAMATOG, EKTIMATE N EUTTAOEIA TOU.

Me Baon Ta pétpa ac@aAgiag TTou Ba TTapBouv yia cuxvoTnTa EJPAVIONG ) TOV AVTIKTUTIO
TTPOKUTITEI O UTTOAEITTOUEVOG KivOUVOG YIa TO CUCTNHA UAG.

Katd tnv apxikr} 08évn Tou gpyaleiou 0 avaAuTrig KaAeiTal va eIAEEEI av Ba aoXoAnOei pe
MEAETN ETTIKIVOUVOTNTAG 1 ME PMEAETN ETTIXEIPNOIOKAG CUVEXEIOG. ETTioNg diveTal n €1mIAoyNA
TTOOOTIKAG 1 TTOIOTIKAG avAAuong yia KABeuid atrd TIG TTPONYOUMEVEG — TTEPITITWOEIG
MEAETWV.

I. ZkomeAitng, I. Baohag, Navemiotrpio Atyaiou, T, Mnx/kwv M.E.Z. 30
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2.4.1. Ayabd

210 gpyaAcio Pilar yivetar xprion layers yia 10 dIaxwpIOPNO TwV ayabwv O€ KATNYOPIEG.
Me autd emTUyXAVEl TNV €£APTNON KAl TIC CUOXETIOEIG JETALU TWV DIAPOPETIKWYV OPAdWYV
ayaBwv. Ta layers TauTtidovtal P TIG 9 KATNyopieg ayabuwy, TTou opilovtal atro 1n PéBodo
Magerit.

Ta mmpoteivopeva layers katd 1o Pilar gival Ta €€ ¢:

. Essential layer [B]

. Internal services [IS]

. Equipment [E]

. Subcontracted services [SS]
. Facilities [L]

. Personnel [P]

21NV TTapouca PeAETN Ba akoAouBnBei n katnyopiotroinon Twv ayabwyv katd Magerit:

KaTtnyopigg ayafwv

1. Ymnpeaieg (Services) 6. Pucikd Méoa Atrobrikeuang (Media)

7. BonBnTikdg EEOTTAIONOG

2. Aedopéval/llIAnpogopia (Data/Information) (Auxiliary equipment)

3. Epappoyég (Applications/Software) 8. EykataoTdoeig E¢ommAiopou (Installations)
4. EEoTTAIONOG 9. MNpoowTTIKO

(Computer Equipment/Hardware) (Personel)

5. AikTua ETmikoivwviwy

(Communication networks)

I. ZkomeAitng, I. Baohag, Navemiotrpio Atyaiou, T, Mnx/kwv M.E.Z. 31
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Mivakag 3 : Katnyopiotroinon ayabwv Magerit

Xpnowyotroigitar o “Movtého Egdptnong AyaBwv” (Asset Dependency Model). Auto
MTTOpPEI va yivel €iTe atmeuBeiag u€ow Tou epyaleiou eite pEOw TNG elI0aywyng €1dikou XML
apxeiou.

2nuaivel o011, €éva ayabd pe peyaAuTepn agia, e¢aptdral amd éva xaunAdétepng agiag, otav
MIa atTelAf; TTou TTAREEN TO XaunAdTepo o€ aia ayabd Ba éxel eTTiTTTwon o€ autd WE TNV
uwnAoTEPN agia.

A@ou Ta ayaBd avayvwpioTouv Kal KatnyoplotroinBouv, katd tn Magerit akoAouBei n
ATTOTIiUNON AUTWV.

2.4.2 Atrotipnon Ayabwv

Katd tnv Magerit Tpoo@£peTal, TTOIOTIKN ] TTOOOTIK) avAAuon Kal YTTOPEi va eTTIAEXOEI
avaloya o1rd Tov UTTEUBUVO TNG MEAETNG. 2€ KABe PovTéNo, N ETTITITWON UTTOAOYidETal
Baoel TG TIUAG Tou ayabou oTig 3 BAoIKES apxés TG ao@dAciag C.lLA. aAAG Kal JeE akOPa
2 v Authenticity kai Accountability. (EptmoteutikotnTa, AkepaidoTnTa, AIABECINOTNTA,
Atrovopr EuBuvwy, AuBgvTikoTtroinon).

2.4.3 EKTipnon atmrelAwv

MepiéxovTtal egeIdikeupéva €idn atreldwy 6TTwg 1o malware diffusion aAAG kai 10 yevikou
TTEPIEXOPEVOU OTTWG N KOIVWVIKE unxavikr (social engineering). OpileTe pia apyIkn TIKA
TNG ETMTITWONG KABE QTTEIARG, OTTOU OTNV CUVEXEIQ BIVETAI N dUVATOTNTA ETTEEEPYATIOg
TNG. 'ETO1 Trpooeyyidel Tnv mOavoTnTa UTTapEng MIAg OTTEINAG PEOA ATTO OIAPOPETIKEG
OTITIKEG Ywvieg (TBavoTNTA EPPAVIONG, duvVNTIKOTNTA, €UKOAIQ, €TTiTTEd0, OUXVOTATA) KOl
divel Tn duvaTtdTNTa €TTEKTAONG TNG BAoNG dedouEvwy Twy euttaBeiwv ye XML apyeia pe
Ta TTpoc@arta CVEs.

I. ZkomeAitng, I. Baohag, Navemiotrpio Atyaiou, T, Mnx/kwv M.E.Z. 32
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2.4.4 Avayvwpion kai Atrotipnon atreiAwv

Katnyopieg Atreihwv Magerit kai Pilar:

[N] ®uoikég kataoTpo@ég (Natural Disasters)

[1] KataoTpopég Brounxavikng TrpoéAeuong (Of Industrial Origin)
[E] AGBN 1} akouoleg atrotuxies (Errors and unintentional failures)
[A] HBeAnuéveg emBéoeig (Wilful attacks)

[PR] Kivduvol 18iwTikéTNTOG (Privacy risks)

210 epyaAcio Pilar n eutrdBeia TrpoodiopideTal o 3-fAaBuIa KAipoaka “Low”,

” o«

“Medium” “High”. ETTiong divovTtal KATTOIEG TTPOKABOPIOHUEVES TINEG ATTOTIUNONG, OTTO TA
apxeia TSV (Threat Standard Values). Autd TTepiExouv KaTtaAdyoug PeE TIG ATTEINEG Kal TIG
TIMEG TOUG avd KaTnyopia ayaBou.

KpitApia aépoiong miKivduvoeTnTag.

* H atokAivouoa eTmikivouvoTnTa Yia dIaQopPEeTIKA ayabd uTropei va abpoloTei

* H ouoowpeupévn emKIVOUVOTNTA ayabwyv TTou dev aAANAeEapTwvTal Kal
dev £XoUV £€APTNON O€ KOIVO ayaBd uwnAdTePOU ETTITTEOOU PTTOPEI VA
abpoioTei.

* H ouoowpeupévn eTIKIVOUVOTNTA yia Ta ayaBd TTou dev gival avecaptnTa
METAEU TOUG, Oev TTPETTEI VO aBpoideTal KABWGS AuTO Ba CUVETTAYETAI TV
UTTEPTIMNON TNG ETTIKIVOUVOTNTAG, CUUTTEPIAQUBAVOVTAG TN CUCCWPEUPEVN
agia Twv ayaBwv uwnAdTEPOU ETTITTEOOU APKETEG POPEG.

* H emkivouvoTnTa TWV dIAQOPWV OTTEIAWY YIa TO idl10 ayabd utropei va
aBpoIoTEi, av Kal gival XproIuo va EETAOTEI 0€ TTo10 BABPO o1 dIAPOopPES
atreINEG gival aveEdpTnTeG PETAEU TOUG A Kal TTAPAAANAEG.

* H emkivouvoTNTa YIOG ATTEIANG O€ BIAPOPETIKES DIOOTACEIG, MTTOPEI va aBPOIOoTEI.

I. ZkomeAitng, I. Baohag, Navemiotrpio Atyaiou, T, Mnx/kwv M.E.Z. 33
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O1 oTOXO0I TNG ATTOTINNONG TWV ATTEIAWV €ival:

* ExTiynon Tng mBavOTNTAG Va TTpayuaToTToINOE pia aTTelAf evog ayabou.

* ExTipnon tng uttoBABUIONG TTOU TTPOKAAEI MIa ATTEIAr} OTO ayaBo.

Emopévwg, yia va agiohoynBouv ol atrelAég yia KABe ayaBo TTpétel va AngBouv uttoywn n

utToBA&BuIoN Tou ayaBou Kai n TeavoeTNTA EPPAVIONS TNG ATTEIANG.

2.4.5 Avayvwpion Eutrafsiwv.

EumdBecia cival kB aduvapia TTou PTTOPET va EKUETAAEUTE Jia aTTEINA 1, TTI0
OUYKEKPIPEVQA, OTTOIAdNTTOTE AdUVANIA VOGS TTEPIOUCIAKOU OTOIXEIOU R TwV dIOCPANICEWY
TOU TTOU BIEUKOAUVOUV TNV ETTITUXIO WIaG TTIBAVAG ATTEIANG.

O1 euttdBeIeg uTTOPEI Va gival dUO €18WV:
e TexvikéG euTtdBeles: aduvapia evog ayaBou. .. EAAEIYN EVNUEPWHEVOU
AOYIOUIKOU
*  OpyavwrTIKEG UTTABEIEG: aduvapieg EAEyxou. TT.X. aduvauia auBevTIKOTToiNONG TOU

xpenorn.

Kai o1 duo TUTTOI avakaAUTITOVTaI HE EAEYXOUG, €iTE pE TN BorBcia KaTTolou epyaAciou
odpwong eUTTABEIOG €iTE XEIpOoKivNTa.

O1 TexvIkEG euTtdBelec oUuAAéyovTal 0TO PILAR w¢ augnuévn mBavétnTa ep@aviong
aTreINAqG.

Ta avayvwpioTnkav yia Ta ayaBd tou Noookopegiou gutrAouTtidovtag Tnv Baon dedopévwv
aT1Td TO TTIO TTpéO'(PGTO 'ITpC’)TU'ITO TOU N|ST.[https://cve.mitre.org/]

1| ¢ = [E] Equipment
¢ ‘3 [sw] Applications
9 A 0S PCs] 0S Window:

DDDDDDDDE-]DD

CVE-2023-21558
CVE-2023-21746
CVE-2023-21752
CVE-2023-21757
CVE-2023-21758
CVE-2023-21759
CVE-2023-21760
CVE-2023-21765
CVE-2023-21766
CVE-2023-21767
CVE-2023-21771

CVSS:3. 1/AV:L/AC:L/PR:L/UIN/S:UIC:H/Il:H/AH
CVSS:3. 1/AV:L/ACL/PR:L/UIN/S:UIC: HITHIAH
CVSS:3. 1/AV:L/ACL/PR:L/UIIN/S:UIC:N/:HIAH
CVSS: 3. 1/AV:N/AC:L/PRIN/UIIN/S: U/ C:N/LINIAH
CVSS:3. 1/AV:N/AC:L/PR:N/UI:N/S: U/ C:N/ENIAH
CVSS:3. 1/AV:L/AC:L/PR:L/ULN/SIUIC:L/:N/AIN
CVSS:3. 1/AV:L/AC:L/PR:L/UINIS:UIC: N/ HIAH
CVSS:3. 1/AV:L/AC:L/PR:L/ULN/S:UIC:HI:H/AH
CVSS:3.1/AV:L/AC:HIPR:L/UI:NIS:UIC:H/ENFACN
CVSS: 3. 1/AVL/AC:L/PR:L/UEN/S:UIC:HI HIAH
CVSS:3. 1/AV:L/AC:H/PR:L/UEN/IS:UIC:HI:HIAH

Eiwkova 11. Vulnerabilities Win 10
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2.4.6 Xapaktnpiopodg avripérpwyv Magerit.

MpayuaToTToIEiTAl EVTOTTIONOG TWV 1O UTTAPXOVTWY QVTIHETPWY, TTOU TTPOKUTITOUV KO’
OAn TN IAPKEID TG HEAETNG EVW EKTIMATAI N ATTOTEAECUATIKOTNTA TOUG.

Kartda Tnv avayvwpion TwV UTTApXOVTWY AVTIHETPWY, TO EPYAAEIO TTPOTEIVEI Ia AioTa JE
QAvTihETPA, aTTO Ta OTToIa Ba €TTIAEXBOUV TTOIa I0XUOUV 1] OXI, evw diveTal n duvaTdTNTA TO
idl0 TO EpyaAEio va TTPOTEIVEI AQUTONATA.

Ta avTigeETPA KATNYOPIOTTOIOUVTAI BACT TNG OTTOTEAECHATIKOTATAG TOUG KAl a&IoOAOyoUvTal
o€ maturity levels(eTTiTredo wpINOTNTAG), OTTOU OPICETAI N KATAOTAOT EQAPHOYAG TWV
UTTOPXOVTWY QVTIUETPWY OTIG DIAPOPES PATEIS TOU €pyou. H KAipaka agloAdynong 1Tou
xpnoigotroigitan gival atroé 0% (LO) péxpr 100% (LS).

effectiveness | level | meaning administrative
0% L0 | non existent does not exist
10% L1 | initial / ad hoc started
50% L2 | repeatable, but intuitive | partly done
90% L3 | defined process working
95% L4 | managed and measurable | monitored
100% L5 | optimised continuous improvement

Ewkova 12. Maturity Level[ Book II the elements]

Etriong yivetal diaxwpIiouog Twv avTIHETPWY BACN 4 KATNYOPIWV:

KATHIOPIEZ ANTIMETPQN

[PR] : Aladikaaieg (procedures)

[PER] : MoAimikA MpocwTrikoU (personnel policy)
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[T] : Texvikég Auoeig (Technical solutions) :
* [SW] : Noyiopiké (applications (software)
* [HW] : ®uoikég Zuokeuég (physical devices)

* [COM] : NMpooTaacia TnAemikoivwviwy (protection of communications)

[PHY] : ®duoikn AogpdAcia(Physical Security)

Mivakag 4. Katnyopieg AvTIHETpWYV

Ta avriperpa atroTiywvTal Aapfdavovrag utrown:

1. Tnv KataAANASTATO TOUG YIa TO OKOTTO TTOU UAOTTOIRBNKav.

2. Tnv 1T016TNTA TNG UAOTTOINONG TOUG.

w

. Tnv ekmmaideuon Twv UTTEUBUVWY YIa TN dIauOpPWaon Kal TN AEITOUpyIA TOUG.

A

. Tnv ekmaideuon Twv XpNoTwy, EQOCOV aUTOI €XOUV KATTOIO EVEPYO POAS.

o)1

. Tnv UtTapén PETPWYV EAEYXOU Yia Tn YETPNOT TNG ATTOTEAECHATIKOTNTAG TOUG.

6. Tnv uTTapén SI0BIKACIWY YIA TOKTIKEG AVABEWPNOEIC TWV AVTIHETPWY AUTWV.

Xpnaoiyotrolgital SlaxwpIoHOg Twv avTINETPwWY BACEl 4 KATNYOPIWY Kal opieTal O TUTTOG
TTpooTaciag yia kaBe avrtiperpo. O1 10 TUTTOI TTPOCTACIAC.

Risk analysis \Safeguards\Aspect Risk analysis \Safeguards\Type of protection
S | |
— PR — prevention — AD - administrative
Aspect the safeguard deals with: — DR - deterrence — AW - awareness
— M for management EL — elimination DC - detection
T for technical IM — impact minimization MN - monitoring

— CR - correction

PHY for physical security
- - RC — recovery

std — standard / policies

PER for personnel management
proc - procedure

cert — certification or accreditation

Risk analysis \Safeguards\Relative weight

Not cvery safcguard is cqually important:

gD

highest weight | Critical.

Very important.

normal weight | Important

low weight Interesting.

/ assurance: certified components

Ewova 13.Ataywpiopds Avtipétpov [EAR/PILAR]
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3. MEAETH MEPINTQZHE FENIKOY NOZOKOMEIOY

To MNMAnpo@opiakd 2uoTtnua Tou Mevikou Noookopeiou (MZIMN), agopd 10 CUVOAO Twv
EQAPHUOYWV TTANPOPOPIKAG EXOVTAG AAANAEEOPTACEIG HETAEU TOUG KAl KAAUTITOVTOG TIG
ETTIXEIPNOIOKES ATTAITHOEI TOU.

To Noookopegio d1a8£1€1 OAOKANPWPEVO TTANPOPOPIOKO CUCTNUA JE UTTOOUCTAPATA
IATPIKOU KAl EpYyacTnPIAKoU, VOONAEUTIKOU, BIOIKNTIKOU-OIKOVOMIKOU KOl TEXVIKOU.

‘Exouv avatrtuxOei yéoa o€ auTtd dIAPOPa UTTOCUCTAUOTA TTOU TO KOBEVA KOAUTTTEI
OIOQOPETIKEG AEITOUPYIKEG DIABIKATIEG HEOW EVOG eviaiou TTEPIBAAANOVTOG TTOU €XEI
avatrtuxBei atmmd Tov opyavioud eocwWTEPIKA.

O1 mreploxég rou oupTtrepIAapBaver Eva MEMN utropei va KatnyopiotroinBouyv yevikd oTIg
TTAPOKATW:

— latpikda MAnpo@oplakd 2ZuoTriuaTa
— AlaX€EIPIOTIKA ZUOTANOTA AoBEVWV

— AI0IKNTIKO - OIKOVOMIKA ZUCTAPATA

larpiké YmroouoTnpa:

ExkTeAoUvTal 01 BOOIKEG KEVTPIKEG AEITOUPYiES DlaxeEipiong OTTwG (UTTodoxr acBevwy,
TTPOYPAPUATIONO aoBEVWV), TIPNOTN TOU KATAAOYOU ACBEVWY Kal TOV IATPIKO TOUG PAKEAO.
Etriong diaxeipidovral o1 EpyaoTnNPIOKEG ECETACEIG, DIAYVWOEIG, KAIVIKWYV TTPWTOKOAAWY,
IATPIKWY TTOPICHATWY, ETTEIYOVTWY TTEPIOTATIKWYV, XEIPOUPYEIWV, ECWTEPIKWY IATPEIWV,
TTPOYPAUUATIOPEVWY ECETACEWV (PAVTEROU), ATTOTEAEOUATWY ECETACEWY —
YVWHATEUOEWYV, QAPPAKWY. TEAOG UTTOPEI va YiVEl ETTECEPYATIA TWV OTOIXEIWV TWV
aoBevwy, Kal Je KATAAANAN etTeCepyacia va e¢axBouv dida@opol OEIKTEG.

NoonAguTiké YroouoTnua:

A@opd Tn diaxeipion Kal TNV avAaTTTuén Twv dIEPYACIWY TWV VOONAEUTIKWY DEDOUEVWY,
TWV TTANPOQOPIWYV KaI TNV UTTOOTHPIEN TNG VOONAEUTIKAG TTPOKTIKAG KAl TNG VOONAEUTIKAG
@povTidag. BonBda otn d1oiknon TNG VOONAEUTIKNG UTTNPETIAG, 0T BIAXEIPIOT ATONIKWY
TTANPOPOPIWV YIa TNV PPOVTIda Tou acBevr|, oTn diaxeipion TTANPOPOPIWV Kal TRV AN
ammoPAcEwV Yia TNV VOonAeuTIKA Bepartreia TTou Ba akoAouBnOei.

I. ZkomeAitng, I. Baohag, Navemiotrpio Atyaiou, T, Mnx/kwv M.E.Z. 37



MeAETn ao@AAEIag TTANPOPOPIAKOU CUOTAUATOG VOOOKOMEIOKAG Jovadag

NoonAeguTikn} YTInpeoia
— latpikég Mpda&eic— HAekTpovikéS MapayyeAieg (OrderEntry) — AiaitoAoyikd
— latpika Mopiopata

— E&e1dikeupéveg epapuoyEg:
TnAgiaTpikA - YTTOOTAPIEN OTABUWY BIaKOUIdNS aocBevwv
Kart’ oikov. TTepiOaAyn

E€eidikeupéveg uéBodol Bepartreiag

H MAnpogopikr atnv latpikn - eHealth: Baoikég Apxég kai E@apuoyég, Venot et all, 2019. HAektpovikr| Yyeid, M. AyyeAidng, 2015. Aiagpdveieg, ZuoTApaTta
uyeiag kal TTAnpogopikr), H. BapAdung

AI10IKNTIKO - OIKOVOMIKO YTTOOUOTHHA

- M'pageio kivnong - AoyioTApIo acBevwy - AIOIKNTIKI) UTTOOTAPIEN , YPaUUaTEIa -
Alaxeipion avBpwTrivwy Tépwv - MigBodoaia - AoyioTipio - MpwTdkoAAo - Alaxeipion
UAIKOU - IMpopnBeieg - ATTOBNKeG - TuAPa dIaTpoPng

Ymoouotnua Alaxeipiong AcBevwv

— pageio Kivnong — €CUTTNPETNONG ECWTEPIKWY A0OEVWV
— Alaxeipion pavTeRoU — eEWTEPIKWYV ATTOYEUUATIVWV IATPEIWV — AOYIOTAPIO 00BEVWV—
TIMOAGYNON 1ATPIKWY UTTNPECIWY — Pappakeio — ZuvtayoAdyia.
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AsomnTixo o YnoauaTnua latping
Ynoobornpa | saytipiong Aot Ynoobornpe
T poagatis Kivmony, NoonguTikds,
[pvt) Aoysomae Aeotipeon Povreiou Ynnpeoieq
NpounGAdyIoud Aoy AdBrvy EneryowTo
Eonpox i Aoyopoouo Aoyviaong
| Mnpurio: Acyopooyol TaTpwa NpwTomohha
Sxpgion . larpxd Nopsoyara
Npoownmou/ Motiodooo
r—y - : . latpmic, Npokgs
Boxtioon Andenar e laTpm laroped
Ll (L
Moy Aaytigson ait ,I',H“ ——mm
TupBdows L ) 'lmlﬂ
ANEgnOn BB Oy -
= EpyooTnpiwy
Ivompo
Buayeipang
ANEIXOVICTICGY
EQYOOTTPiwy
KOI IGTRIRRY
nxdvwv{RIS/PACS)
RIS
TG, Enmarvvics- rnAdarpecic pvio pii
euguiog Evopvovin{LT) P st DICOM/HLY
H_'__"‘—h—.___ 1 _—
PACS |

e —
piTo nAnpopomod’ YCiApYIR Aopaksgmingt
PUETALGTG Yysiog opeic

Ewkova 14. I1X Nogokopgiov

https://drdollah.com/hospital-information-system-his/
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3.1 XapakTnpionog Ayabwv

ASSET INVENTORY

Ta mTepIOUTIakG ZToIXEia Tou UTTO e€€Taan opyaviopou (MZMN) 6a Ta kaTatdEoupe OTIG
TTAPAKATW PBACIKEG KATNYOPIEG:

Layers Assets Domains Statistics
¢ == [B] Essential assets
| [DataP] Data Patients
| [DataE] Data Employees
| [DataF] Data Finance
% == [1S] Internal services
is [S_NewP] Hospitalization
is [S_Blood] Blood Donation and Analysis
is [S_sal] salary
is [S_Sup] Supplies
¢ = [E] EQuipment
¢ ‘=3 [SW] Applications
[Antivirus] Antivirus
[ERP] SAP
[SQL] My SQL
[LIS] LIS app
[RIS] RIS app PACS
W] Hardware
[SRVDP] Main Server DB
[SRV_LIS] Server LIS
[SRV_RIS] Server RIS PACS
[SRVF] Server Finance
[SRV_Blood] Server Aimodosia
[SRVB] Server Back Up
[Lan_Pr] Lan Printer
[PC_RIS_PACS] Personal Computer_RIS
[PC_LIS] Personal Computer_LIS
[PC_S] Personal Computer_Salary
[PC_Supply] Personal Computer Supply
[PC_Blood] Personal Computer Blood
[PC_Grammateia] Personal Computer
[Router] Router
[SWs] Switch
[Modem] Modem
[AP] Access Point
OM] Communications
[Firewall] Firewall
A [LAN] Local Area Nettwork
A [WIFi] WiFi
¢ ‘=3 [AUX] Other elements
[Generator] Generator
[Cabling] Cabling
[Surveillans] Camera
[UPS] UPS
[Antena] Antena
[RFID] RFID reader
[UHF] UHF
¢ <= [55] Subcontracted services
A [InternetP] Internet Provider
A [Power] Electricity
% == [L] Facilities
[SRV_Room] Server Room
[Building] Building
[AirCon] Climatization
[Blood Room] Blood Room
[Laboratories] Laboratories
[FD_Room] Financial Department
P] Personnel
[MedS] Medical Staff
[IT] IS Engineer
[Admin] Administrative Staff
[OPS] Operators
[CU] Common User

= |=[ 4]+[ @omain] [ source|
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Ewova 15. Assets
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» Essential Assets - Data:

Eival Ta dedopuéva 1Tou agopolv oTa PN-TTPOCWTTIKA, OTA TTPOCWTTIKA KAl OTA euaicOnTa
TTPOOWTTIKG dedopéva TwV:

YmaAAnAwv, a@opouv TTPOCWTTIKA KOl OIKOVOMIKA OTOIXEIG (APOIBES, EICPOPES, KTA).

AoBevwyv, agopouv Toug aoBeveic Tou N kai gival euaioBnTa dedoPEVa(ETTIOKEWEIS Kal
apxeio aoBevwv, Xprion QapPAaKwWY, I0TPIKEG KAl EPYACTNPIAKWY EEETACEWYV, Kal Oedopéva
TNG aIodoaTiag).

AoyIoTIKA, a@OpPOUV Ta OIKOVOWIKA OTOIXEIQ TwWV ouvaANacoOpevwy Pe To N,
(TTPOMNBEUTEG, TIG OIKOVOUIKEG OUVAAAQYEG, KOl OTOIXEIQ ICOAOYIOHUWY)

* Services:
Eival OAeg eKeiVES OI UTTNPETIEG TTOU TTAPEXOVTAI OTOUG XPHOTEG.

» OIkovopiKn diaxeipion

» A\oyIoTIKA dlaxeipion

* MapaAaBn kail S1AB£0N PAPPOKEUTIKOU KAl UYEIOVOUIKOU UAIKOU

* Alaxeipion TTPOCWTTIKWY KAl OIKOVOUIKWY OEQOUEVWV TV EPYACOUEVWV

* Mapoxr uTTNPECIWY TTPOG VOONAEUOUEVOUG Kal EEWTEPIKOUG aCOEVEIC

* NoonAgia aoBevwv
* MNapoxrn eapUaKeUTIKAG TTEPIBOAYNG
* Mapoxr aTTOTEAECUATWY EPYAOTNPIOKWY ECETACEWV

Eq@apuoyéc lNpoowrrikou
Eq@apuoyéc AoBevwv

* Equipment:

* Hardware
Eival 6Aa ekeiva Ta UAIKG pépn Tou MM tTou emTegepyddovTal Ta dedouéva.
Server pe Windows 2012 Server, yia Ta OIKOVOPIKA TOU NOCOKOWEIOU.

Server pe Windows 2012 Server yia Ti¢ epapuoyég 'N, TIG OTToieG £x€1I avaTTTUEEI TO
HAIKA kai xpnoigotrolouvtal atré 1o Tunua Eicaywywv AcBevwy, 1o apuakeio, 10
"pageio YAIkoU, To AoyioTthpio, To Tunua Aiatpo@nig, Tn Mpapuareia EEwTepikwv
latpeiwyv, Ta Mpageia NoonAiwy, lpatiopou kai Yyeiovouikou YAIKoU.
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Server pe Windows 2012, yia TIG epapuoyEG Tou Tuuatog Aipodoaoiag.

Personal Computer pe Asitoupyiké ouotnua Windows 10 yia Tnv epapuoyn TNG
MioBodoaoiag.

Lan Printer ethernet, yia Tov kevTpiké €CutTnPETNTA.

AikTuako6g €§omAIopo6g (routers, switches ,hubs). MepIAauBavel TIC CUCKEUES TOU
OIKTUOU, OTTWG OPOPOAOYNTEG, TEPHATIKEG OUOKEUEG KATT., TTOU XPNOIKJOTTOIOUVTAI VIO TN
etmkoivwvia Tou MNMAnpo@opiakoU ZuoTrpaTtog Tou 'N. O1 IKTUAKES Kal TNAETTIKOIVWVIOKES
UTTNPECIES TWV TTAPOXWYV, KABWGS Kal 0 €EOTTAICUOG Toug, dev TTepIAauBavovTal.
NAauBdvovral, Opwe, uTTdWn OTNV TTAPoUCa PEAETN AOPAAEIOG WG TTIBAVES TTHYESG ATTEIAWY
Kal Kivouvwyv. EEOTTAICNOG BIKTUOU.

Work Stations, oI TeppaTIKOi OTABPOI TOU KEVTPIKOU CUCTHNATOG EQapuUoywy Tou I'N,
eCUTTNPETOUV TOUG XPAOTES TWV e@apuoywyv To Papuakeio, To Mpageio YAIKoU, TO
Xpnuatiko Mpageio (Aoyiotripio), 1o Npageio NoonAiwy, To TuAua Eicaywywv AcBevwy,
10 TuAua Alatpo@nig, n Npauuateia E¢wtepikwy latpeiwy, 1o Npageio Yyelovouikou Kal To
TuAua lpatiopou.

Ma xpron Twv TOTTIKWY EQapPoywyV oTo 2T1aBuo Aipodoaiag, otn INpauuaTteia —
MpwTtoOkoAAO, 01O pageio MicBodoaiag, oTo ypageio NpoowTTikou Kai oTo ['pageio
MpounBeiwv.

Personal Computer, yia xprion Tou TTPOCWTTIKOU TOU 0€ OAQ TQ TUAMOTA TOU
VOOOKOEIOU.

e Software:

Eival Ta Aoyiopika Trpoypdauuarta oto MNZ-I'N (Aeitoupyikd Aoyiouikd, Aoyiopiké
EQAPHUOYWYV, AOYIOHIKA UTTOOTHPIENG).

NoyiouIké cuoTnUATWY Kal avATITUENG EQAPPOYWYV. ATTOoTEAOUVTAI OTTO TA AEITOUPYIKA
OUCTHMATA TWV EEUTTNPETNTWY Kal TwV OTaBUwWYVY gpyaciag. Etriong, epiAaupBdavouv
BonBnTikd Aoyiopikd (11.X. MS Office), Aoyiopikd Baoewv dedopévwy (Oracle, MySQL),
AoyIOHIKO dlaxeipiong NAeKTpovIKOU Taxudpopeiou (e-mail) kal AoyIoIKO yIa TV aoQAAEIn
TwV MANPo@opIKWY ZUCTNUATWV.

I. ZkomeAitng, I. Baohag, Navemiotrpio Atyaiou, T, Mnx/kwv M.E.Z. 42



MeAETn ao@AAEIag TTANPOPOPIAKOU CUOTAUATOG VOOOKOMEIOKAG Jovadag

E@apuoyég AlaxeipioTikou NAnpogopiakou ZuoTruatog Noookoueiou (TTZN):
2UMTTEPIANAUPBAVOUV OAEG TIG EQapUOoyEG Tou Tunuatog Eicaywynig AoBevwy, Kai TIG
UTTOAOITTEG EQAPUOYEG TOU VOOOKOEIOU.

TOTTIKEG EQAPUOYEG: ZUUTTEPIAAUPBAVEI OAEG TIG EQAPHOYES TNG AINOBOTIAG , TIG EQAPUOYES
NG MioBodoaoiag kal TIG epappoyES HAekTpovikoU MpwTokOAANOU €TaIpEiaG.

EidIkéG epappoyEg: EIBIKO AoyIOUIKO TTOU XPNOIKOTTOIEITAI VIO CUYKEKPIMEVOUG OKOTTOUG,
firewall.

* Facilities:

Eival o1 KTIpIOKEG EyKATAOTAOEIG OTIG OTTOIEG BPIOKETAI O UAIKOG £€0TTAIOUOG Tou MEMN.

* Personel:

XpAoTteg (common users, administrative staff, IT Enginner, operators, medical staff), Trou
€I0AYOUV OTOIXEIA, UTTOOTNPIKTEG, TTPOYPANMATIOTEG, EKTTAIOEUTEG, AVAAUTEG, IDIKOI
OIKTUWV. 210 MNAnpo@opiakd ZuoTtnua Noookopeiou eUTTAEKOVTAI BIOIKNTIKOI UTTAAANAOI,
IATPOI, ETTIOTANOVES TTANPOPOPIKIG, VOONAEUTEG, AOBEVEIC.
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ESaptiioeig peTagu Ayadwv

O1 TTANPOYOPIES KAl OI UTTNPETIES TTPETTEI va BpiokovTal TTAvTa oTnv Kopuer). H agia Twv
TTANPOPOPIWYV TTPETTEI VA YIVETAI ATTOOEKTH ATTO TIG UTTNPETIES TTOU TIG OlaxEIpiCovTal.
Emouévwg, o1 TTANpo@opicg BpiokovTal 0TV KOPUPN KAl O1 UTTNPECIEG AKPIBWS aTTd KATW.

Oa péTTel 0 UTTEUBUVOG va avalnTAoEl TTOU PTTOPEI va aTToTUXEl TO CUCTAPA 1, TTIO
OwOoTd, TToU Ba PTTOPOUCE va BIAKUBEUTEI N AOQAAEID TWV TTEPIOUCIAKWY OTOIXEIWV.

* Edv uttdpxouv dedopéva TTou gival onuavTika Adyw TnG EPTTIOTEUTIKOTNTAG TOUG, €ival
aTmapaitTnTo va yvwpifoupe Tou Ba atmoBnkeutoluv Kal atrd TTou Ba eTavakTnOouv. MNou Ba
MTTOpOUCAV Va aTTOKaAUPOOoUY;

* EQv uttdpyouv dedopéva TTou gival onuavTikd Adyw TnG akePAIOTNTAG TOUG, €ival
aTTaAPaITATO VA YVWwpifoupe TTou Ba atroBnkeutouv Kal atrd TTou Ba eTavaktnOouv. Mou Ba
MTTOpOUCAV va TPOTTOTToINBoUY;

* Eav pia uttnpeoia gival onuavtik Adyw 1ng d1aBeciudTnTAG TNG, Eival aTTapaitnTo Va
yvwpileTe TToI0 ayabd XpnoIUOTToIoUVTal yia TNV TTAPOXK TNG: N aTToTUXia auTwy Ba
OTAPATOUOE TNV UTINPETIA.

‘Eva ayaB6 utropei va dexBei emmiBeon dueca A EuPeEca HEow evog AAAou ayaBou aTtrd 1o
OTTOI0 £EAPTATAI. ZAV OTTOTEAECHA, Ol UTTNPECIEG ECOPTWVTAI ATTO TOV £EOTTAIOUO TTOU ME
TN O€IPA TOU £EAPTATAI ATTO TIG EYKATACTACEIG OTIG OTTOIEG BPIOKETAI, XWPIG va XPpeIaleTal
va dnNAwBEei OTI 01 UTTNPETIES ECaPTWVTAI ATTO TIG EYKATAOTACEIG.

(The "Guide of techniques" contains the algorithmic model for calculating the total dependencies between assets on the basis of the direct dependencies).

information + service 1 | | information + service 2 | | information + service 3

reuse

SAP
Service Access Point
(internal)

equipment applications (sw)

(hw + com + aux)

A 4

facilities

Ewkova 16. Eéaptnoeig AyaBwv
Ta dedopéva scapTwvTal ato TV e@appoyn. H epapuoyn dev €xel agia xwpic dedouéva.
H mrpéoBaon ota dedopéva yivetal JEOCW TNG EQAPUOYNG, OTTOTE N EQPAPUOYN Eival TO YETO
yla va emTEBEI KATTOI0G OTa dedopéval.
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IASSETS
7 == [B] Essential assets
-
o | [DataE] Data Employees
o | [DataF] Data Finance
== [1S] Internal services
o is [S_NewP] Hospitalization
o is [S_Blood] Elood Donation and Analysis
o is [S_Sal] Salary
o is [S_Sup] Supplies
== [E] Equipment
o (] [SW] Applications
o (O] [HW] Hardware
o (03 [COM] Communications
o (C] [AUX] Other elements
== [SS] Subcontracted services
o A [InternetP] Internet Provider
o A [Power] Electricity
== [L] Facilities
o A [SRV_Room] Server Room
o A [Building] Building
A [AirCon] Climatization
o A [Blood_Room] Blood Room
o A [Laboratories] Laboratories
o A [FD_Room] Financial Department
== [P] Personnel
[Meds] Medical Staff
[IT] IS Engineer
[Admin] Administrative Staff
[OPS] Operators
[CU] Common User

- < <

<

-

PPrrrPr

|asseTS
:| + = [B] Essential assets
:| 9 = [1S] Internal services

[S_Blood] Blood Donation and Analysis]
is [S_sal] salary
is [S_Sup] Supplies

| = [E] Equipment

¢ ‘=3 [SW] Applications
A [Antivirus] Antivirus
[ERP] SAP|
[SOL] My SQ
[LIS] LIS app|
[RIS] RIS app PACS]
¢ =3 [HW] Hardware
[SRVDP] Main Server DE|
[SRV_LIS] Server LIS|
[SRV_RIS] Server RIS PACS|
is [SRVF] Server Finance
is [SRVB] Server Back Up
A [Lan_Pr] Lan Printer
[PC_RIS_PACS] Personal Computer_ RIS|
[PC_LIS] Personal Computer_LIS|
A [PC_s]Personal Computer_Salary
A [PC_Supply] Personal Computer Supply

[PC_Blood] Personal Computer Blood

A [PC_Grammateia] Personal Computer
[Router] Route
[SWs] Switch|

A [Modem] Modem

A [AP] Access Point

o= ] [COM] Communications
o= [ [AUX] Other elements

:| = == [SS] Subcontracted services
| = == [L] Facilities
|9 == [P] Personnel

[MedS] Medical Staff]
[IT] IS Enginee
A [Admin] Administrative Staff

Ewova 17. Aedopéva aabBevarv eaptroeig

MovreAotroinpéveg ESaprnoeig.

Ma éva povTéAo e€apTROEWY gival aTTapaitTnTo va avixveubouv yia KGBe ayaBo oAa Tta
oToIxeia atrd Ta oTToIa £€aPTATAN AUETA 1| Eueca. ATTO TNV AioTa €€apTHOEWVY TTPOKUTTTEI
N cucowpeupévn agia, £T01 WoTe €AV PPeBEi Eva ayabod Xwpic cuoowpeupévn agia, autd
onuaivel o1 o1 e€ApPTHOEIG £€XoUV dlaopPwBEi AdBoG.

equipment
[ + com + media + aux]

I facilibes I J personnel

Ewova 18. Movtélo eéaptioewv
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% 70 legend

— e —

|57NEWP || 5_Blood H 5_al H 3_Sup |

‘ SRUDP ||SR\.’_LIS | ‘ SRV_RIS ‘ | SRUF ||SRV_EInnd || Lan_Pr ‘ ‘PE_RIS_PAES || PC_LIS ‘ ‘ PC_S ||PE_SuppIy| ‘PE_BInnd | | PE_Grammatala‘ | Router || i | ‘ WModem ‘ | AP |

ER[ES

T T T T T T
‘SR\.’_Rnnm | | Building ‘ ‘ Aircon | |BInnd_Rnnm | | Labaratories | | FO_Room |
I | | |
ot

| MedS H IT H Admin || aps H cu |

Ewkova 19. Assets above - below
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ATrotipnon ASiag AyaBwv.

Ta ayaBd ocuAAéxBnkav, atroTiyABnkav kal TpoadiopioTnke n agia Toug(MAPAPTHMA B),
MEOW TWV OUVEVTEUEEWV TTOU TTPAYHUOTOTTOINBNKAV PE TOUG UTTEUBUVOUG Tou KABE Touéq,
OUPTTANPWVOVTAG Ta avTioTolxa epwTnuaToAdyia Tou NMAPAPTHMATOZ A.

[GH] A.1. Assets > A.1.6. valuation of assets

Edit Export Import

asset | A m [ el [ raun [ facg | M|
ASSETS =
¢ = [B] Essential assets
| [DataP] Data Patients 71 [61 ] [6] 71 [€]
| [DataE] Data Employees 1 71 71 51 [51 71
| [DataF] Data Finance 71 [s1 71 [51 71 [6]
¢ s [I1S] Internal services
is [S_NewP] Hospitalization
is [S_Blood] Blood Donation and Analysis
is [S_Sal] Salary
is [S_Sup] Supplies
¢ = [E] Equipment
¢ 3 [SW] Applications
A [Antivirus] Antivirus =1 41 41 =1 [4]
is [ERP] SAP 1 [51 [51 [51 [6] =
is [SQL] My saL [€] [€] [51 [4] 8]
is [LIS]LIS app 51 [4] (]| [4] [51
is [RIS] RIS app PACS 51 [4] [1 [4] [51
¢ {3 [HW] Hardware
it [SRVDP] Main Server DB 6] 61 51 [41 51
is [SRV_LIS] Server LIS [51 [51 [4]1 [31 [41
is [SRV_RIS] Server RIS PACS 51 [51 [41 [31 41
is [SRVF] Server Finance [51 [51 [41 [E1 41
is [SRV_Blood] Server Aimodosia 51 51 51 [31 [41
is [SRVB] Server Back Up [51 [51 [41 [31 41
A [Lan_Pr] Lan Printer 5] 3] 4] [3] [4]
A [PC_RIS_PACS] Personal Computer_RIS 51 =1 41 41 [5]1
A [PC_LIS] Personal Computer_LIS 51 =1 41 41 [5] i
A [PC_S] Personal Computer_Salary 5] [ [4] [4] [51
A [PC_Supply] Personal Computer Supply 51 =1 [4]1 41 [5]
A [PC_Blood] Personal Computer Blood 51 =1 [4]1 41 [5]
A [PC_Grammateia] Personal Computer 5] 5] [4] [4] [51
A [Router] Router [51 41 [41 31 [51
A [SWs] Switch [51 41 [4] 31 [5]
A [Modem] Modem [51 [41 [41 [31 [51
A [AP] Access Point [51 [4] [4]1 [31 [51
¢ ‘= [COM] Communications
[Firewall] Firewall [€]
A [LAN] Local Area Nettwork 41 [31 41 [4] [51
A [WiFi] WiFi [31 [4]1 [31 [4] [61
¢ 3 [AUX] Other elements
A [Generator] Generator [51 [31 [4] [4] [51 ~]
¢ < [58] Subcontracted services
A [InternetP] Internet Provider [3] [3]1 [3] [2] [4]
A [Power] Electricity el 31 41 41 41 3
¢ = [L] Facilities
A [SRV_Room] Server Room M [31 [4] [71 71
A [Building] Building [3]1 [3]1 [4] 41 5]
A [AirCon] Climatization 51 [3] 4] [4] [5]
A [Blood_Room] Blood Room [4] [3] [4] [4] [5]
A [Laboratories] Laboratories [4] [3] [4] [4] [5]
A [FD_Room] Financial Department [4] [3] [4] [4] [5]
¢ = [P] Personnel
A [MedS] Medical Staff [4] 5] 8] 5] 6]
A [IT]IS Engineer 4] 31 [3] 3] [6]
A [Admin] Administrative Staff 41 51 8] 51 6]
A [OPS] Operators [4] [31 [6] [4] [6]
A [CU] Common User 4] 5] [6] 4] [6] -

Ewova 20.Anotipnon aéiag ayaBwv
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® EKTignon mkivouvoeTnTag ME Xpron Tou gpyalgiou PILAR.

H avdAuon Tou Kivouvou TrepIAauavel Tpia oTadia:

1. Avayvwpion kivdouvou (Risk Identification)

Ti utropei va mael AGBog; — H amrdvinon ornv mpwrn £pwWrnan amapTidetal amé éva oUvoAo oevapiwyv
ouuBavrwv/aruxnuarwv

2. EkTignon kivduvou (Risk Estimation)

l16co mbavé ivar va ouuBei; — H deUTepn 0WTNON QTTQITE TNV EKTIUNON TNS TTIOAVOTNTAS TWV CEVAPIWV
auTwv

3. Atrotipnon kivouvou (Risk Evaluation)

Mol givar ol ouvéTreleg; — H TpITN £0WTNON EKTIUA TIC CUVETTEIES TWV CEVAPIWY CUUBAvTwv/aruxnuarwyv

Méoa atrd TIG aTTaVIACEIG TWV TTAPATTAVW EPWTACEWV YTTOPOUV VA EVTOTTIOO0UV Ol
Kivduvol, va TToo0TIKOTTOINBoUV Kal va agloAoynBouv ue oKoTTd va hEIwBOoUV o1 apvnTIKEG
emMTTWOEIS. H dladikaoia agloAdynong gival Eva yeyovog 1) YEYovoTa O€ CUVEXEID
(oevapia) TTou PTTOPOUV VA 08NYHOOUV O€ OUVETTEIEG OTTWG, aUENON TOU KOOTOUG TWV
ETMOKEUWY, PEIWON TNG KIVATIKOTNTAG TOU BIKTUOU ] KOBUOTEPNON OTO XPOVO PETAPOPAS
TWV OEBOUEVWV.

H atotipnon Twv ayaBwv Tou Opyaviopou odnyei otov évav atro Toug dUO TTAPAYOVTEG
TTOU OUVBETOUV TNV ETTIKIVOUVOTNTA TwV MZ, TNV eTTiTrTwon (impact). O deuTePOg
TTapayovTag, n meavotnTa (probability), cuvTtiOeTal atrdé TV ATTEIAR KAl TNV €uTTABEIa
(aduvapia), wg €ENG:

AmeiAn x EurraBeia (Aduvapia) = Méavornra

Mmeéavornra x Emimrwon = Emkivéuvornra.
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H MAGERIT katd Tov uttoAOyIOUO TNG ETTIKIVOUVOTNTAG MEAETA Ta ayaBd Kal uttoAoyileTal
N TINAG TOUG KATA TIG 5 apX€G AOPAAEiag:

Confidentiality Integrity Availability Authenticity kai Accountability.

(EpmoTeuTikOTNTA, AKEpaIOTNTA, AlaBeoIuoTNTA, ATrovour EuBuvwy, AuBevTiKOTNTA).

DIMENSIONS

i@ [1] Integrity

@ [C] Confidentiality

g [Auth] Authenticity of users and information
Q [Acc] Accountability of service and data

Ewova 21. 5 Baoikég Apyég AopdAgiag

ApXIKA yiveTal:

- EKTigNON TNG agiag Twv ayadbwv
- EKTIMNOT TWV EMITITWOEWV

- uTToAOYIO UGG ETTIKIVOUVOTNTOG

TTPOKUTITEI N ETTIKIVOUVOTNTA YIa KABE aTTeIAf 0€ KABE ayabo.

2TNV CUVEXEIQ TTAPOUCIAOVTaAl KAl ATTOTIMWVTAI Ol ATTEIAEG TTOU avTIETwTTICouV Ta MZ Kal
ol eykataoTaoelg Tou MINZ.
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3.2 XapakTtnpiopog kai Atrotipnon AtrelAwyv

2€ AUTO TO OTADIO TNG EKTINNONG ETTIKIVOUVATNTAG Ba Yivel eKTiNon Twv atrelAwy (threats).

To epyaAcio Pilar £xel dnuioupynBei cup@wva pe TN péEBodo Magerit. ZUp@wva ue TN
MEBODO, o1 ATTEINEG KATOTACOOVTAI O€ TTEVTE KATNYOPIEG:

* [P] DPuoikég KataoTpogég

* [B] Biounxavikng mpoéAsuong
* [A] Akouoieg BAGBEG Kal AGBn
* [E] EkoUoleg emBEaelg

* [A] Kivduvol IBIWTIKOTNTAG

[GH] A.4. Threats > A.4.2. identification

TSV

-[ 2]+ =[]+

IASSETS [THREATS

& = [B] Essential assets | A ININatural

o = [I1S] Internal services o £\ [N Industrial

o = [E] Equipment | = A [E] Errors and unintentional failures
o = [SS] Subcontracted services | & A\ [A]Wilful attacks

o == [L] Facilities | = A\ [PR] Privacy risks

o = [P] Personnel

Ewova 22. Katyopieg AnelAcwv

2KOTTOG €ival va Yivel XapakTnPIoKWOGS Tou TTEPIBAAANOVTOG OTO OTTOIO JIa ATTEIAA PTTOPET va
OUMBEI, KAl 0l CUVETTEIEG TTOU €ival TTIBavO va €TTNPEACOUV OKOUA Kal Ta AToud.

O XapakTNPIOUOG TwV aTTEIAWV atToTEAEITAI ATTO TIG OUO ETTINEPOUG EVEPYEIEG:
» Avayvwpion TwV aTTeIAwV

» ATTOoTiunON TWV ATTEIAWV

Me Baon TNV KATNyopIoTToinGN TwV ayabuwy aTo TTPONYOUHEVO GTABIO TO EPYAAEio
TTpoTEivel aTTEIAES yia KABe ayaBo. MNa kdBe atrelAf} uttoAoyileTal auTtouarta n meavoTnTa
eEM@aviong TnG atro 1o epyaAeio PILAR kair ekTiud Tnv uttoBdapion / utrotipnon tng agiog
TOU ayaBou AGyw TnG aTtreIArg TTou u@ioTaTal.
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Avayvwpion AmeiIAwv

O Trivakag TTou akoAouBei TTapouaiAdel TIG KUPIOTEPES ATTEIAEG TTOU QVTIUETWTTICOUV Ta M
Kal ol BACIKES KTIPIAKESG eykaTaoTdoelg Tou MZMN.

[GH] A.4. Threats > A.4.2. identification

TSV

-[ 3]+ [+ -3+

IASSETS THREATS

+ = [B] Essential assets + A IN] Natural
o | [DataP] Data Patients A [NAT Fire

o | [DataE] Data Employees
o- | [DataF] Data Finance
¢ = [15] Internal services
o is [S_NewP] Hospitalization
o is [S_Blood] Blood Donation and Analysis
o is [S_Sal] salary
o is [S_Sup] Supplies
¢ == [E] Equipment
o [C1[SW] Applications
o 1 [HW] Hardware
o~ [(][COM] Communications
o [][AUX] Other elements
¢ = [SS] Subcontracted services
o A [InternetP] Internet Provider
o A [Power] Electricity
¢ [L] Facilities
o A [SRV_Room] Server Room
o A [Building] Building
o A [AirCon] Climatization
o A [Blood_Room] Blood Room
o A [Laboratories] Laboratories
o A [FD_Room] Financial Department
¢ == [P]1Personnel
o A [MedS] Medical Staff
o A [IT] IS Engineer
o A [Admin] Administrative Staff
o A [OPS] Operators
o A [CU] Common User

A [N.2] Water
o\ [N."] Other natural disasters
¢ A\ [1 Industrial
A D11 Fire
A 2] Water
A [1.] Other industrial disasters
o A\ [1.3] Environmental pollution
o J\ [1.4] Electromagnetic poliution
o J\ [1.5] Hardware or software failure
= f\ [1.6] Power interruption
A [1.7] Unsuitable temperature or humidity conditions
o j\ [1.8] Communications services failure
o [\ [1.9] Interruption of other services or essential supplies
A [110] Media degradation
o A\ [1.11] Electromagnetic emanations (TEMPEST)
¢ A\ [E] Errors and unintentional failures
A [E1] User errors
A\ [E-2] System / Security administrator errors
A\ [E-3] Monitoring errors (log)
A\ [E.4] Configuration errors
A\ [E-7] Organisational deficiencies
= f\ [E:8] Malware diffusion
= f\ [E.9] [Re-Jrouting errors
A\ [E-10] Sequence errors
A [E-14] Information leaks (> E.19)
A [E.15] Accidental alteration of the information
A\ [E-18] Destruction of information
o f\ [E.19] Information leaks
o A [E.20] Software vulnerabilities
A\ [E:21] Defects in software maintenance / updating
A\ [E-23] Defects in hardware maintenance / updating
A\ [E-24] System failure due to exhaustion of resources
A\ [E-25] Equipment loss
o f\ [E.28] Staff shortage
o A\ [A] Wilful attacks
¢ A\ [PR] Privacy risks

A [PR.g1] 1. Not providing information on data protection or not writing it in an accessible and easy to understand way

A rAm wnia o n . - dmim Sl

Ewdva 23. Avayvapion AneiAov
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Armroriunon AmrsiAwv

210 Pilar n TpwtéTNTa TTPOCdIopifeTal HE KAIPAKa TTou aTToTidTal: “IMNMoAU XapnAn,
XaunAf, “Mecaia” i YwnAn, MNMoAUu upnAn” .

H mBavoTtnta utropei va yovteAoTToINBEi apiOunTIKA ws puBudg ENPAvVIoNG.
XPNOIYOTTOIEITAI WG ONUEIO ava@opdag TO €va £T0G, JE ATTOTEAECUA VO XPNOIUOTIOIEITAI O
€TAOI0G PUBPOG EPPAVIONG WG PETPO TNG TTIBAVOTNTAG va CUMBED KATI.

potential likelihood level ease ARO
XL AC VH E 100
extra large | almost certain | very high easy
L VH H M 10
large very high high medium
M P M D l
medium possible medium difficult
5 U L VD 0.1
small unlikely low very ditficult
X8 VR VL ED 0.01
extra small Very rare very low | extremely difficult

ARO — Annual Rate of Occurrence

Ewkova 24. ARO(annual rate of occurrence)[Magerit Book I1I the elements]

210 MAPAPTHMAT trapouciddovTal yia Ka0e ayaBd ol atTelAEG TTou KIVOUVEUEL, N
ouxXvoTNTa EPPAVIONG TOUG KAl N CUVETTEIQ ATTO TNV UTTORABUION TNG agiag Toug (O€
0000716 £1Ti %) w¢ TMpog C.I.A. Authenticity kai Accountability.

OpicovTal KATTOIEG TTPOKABOPIOUEVEG TINEG, O€ apxeia TSV (Threat Standard Values). Ta
TSV gival katdAoyol pe TIG atrelAég Kal TIG TIMES TOUG yia KABe kaTnyopia ayaBou.
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[GH] A.4. Threats > A.4.3. valuation
Edit Export Import TSV

asset [ Teo.] frequency | 14] I 11 [ Ic] [ [Auth] I [Acc] I
[]ASSETS
[l ¢ = [B] Essential assets
O ¢ [ataP] oata Patents o sw o ww s
o A\ [E.15] Accidental alteration of the information 1 50%
[m] A [E.18] Destruction of information 1 1%
(] A\ [E.19] Information leaks 1 10%
[m] A [A.5] Masquerading of identity 10 10% 50% 100%
(] A\ [A8] Abuse of access privileges 10 1% 10% 50% 50%
[m] A [A.7T] Misuse 1 50% 100%
(] A [A11] Unauthorised access 100 10% 50%
[m] A [A.13] Repudiation (denial of actions) 1 50%
L+ 1 [ata] Data Employees oo aewsw s sw
[m] A [E.15] Accidental alteration of the information 1 1%
o A\ [E.18] Destruction of information 1 1%
[m] A [E.19] Information leaks 1 10%
(] A\ [A5] Masquerading of identity 10 10% 50% 100%
[m] A [A.6] Abuse of access privileges 10 1% 10% 50%
(] A [A11] Unauthorised access 100 10% 50%
[m] A [A.13] Repudiation (denial of actions) 1 50%
T oo aew s ok s
[m] A [E.15] Accidental alteration of the information 1 1%
o A\ [E.18] Destruction of information 1 1%
[m] A [E.19] Information leaks 1 10%
[m] A [A.5] Masquerading of identity 10 10% 50% 100%
[m] A [A.6] Abuse of access privileges 10 1% 10% 50%
[m] A [A.11] Unauthorised access 100 10% 50%
[m] A [A.13] Repudiation (denial of actions) 1 50%
¢ = [1S] Internal services
options
CAR: 2022.1
¢ likelihood
) potential
© likelihood
< level
1 ease
® ARO
¢ effects
< level
@ percentage

Ewova 25.Valuation of threats

Likelihood: NMdco ouyxvad gpgaviletal pia atrelAf (frequency).

100 |very frequent daily

10 |frequent monthly

1 |normal annually

110 |infrequent every few years

Ewkova 26. Likelihood- frequency
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3.3 EKTipnon Emmrwoswy

Katd tnv ekTipnon Twv emMmmTwoewy (impact), ekTiydral n ¢nuia TTou €xel TTPOKANBEi o€
KATToI0 ayaB6 atmd Tnv eu@Aavion PIag aTTelAAg o€ auTo.

Impact estimation
Impact can be calculated from simple, double-entry tables:

impact degradation
1% L% 100%
wi| v [T
value M VL L 7
L VL VL L

Ewova 27. Impact= degradation / value

Eriong utroAoyiceTal:
* H duvnrikA (potential) emritrrwon oTnv otmoia uTTORAGAAETAI TO CUOTNMA.
* H evamopévouoa (residual) emritrrwon. (safeguards)
Ma Tov uttoAoyIoPO TNG dUVNTIKAG ETTITITWONG (potential impact) AauBdaverar uttéyn n agia
TWV KPIOIJWV ayaBwyv Kal Ta aTToTEAEOUATA TNG ATTOTIUNONG ATTEIAWY, XWPIG TNV

EQPAPUOYN AVTIMETPWV.

H evatropévouoa etritrtwon (residual impact) utroAoyidetal AauavovTag utrown Kai Ta
UTTAPXOVTA avTieTPa (KEQGAalo 3.4).

O1 emmTwoelg TapouaiadovTal ue TNV akéAouBn kAipaka avaloya he Tnv agia Toug:

[10]: Kpiotun, [9-8]: MoAU YwnAnR, [7-6]: YwnAR, [5-4]: Métpia, [3-2]: XapnAn, [1-0]: AueAnTéa
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¢ AT.Impact & risk
AT 1. Scenarios
9 A.7.2. Accumulated values
AT21 impact
AT.2.2 risk
AT23 table
< A7.3. Deflected values
o R. Reports

AuvnTikA Emrirrwon (Potential impact)

[9] Level 9
[8] Level 8
[7] High

[6] Level 6
[5] Level 5
[4] Medium
[3] Level 3
[2] Level 2
[1] Low

[0] Negligible

H duvnTikA €1TIKIVOUVOTNTA UTTOAOYICETAI AauBAvovTag uttdyn TNV agia Twv ayabwy Kail TNV
arroTignon Twv ateldwy. MNpokerTal yia Tnv €KTaon TS ¢nUIAS TToU TTPOKOAEITaI aTTd TNV
TTPAYUATOTTOINCN MIOG OTTEINAG.

[GH] A.7.2. Accumulated values > A.7.2.1. impact o
View Export
potential | current | target | PILAR |
[ asset B [ m [€1 | [Auth] | [Ac] | M
[] ASSETS 2] =] [°] £ [8]
] ¢ = [B] Essential assets 3] [€] [e] [6] [6]
O o | [DataP] Data Patients [1] 5] )] [€] [€]
O o | [DataE] Data Employees [3] [4] [6] [5] [4]
o o | [DataF]DataFinance 11 [€] [6] [5] [6]
] | ¢ == [IS]Internal services ®] =] )] 7] [71
|| o js [S_NewP] Hospitalization 61 51 8] 6] [71
O o jg [S_Blood] Blood Donation and Analysis M 3] )] &1 [71
O | & is [S_SalSalary [e] e 4] 151 |
[ | o is [S_Sup]Supplies 8] [e] 6] M 5]
[1 |¢ = [E] Equipment [E)] 21 [5] 31 [8]
[ | ¢ ©3[SW]Applications ] 8] E) 2] 4]
| o A [Antivirus] Antivirus 71 €] )]
O o ijs [ERP] SAP [8] [2] 8] [8] [71
O o is [SQL] My sQL 2] =] [5] 7
O > is [LIS]LIS app | e & [ ]
O o is [RIS] RIS app PACS 7] [5] [5] [#] [7]
| o (1 [HW] Hardware [EJ] 21 [5] 31 [8]
O ¢ =3 [COM] Communications [8] 71 [8] [E]]
B [Firewall] Firewall
O o A [LAN] Local Area Nettwork 81 71 81 E]]
O o A [WIiFi] WiFi [8] [7] [8] [#]
O ¢ ‘=3 [AUX] Other elements [2] [s1 [2] [°] [8]
O o A [Generator] Generator 51 [31 [41 [4] [51
O o A [Cabling] Cabling [9] [€] [8]
O o A [Surveillans] Camera E]] 71 8] (E]]
O o A [UPS] UPS [8] 2] 8] [8] [8]
O o« A [Antena] Antena 21 [o1 [0] [2]
O o A [RFID] RFID reader El] €] 8]
| A [UHF] UHF
[] | ¢ == [SS] Subcontracted services @] 1 E)] [E] [B]
O o A [InternetP] Internet Provider E]] =1 (] E]] [E]
O - A [Power] Electricity 6] [3] [4] [4] [4]
o= B =] 2] 2] =]
[l | ¢ == [P]1Personnel [8] =] ]
O & A [Meds] Medical Staff 8] )] 71
| o A [IT]1S Engineer 8] 61 [E|
|| o A [Admin] Administrative Staff 81 8] [E]
| o A [OPS] Operators 8] [E:]] 23]
| o A [CU] Common User [8] [2] 71
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MeAETn ao@AAEIag TTANPOPOPIAKOU CUOTAUATOG VOOOKOMEIOKAG Jovadag

Ewkova 28. Potential Impact

M'vwpidovtag TNV agia Twv ayabwv Kal TNV UTToRABUIoN TToU TTPOKAAELITAI O€ aUuTd aTTd TIG
atreINEG, N dUVNTIKA ETTITITWON OPIfETal WG N AUEDN ETTITITWON TNG TTPAYUATWONG TWV
atmelAwv oTo MZ Kal aTroTINATAl WG TTPOG TNV:

[A] AlaBeoipotnTa [AK] Akepaiotnta [E] EpmmioTteutikdTnTa [AUB] AuBevTIKOTNTO
TTAnpoopiag (authenticity) [AE] Atrovouri EuBuvwyv (accountability).
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MeAETn ao@AAEIag TTANPOPOPIAKOU CUOTAUATOG VOOOKOMEIOKAG Jovadag

[ asset [A] m €1 | [Auth] | [Acc]
ASSETS 2] 3] 21 [2] 8]
’ Bl ] & 5] ]
¢ | [DataP] Data Patients m 51 =1 1 1
A\ [E-15] Accidental alteration of the information 51
A [E.18] Destruction of infermation [}
A\ [E-12] Information leaks 61
A\ [A5] Masquerading of identity 31 =1 61
A [A.6] Abuse of access privileges (L] 31 £} 51
A [AT] Misuse 51 81
A [A.11] Unauthorised access 31 =1
A\ [A13] Repudiation (denial of actions) [61
¢ | [DataE] Data Employees 5] 41 s1 51 [41
A [E.15] Accidental alteration of the information [}
A\ [E.18] Destruction of information 3]
A\ [E.19] Information leaks 41
A [A.5] Masquerading of identity 41 61 51
A [A.6] Abuse of access privileges 31 [4]1 e1
A [A.11] Unauthorised access 41 (3]
A\ [A.13] Repudiation (denial of actions) [4]
¢ | [DataF] Data Finance 1 61 [61 51 [6]
A [E.15] Accidental alteration of the information 31
A\ [E-18] Destruction of information 1
A\ [E.19] Information leaks [4]
A [A.5] Masquerading of identity (] 3] 51
A [A.6] Abuse of access privileges Mm 61 61
A [A.11] Unauthorised access s1 (]
A [A.13] Repudiation (denial of actions) [6]
¢ = [IS] Internal services ©1 ©1 ]} M M
o js [S_NewP] Hospitalization 61 51 ] 61 71
o is [S_Blood] Blood Donation and Analysis 71 €1 1 61 M
+ is [S_Sal] salary E)] 5] 11 51 711
o is [S_Sup] Supplies 8] [8] [6] 71 [51
¢ = [E] Equipment E)] 5] 51 5] [e]
¢ ‘21 [SW] Applications €1 =] S| =] 11
o A [Antivirus] Antivirus M 61 =1
o is [ERP] SAP €1 =] =] =] 11
o is [SQL] My saL &) 5] 2] m
o is [LIS]LIS app [71 =] =] =] 11
o is [RIS]RIS app PACS 71 5] &) 5] M
¢ ‘=3 [HW] Hardware [E]| 91 o1 £ 81
¢ is [LIS] LIS app [ [®1 =] ] 1
A\ [1.5.1] Software failure 81
A [1.9] Interruption of other services or essential supplies (3]
A [E.1] User errors 41 1 €1
A\ [E:2] System / Security administrator errors 51 M (]
A [E.8] Malware diffusion 41 .1 ]
A [E.15] Accidental alteration of the information 61
A\ [E-18] Destruction of information 4]
A\ [E-19] Information leaks [e]
A\ [E-20] Software vulnerabilities i3] (| 1
A\ [E:21] Defects in software maintenance / updating ] 61 e]
A [E.24] System failure due to exhaustion of resources 81
A\ [A5] Masquerading of identity £} ©1 (&)
A\ [A8] Abuse of access privileges (] 61 8] (&)
A AT Misuse 4] [6] [e]
A [A8] Malware diffusion 71 1 5]
A\ [A-11] Unauthorised access 61 &1 (&)
A\ [A.13] Repudiation (denial of actions) 71
A\ [A.15] Deliberate alteration of information 8]
A\ [A.18] Destruction of information 81
A\ [A.19] Disclosure of information el
A\ [A:22] Software manipulation 81 ¢1 =1
A\ [A24] Denial of service 3]
= is [RIS] RIS app PACS 71 =1 =] =] 71
o (1 [HW] Hardware #] [®1 =] ] [e]
¢ 23 [COM] Communications 8] M 3] ®]
[Firewall] Firewall
o A [LAN] Local Area Nettwork 3] M 3] @]
o A [WIFI] WiFi i3] 71 [e] 8]
o C1[AUX] Other elements =1 =1 ®1 ®1 &1
o = [SS] Subcontracted services @1 1 [e1 1 [E]
¢ == [L] Facilities =] 51 5] 5] [E]
¢ = [P1Personnel 3] ©1 el
&~ A [MedS] Medical Staff 8] 81 il
o~ A [IT]1S Engineer [e] &) =]
o A [Admin] Administrative Staff -3 81 re1

Ewova 29. Impact - CIA-Auth-Acc

2UvoAIkA Emritrrwon (Accumulated impact).

H ouvoAIkn eTTiTTTwon utroAoyieTe yia KABE TTEPIOUCIAKO OTOIXEIO, YIa KABE atrelAf Kal
yla ka0g didaoTaon agioAdynong.
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Ma éva TTEPIOUCIAKO OTOIXEIO METPIETAI N CUVOAIKK Tou agia (n &Ik Tou Kal ETTITTAEOV TWV
TTEPIOUCIAKWY OTOIXEIWV TTOU £CAPTWVTAI ATTO AUTO).

YTroAoyideTal wg, n uwnAdTEPN agia Twv TINWY PETAEU TOU TTEPIOUTCIAKOU OTOIXEIOU TTOU
QTTOTIUATAI KOl QUTWY TTOU £EOPTWVTAI ATTO QUTO KaI TIG OUVOAIKEG ATTEIAEG TTOU EKTIBETAI.

H ouvoAIKn eTTITITWON TNG ATTEIANG VIO £va TTEPIOUCIOKO OTOIXEIO OPICETAI WG N PETPNON
TNG OUVOAIKNG OTTWAEIOG TNG agiag.

Av éva Treplouaiakd oToixeio £xel cUVOAIKN agia VX kal n TiuA TG peiwong givail d 10TE N
TIMA TNG OUVOAIKAG ETTITITWONG TNG ATTEIANG Eival:

EiTrTwon = Vround(X X d)

000 PeyaAUuTEPN, N CUVOAIKN ATTOTIUNON €VOG TTEPIOUCIAKOU OTOIXEIOU Kal N {nuia
(degradation) Tou emITIOEPEVOU TTEPIOUCIOKOU OTOIXEIOU TOOO PEYAAUTEPN N ETTITITWON.

H atia Tou MNZ opileTal OTIG UTTNPETIEG TTOU TTAPEXEI Kal OTA OEDOMEVA TTOU XEIPICETAI EVW
ol aTTeINEG ep@avidovTal oTa AAANAEEQPTWPEVA TTEPIOUTIOKA OTOIXEIO TOU OpYyaVIOUOU.
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MeAETn ao@AAEIag TTANPOPOPIAKOU CUOTAUATOG VOOOKOMEIOKAG Jovadag

[GH] A.7.2. Accumulated values > A.7.2.1. impact

View Export

potential | current | target | PILAR
[ asset ] \ 0] [ ] [Auth] [Ace]

[] ASSETS [8] o] [8] [ [e]
[ ¢ & [B] Essential assets 5 ] [E] [l [E]
[ ¢ [DataP]DataPatients 4] 5] [8] [6] [6]
B] A\ [E-15] Accidental aiteration of the information 151
0 A\ [E-18] Destruction of information M
0 A [E.19] Information leaks [€]
5] A\ TA5] Masquerading of identity 3] [8] [6]
o A\ [A8] Abuse of access privileges [1 B8] [8] [5]
] A [AT] Misuse 151 [8]
0 A [A11] Unauthorised access ] [8]
o A [A13] Repudiation (denial of actions) [6]
[ ¢ | [DataE] Data Employees [3] [41 [6] [5] [4]
B] A\ [E-15] Accidental aiteration of the information 0]
0 A [E.18] Destruction of information 3]
O A [E.19] Information leaks 4]
o A\ [A5] Masquerading of identity [41 [6] [51
5] A\ [A8] Abuse of access privileges 3] [4] [6]
O A [A.11] Unauthorised access [4] [€]
o A [A13] Repudiation (denial of actions) [4]
O | ¢ [DataF]DataFinance M 6] [6] [5] [6]
B] A\ [E-15] Accidental alteration of the information 18]
0 A\ [E-18] Destruction of information M
O A [E.19] Information leaks 4]
5] A\ TA5] Masquerading of identity 18] [6] [5]
[m] A\ TA8] Abuse of access privileges [1] [6] [6]
0 A [A11] Unauthorised access [6] [€]
O A [A13] Repudiation (denial of actions) 6]
o B Bl Bl m m
[ ¢ = [E1Equipment [8] 5] [ [ 8]
O | &(C2[SW] Applications )} 91 )} L)} Y|
0 | o (3[HW] Hardware [2] 8] [ [l [E]
[] o [(1[cOM] Communications ]} m L3} [
[ & (CI[AUX] Other elements )} 81 8] B1 8]
[] o & [55] Subcontracted services 81 91 ] [ [8]
0 o o [ Facilities [8] & 8] [ [e]
[] o = [P]Personnel 8] 81 [

Ewkova 30. Accumulated Impact

[GH] R.g. graphs > R.g.5. accumulated impact

@]erv] (55| | ] || 5] ] 5] & [sgora

[10] 4
mm null
=l mm current
g mm target
(81 1 = m PILAR
Ml = s
5 ]
6] 1 E E
- = ®
T @ s
8 a
411 - 5
Z
= = = =
21 |5 - 5 £ 2
5 5 € 2 g
"1z o 3 = =
—. = — 5 ]
(0] =< = = = =

Ewova 31. Accumulated graph
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AvakAwpevn etritrtwon (Deflected Impact)

H avakAwpevn eTTITITWON UTTOAOYICETAI YIa KABE TTEPIOUCIAKO OTOIXEIO, VIO KGBE
atreIAf Kal yia KAOE atraiTnon ac@aAgiag, wg cuvaptnon Tng £yyevoug agiag Kal Tng
uTTORAOUIONG TTOU TTPOKAAEITAI.

i. ‘Ooo peyaAuTepn cival N yyevAg agia evog ayabou, TOoOo YeyaAlTepn givail n
eTTidopaon.

ii. Ooo peyaAuTepn gival N uTTORABION TOU ayaBou TTou dEXETAI £TTIBECN, TOOO
MEYOAAUTEPOG Eival O AVTIKTUTTOG.

iii. Ooo peyaAuTepn cival n e€dptnon atmmod 1o ayabod mou dExeTal €TI0, TOO0
MEYAAUTEPOG €iVal O AVTIKTUTTOG.

Emeidr n avakAwpevn emiTTTwon utroloyidetal o€ ayaBd tmou €xouv Tn dIKr Toug agia,
EMTPETTEI TOV TTPOCBIOPIOHUO TWV CUVETTEIWV TWV TEXVIKWY CUUBAVTWY TNV AEIToupyia
TOU TTANPOQOPIaKOU CUCTAHATOGS. Eival pia diaxeipion yia Tnv atmmodoxr evog
OUYKEKPIPEVOU ETTITTEOOU KIVOUVOU.

Av 10 ayaB6 A e¢aptdral attd 10 B, 01 atTeIAéG Tou B Ba eTnpedoouv Kal To ayado A.
Av 10 B €xel peiwon “D”, autr) Ba petapepOei kar oto “A” Kai n eTTiTrTwon o1o A Ba givai,

N ammwAeia TNG BACIKAG Tou agiag. Av n Tiur Tou A gival «V» TOTE N TIUA TNG ETTITITWONG
givai:

Emimrwon =V x D x degree(AB)

H avakAwpevn eTTiTrTwon uttoAoyieTal yia KGBe ayabo:

I. ZkomeAitng, I. Baohag, Navemiotrpio Atyaiou, T, Mnx/kwv M.E.Z.
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MeAETn ao@AAEIag TTANPOPOPIAKOU CUOTAUATOG VOOOKOMEIOKAG Jovadag

ASSETS
- | [DataP] Data Patients

- | [DataE] Data Employees

o | [DataF] Data Finance

- A [Antivirus] Antivirus

>~ is [ERP] SAP

- is [SQL] My SQL

o is [LIS]LIS app

~ is [RIS] RIS app PACS

>~ it [SRVDP] Main Server DB

>~ is [SRV_LIS] Server LIS

> is [SRV_RIS] Server RIS PACS

o ijs [SRVF] Server Finance

- js [SRV_Blood] Server Aimodosia

- is [SRVB] Server Back Up

- A [Lan_Pr] Lan Printer

o~ A [PC_RIS_PACS] Personal Computer_ RIS
o- A [PC_LIS] Personal Computer LIS
o A [PC_S]Personal Computer_Salary
- A [PC_Supply] Personal Computer Supply
- A [PC_Blood] Personal Computer Blood
o A [PC_Gr ia] Personal

- A [Router] Router

~ A [SWs] Switch

~ A [Modem] Modem

- A [AP] Access Point

o- === [Firewall] Firewall

- A [LAN] Local Area Nettwork

o~ A [WIFi] WiFi

- A [Generator] Generator

- A [Cabling] Cabling

o~ A [Surveillans] Camera

- A [UPS]UPS

- A [Antena] Antena

~ A [RFID] RFID reader

- A [InternetP] Internet Provider

o A [Power] Electricity

- A [SRV_Room] Server Room

- A [Building] Building

>~ A _[AirCon] Climatization

o A [Blood_Room] Blood Room

>~ A [Laboratories] Laboratories

> A [FD_Room] Financial Department
> A [MedS] Medical Staff

o A [IT] IS Engineer

o A [Admin] Administrative Staff

~ A [OPS] Operators

- A [CU] Common User

[7] High
[6] Level &

[1] Low
[0] Negligible

Ooooooo0 oD oooooooooooooDoooDooDoDoDoDDoDoDDoD

Ewdva 32. Deflected Impact

Ta avaAuTikd atroteAéopaTta TrapatiOevral oto MAPAPTHMA A.
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MeAETn ao@AAEIag TTANPOPOPIAKOU CUOTAUATOG VOOOKOMEIOKAG Jovadag

3.3.1 Ektipnon Emkivduvotntag

OAokAnpwvovTag TNV avaAuon €TTIKIVOUVOTNTAG OTO OTABIO AUTO
utroAoyileTal o Kivduvog. Me Tov Kivouvo ekTipdaTal n BAGRN mou
MTTOPEI va uTTooTE TO KABE ayaBd atrd KABe atTelAr. YTToAoyileTal Je
BAon TNV EMITITWON KAl TV CUXVOTNTA ENPAVIONG.

H kAipaka eTIKIVOUVOTNTAG PMETPIETAI O€ KAIJOKA aTTd (0-9). 2TNV
OuVEXEIQ TTapaTifeTal Eva HEPOG TOU GUVOAIKOU TTivaka
ETMIKIVOUVOTNTOG YIa OAQ Ta ayaBd kal 0Toug 5 dEoveg aoPAAEiag

Kal yia KAOe pia atrd Tig 5 Katnyopieg atTeIAWV.

criticality levels

} - catastrophic

® "
6) -criteal |
{4} - very high

{3} - high

{2} - medium

{1} - low

{0

-

-negligible

Export

potential | current | target | PILAR | summary (impact) ’/summary(risk]\

Ewkova 33. Potential RISK

asset threat | ) v av ) 1 F

L] [SRVDP] Main Server DB [A.11] Unauthorised access [0] 5] S]] 100% 3] 100

[J[SRV_LIS] Server LIS [A.11] Unauthorised access 0] 51 ©1 100% (] 100 | B |
[][SRV_RIS] Server RIS PACS [A.11] Unauthorised access 0] 51 81 100% 81 100 | @m0y |
[][SRVF] Server Finance [A.11] Unauthorised access 0] 51 °1 100% 5] 100 | @0 |
[][SRV_Blood] Server Aimodosia [A.11] Unauthorised access 0] 51 )] 100% )] 100 | By |
[][SRVDP] Main Server DB [A.11] Unauthorised access 3] 51 2] 100% (] 100 | Bo |
[][SRV_LIS] Server LIS [A.11] Unauthorised access €1 4] 1 100% 21 100 | ®o |
[][SRV_RIS] Server RIS PACS [A.11] Unauthorised access €1 4] 5] 100% 5] 100 | @m0 |
[][SRVF] Server Finance €1 4] 1 100% 81 100 | @m0y |
[][SRV_Blood] Server Aimodosia 1 51 ©1 100% (] 100 | B |
[1 [ERP] SAP [A.11] Unauthorised access [Auth] 51 ®1 100% = 100 | mo |
(] [LIS] LIS app [A.11] Unauthorised access [Auth] 4] 81 100% o1 100 | @m0 |
[][RIS] RIS app PACS [A.11] Unauthorised access [Auth] 4] °1 100% °1 100 | @0 |
[] [SRVDP] Main Server DB [A.11] Unauthorised access [Auth] 4] 1 100% )] 100 | oy |
[][SRV_LIS] Server LIS [A.11] Unauthorised access [Auth] B8] 2] 100% (] 100 | B |
[][SRV_RIS] Server RIS PACS [A.11] Unauthorised access [Auth] B3] ©1 100% 21 100 | ®o |
[][SRVF] Server Finance [A.11] Unauthorised access [Auth] 31 21 100% 5] 100 | @m0 |
[][SRV_Blood] Server Aimodosia [A.11] Unauthorised access [Auth] 5] 1 100% 81 100 | @m0y |
[][PC_RIS_PACS] Personal puter RIS [A.11] L ised access [Auth] ] 2] 100% ] 100 | B |
[][PC_LIS] Personal Computer_LIS [A.11] Unauthorised access [Auth] 4] =1 100% = 100 | mo |
[][PC_S] Personal Computer_Salary [A.11] Unauthorised access [Auth] 4] 81 100% 81 100 | @m0y |
[][PC_Supply] Personal Computer Supply [A.11] Unauth d access [Auth] 4] °1 100% 5] 100 | @0 |
[][PC_Blood] Personal Computer Blood  [A.11] Unauthorised access [Auth] 4] )] 100% )] 100 | By |
[I[Pc_Gr ia] Personal Comp [A11]L ised access [Auth] 4] 2] 100% (] 100 | Bo |
[][ERP] SAP [A.3] Manipulation of activity r... 0] 51 81 50% 81 100
(] [SRVDP] Main Server DB [A.3] Manipulation of activity r... m 61 1 50% 81 100
[] [SRV_RIS] Server RIS PACS [A.3] Manipulation of ac r.. 0] 51 1 50% 8] 100
[] [SRVF] Server Finance [A.3] Manipulation of activityr... 0] 51 2] 50% ] 100
[][SRV_Blood] Server Aimodosia [A.3] Manipulation of activity r... m 51 ®1 50% ] 100
[] [DataP] Data Patients [A.11] Unauthorised access €1 o1 81 50% 81 100
[][S_NewP] Hospitalization €1 °1 50% 5] 100
[][S_Blood] Blood Donation and Analysis 1 1 50% 8] 100
[][ERP] SAP [A.11] Unauthorised access [l 51 2] 50% 8] 100
[][LIS] LIS app [A.11] Unauthorised access €1 131 81 50% 81 100
[][RIS] RIS app PACS [A.11] Unauthorised access €1 5] °1 50% 81 100
[][PC_RIS_PACS] Personal Computer RIS [A.11] L ised access 1 4] 1 50% 8] 100
[J[PC_LIS] Personal Computer LIS [A.11] Unauthorised access €1 4] 2] 50% 8] 100
[ [PC_S] Personal Computer_salary [A.11] Unauthorised access €l 4] = 50% ] 100
[][PC_Supply] Personal Computer Supply [A.11] Unauthorised access €1 4] o1 50% 81 100
[1[PC Blood] Personal Computer Blood __[A.11] Unauthorised access Ic1 141 1s1 50% 181

CI[PC_Gr Personal Comp [A11]L ised access [Autn] ] =] 100% 5]

[ [ERP] SAP [A:3] Manipulation of activity r... m 151 9] 50% [E]

[] [SRVDP] Main Server DB [A.3] Manipulation of activity r... m 61 3] 50% 5] 100
[][SRV_RIS] Server RIS PACS [A.3] Manipulation of activity ... m 51 3] 50% 81 100
[][SRVF] Server Finance [A:3] Manipulation of activity r... m 51 [&)] 50% 81 100
[] [SRV_Blood] Server Aimodosia [A.3] Manipulation of activity r... 0] 51 ©l 50% 1 100
[] [DataP] Data Patients [A.11] Unauthorised access 1 ©1 3] 50% 81 100
[][S_NewP] Hospitalization [A.11] Unauthorised access €1 3] 50% 81 100
[1[S_Blood] Blood Donation and Analysis c1 3] 50% 81 100
[ [ERP] SAP Ic1 151 9] 50% 0] 100
[][LIS] LIS app [A.11] Unauthorised access €1 131 3] 50% 81 100
[][RIS] RIS app PACS [A.11] Unauthorised access 1 31 3] 50% 5] 100
[][PC_RIS_PACS] Personal Computer RIS [A.11]L d access c1 4] 3] 50% 8] 100
[][PC_LIS] Personal Computer_LIS [A.11] Unauthorised access 3] 4] 3] 50% 8] 100
[][PC_S] Personal Computer_Salary [A.11] Unauthorised access Ic1 41 =] 50% 81 100
[][PC_Supply] Personal Computer Supply [A.11] Unauthorised access 1 4] 5] 50% 81 100
[][PC_Blood] Personal Computer Blood  [A.11] Unauthorised access 1 4] [E)] 50% 81 100
I[Pc_cr Personal p [A.11]L ised access c1 41 3] 50% 81 100
[ [LIS] LIS app [A.5] Masquerading of identity m 41 El 100% ©1 10
] [RIS] RIS app PACS [A.5] Masquerading of identity m 4] 3] 100% 1 10
[][SRV_LIS] Server LIS [A.5] Masquerading of identity m 51 3] 100% 1 10
[][SRV_RIS] Server RIS PACS [A5] Masquerading of identity m 51 3] 100% 1 10
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3.4 MpoodiopIopO6G AVTINETPWYV

AvTigeTpo gival To JETPO TTOU AapBAvETal yIa TV TTPOCTACIA TOU TTANPOPOPIAKOU
OUCTHMATOG KAl TNV QVTIMETWTTION TWV ATTEIAWV. To JETPO PTTOPEI va EVEPYEI
QAVIXVEUOVTAG, TTIPOAANBAVOVTOG | HEIWVOVTOG TNV ATTWAEIN TTOU OXETICETAI UE TNV
EMPAVION YIOG ATTEIANG I KATNYOPIOG ATTEIAWY

[GH] A.5.1. Safequards > A.5.1.2. valuation (phases)

Edit Expand View Export Import Statistics

N -

asp.. safeguard | doubts | source ‘ base comment| current _
(] SAFEGUARDS LO-L2 L4-L5 L2145
O  m | e NENl o #\[1A] |dentification and authentication L112 L5 L1214
(] T EL | T . Wﬁ[AC] Logical access control L1-L2 L4 L2414
[ ™| PR SN o #M\D] Pratectian of Data / Information L2 ] L2-15
O m | e. BaNil o #\K] Protecting cryptographic keys [SC-12] L1 L5 L215
(| M PR &5 . 0-91[81 Protection of Services LO-L2 L4 L2-13
(] M | PR | 5 . & 75 [SW] Protection of Software L1-L2 L4-L5 L2413
[ M PR & . & 5 [HW] Protection of Hardware L1-L2 L4 L2113
(] M | PR - 0-'ﬁ[COM] Protection of Communications L2 L4 L2145
(| M PR | B . o, [M] Protection of Media L1 LS L214
o m/er 5 B o- M [AUX] Aundliary Means L2 L4 L213
[J |PHY|EL | & . *ﬂ[F‘F‘E] Physical protection of eguipment L1-L2 L4 L2413
[] |PHY PR 5 . @74 [L] Protection of the installations L1-L2 L4 L2113
0 PR/ PR 5 o [P] Personnel L2 L4 L2413
(| M CR | B . o7 [IM] Incident management (ICT) L2 L4 L2-14
m] T R B0 o R t00/s] Security taols LO-L2 L5 L2-L4
[ M CR 3 . *?1[\/] Vulnerability management L2 L4 L2113
(] T MN 4 . o~ . [A] Logging and audit L1 L4 L2413
[ M RC o7, [BC] Business continuity (contingency) n.a. n.a. n.a. n.a.
0O m| a0 5 B o 4% [G] Organisation L1 L4 L2-3
00 m|a 5 B o % [E] External Relations L1-L2 L4 L2-13
(] M AD 5§ . 0-ﬁ[NEW] Acquisition / development L2 L4 L2413
[ M PR o-ﬁ[F'DS] Paotentially dangerous services n.a. n.a. n.a. n.a.
(] M | PR o £=2[IP] Logical border protection system n.a. n.a. n.a. n.a.
[] |PHY EL = T . o ER[PPS] Physical Perimeter Pratection LO-L1 L4-L5 L2-14
O M | EL 3(o) I a?{;ERqPQI]EST] Emanation protection (TEMPEST) L1 L4 L2.13

Ewkova 34. Safeguards perétn Noookopegiov

ATTO KABE ouvévTEUEn, KOTAYPA@ETAI PIO EKTINON TNG ATTOTEAEOUATIKOTNTAG KAOE
QVTIHETPOU OXETIKA PE TIG ATTEINEG VIO TIG OTT0iEG UAOTTOINONKE. TEAOG, Ta QVTIUETPA AUTA
TTapouaidlovTal uttd Jop@r ava@opds cUPPWVaA PE TO BAaBPO aTToTEAECUATIKOTATA TOUG.
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MpoodIopIoPOS TWV AVTINETPWV:

ATraiTnon yia éykpion/e§ouciodétnon:

To QVTiMETPO PTTOPEI VA EQAPUOCTEI OTIC TTAPAKATW KATNYOPIEG TTEPIOUCIAKWY OTOIXEIWV
Tou [MZ: ZTOoI1XEIO/TTANPOPOPIES, UTTNPETIES, EQAPPOYES (AOYIOUIKO), EEOTTAICHO
TTAnpo@opiknG (hardware), diktua eTmiKOIVWVIWY. MNMpoaTaTevel TIG aKOAOUBES 1816TNTES
aoQAAEIag: AKEPAIOTNTA, EUTTIOTEUTIKOTNTA KOl AUBEVTIKOTNTA.

ATreIAég TTOU O@EiAovTal O€E TTPOCWTTA:

NGB Twv xPNoTWYV, AGBN Tou dIaXEIPIOTH CUCTANOTOS AC@PAAEIag, SIAdOCT I0NOPPIKOU
AoyiopIKoU, aAAoiwan TTAnpo@opiwy, diappon TTANPOPOPIWY, EUTTABEIa AoyIoHIKOU, AGBN
0T OUVTHPNON/ETTIKAIPOTTOINCN TTPOYPAUMATWY (software), TTAacToypdenon 1nNg
TAUTOTNTAG TOU XPrOTN, KATAXPNOoN OTa TTPoVOuIa TTpdoacng, Un €€0uciodoTnuéVn
TTpooRaon.

EpyaAgio rpooTaciag atrd 1I0Hop@IKO AOYIOHIKO:

H eTaipeia TTpoc@Epel epyaleia TTpooTaciag atro I0JOPPIKO AOYIOUIKO, aAAG dev gival
TTAVTA eVNUEPWHEVA, Ta aKOAOUBA avTieETPa ETTIAEXONKAV:

* To Tpdypaywa TTPETTEI VA EVNUEPUWVETAI TOKTIKA.
* H Bdon dedopéEvwy Tou TTPOYPANUATOS TTPETTEI VO EVAREPWVETAI TOKTIKA

* Ta avTigeTpa auTd e@apuolovTal OTO ETTITTEQO TWV EQAPHOYWY KAl TOU AOYIOUIKOU.

MpooTacia TwV eQAPHOYWYV TNG TTANPOYPOPIKAG: Ta avTiueTpa ETTIAEXONKAV YE
Baon o1 dev uTTAPXOUV TA £EAG:

» Kavoviouoi yia TNV ETTITPETTOPEVN XPMON TWV EQAPHOYWV.

» Kavoveg yia Tnv eykatdotaon un £€0uaiodoTnuévou AoyIoUIKOU Kal TTPOIOVTwY
ME OUYKeEKPIUEVN Gdela.

» AladIKaOieg yIa TN dnUIoUPYia avTIypaPwyV aOPAAEIQG.

* Ta apxeia dedOPEVWV TNG EQAPUOYNG TTPETTEI va TTpooTaTEUOVTAl £€A0@aAifovTag

I. ZkomeAitng, I. Baohag, Navemiotrpio Atyaiou, T, Mnx/kwv M.E.Z. 64



MeAETn ao@AAEIag TTANPOPOPIAKOU CUOTAUATOG VOOOKOMEIOKAG Jovadag

£U'ITIO'T£UTIK(5Tr]TG Kal GKEpGIéTr]TG.

* '/EAeyX0G €KBOONG OAWV TWV TTPOYPAUMATWY AOYIOUIKOU.

NMpooTacia Tou £§OTTAICHOU:

» Kavoviouoi yia T owaTr Xprion Tou eE0TTAICHOU.

* AI0BIKOCIEG TTOU €ival €OUCIODOTNHEVES VO XPNOIUOTIOINCOUV TOV EEOTTAICUO.
* [1po@i\ aoaAciag.

Alao@aAilovtal o1 dI00TACEIS OTTWG N AKEPAIOTATA KAl N EUTTIOTEUTIKOTNTA.

Ailaoc@dAion Emmikoivwviwyv:

* Mpo@iA ao@aleiag: ATTopuyn atrelAwy OTTwS AdOn xpnoTwy, oedAuaTta akoAoubiag,
ammPOBAETITN XprioN, TTPOWBNGN PNVUNATWY, un e§ouaiodoTtnuévn TTpocBaocn.

[MpooTatevovTal oI: AKEPAIOTNTA, EMTTICTEUTIKOTNTA KAl QUBEVTIKOTNTA.
* '/EAEYX0G TNG TTPOEAEUONG KOI TOU TTPOOPICHOU TWV INVUUATWY (QIATPO).

AVTIMETWTTION TNG KN €€ouaiodoTnuévng TTPOCRACNG.

I. ZkomeAitng, I. Baohag, Navemiotrpio Atyaiou, T, Mnx/kwv M.E.Z.
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[GH] graphs > safequards

1 o] [595 ] | | | 5 [0 5 B [ens

ian m PILAR
[DR] deterrence B Ccurrent
m target

[MM] manitaring [DC] detection

Ewova 35. Safeguards graph

Evatmropévouoa ABpoioTik ETritrtwon (residual)

MeTa TNV epappoyr TwWV TTPOTEIVOUEVWYV AVTIUETPWY O€ KABE ayaBo n evatrouévouoa
EMITTITWON ocuvaBpoileTal OTOV TTAPAKATW TTIVOKA:

FD_Raom _

Laboratories SW.ANtivirus
Blood_Room S SW ERP

Aircaon ‘.‘,‘g‘ X 77 0“‘ SW.SaL

S_sup

Building SW.LIS
SRY_Roam SWRIS
Power HW SRVDP
InternetP HW.SRV_LIS
AUX UHF HW . SRY_RIS
AUXRFID HW.SRVF
AUX Antena HW.SRY_Blood
AUXUPS HW SRVB

AUX.Surveillans
AlUX Cabling

HW.Lan_Pr
HW PC_RIS_PACS

AUX . Generatar s HW.PC_LIS
COM.WiFi ' HW.PC_S
COM LAN HW PC_Supply
COM Firewall HW.PC_Blood
HW AP HW . PC_Grammateia
HW Madem HW Router
HW.SWs mm potential

mm current
wm target
. PILAR
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Extipnon Evatmropévoucag Emikivduvérntag (residual)

H cuoowpeupévn evatropévouoa TTIKIVOUVOTATA BEix Vel TN didxuon TNG ETTIKIVOUVOTNTAG

avaueoa o€ ecaptwpeva ayabd. Ooa ayabd rapoucialouyv Tipn > 3, atroTeAOUV OnEio

TTPOCOXNG ME UYWNAR ETTIKIVOUVATNTA.

DataP
cu DataE
falt DataF
Admin S_MewP
IT S_Blood
WMedS - 1Bh . S_sal
FD_Room N S_sup
Laboratories “‘,‘“ ?‘lkg...... SW.Artivirus
Blond_Raom ’,Q é‘}tﬁﬂ-ﬂ""& SW.ERP
ArCan .’""‘ '.O‘_S‘r? M"' "“.1 sw saL
Building . 01‘0},—»\ ﬁﬂ"l’,"_"dg" < swLls
SRV_Raom 71 .:.05‘,- Sl i e _ SWRIS
Power SaiE Sy e HW.SRVDP
T L
Internetk HW.SRV_LIS
AUX UHF HW SRV_RIS
AUXRFID - HwW. SRVF
ALK Antena HW.SRV_Blood
AUXUPS HW SRVB
AUX Surveillans HW . Lan_Pr
AUX Cabling HW PC_RIS_PACS
AUX.Generatar 5 ! HW.PC_LIS
COM WiFi HW PC_S
COM LAN HW PC_Supply
COM Firewall HW . PC_Blood
HWW. AP HW.PC_Grammateia . potential
HwW.Madem HW . Rauter I current
HW SWs mm target

mm PILAR

Ewxova 36. RESIDUAL IMPACT - RISK

3.5 ZuvoAIKA atToTEAECHATA EKTINONG ETTIKIVOUVOTNTAG
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Risk estimation
The frequency is also modelled from a simple scale:
0 VF: very frequent (daily)
0 F: frequent (monthly)
0 NF: normal frequency (yearly)
0 I infrequent (every few years)

The impact and the frequency can be combined into a table to calculate the risk:

risk frequency
PF FN F
VH H
EN H
impact B M H
L VL L M | H
VL | VL | VL L | M

H exTipnon mpokUTITeEl TTPOCdIOPICOVTAG TNV EVOEXOMEVN KAl EVATTOPEVOUOQ ETTITITWAON TOU
uTTO MEAETN ouoThPaTOG. Tautdxpova, TagivopouvTal KATd TTPOTEPAIOTNTA Ta ayaBd 1 ol
opadeg ayabwy, Pe OLIpd ETTITTITWONG I ETTIKIVOUVOTNTAG. 2KOTTOG €ival O UTTOAOYIOUOG TNG
EMTITWONG TNG ETTIKIVOUVOTNTAG KAI N KATAVONGON TWV ATTOTEAECUATWV.

Katd tn Magerit kai 1o Pilar, uttoAoyileTe n ammoyévouoa (residual) cuvoAikn
ETTIKIVOUVOTNTA OUVUTTOAOYICOVTOG TNV CUOOWPEUNEVN (accumulated) Kal TNV AVOKAWUEVN
(deflected) emikivouvoTnta.

H emikivouvoTnTa Tou uttoAoyiceTal yia KGBe ayaBo abpoiletal (aggregated) otav
UTTAPXOUV OUYKEKPIYEVA KPITAPIA. [1a TOV UTTOAOYIONO TNG ETTIKIVOUVOTNTAG
XPNOIMOTToIoUVTal TTPOKABOPICUEVOI TTIVAKES | aAyopIOuIKY) avAdAuon OTTwG BAETTOUNE
OTOV TTIVOKQ TTAOPAKATW.
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[GH] A.7.2. Accumulated values > A.7.2.2. risk

View Export

potential | current | target | PILAR

asset

[] ASSETS
[J ¢ o [B]Essential assets
| [DataP]Data Patients
o | [DataE] Data Employees
o | [DataF] Data Finance
¢ = [1S] Internal services
o is [S_NewP] Hospitalization
o js [S_Blood] Blood Donation and Analysis
«js [S_Sal] Salary
o js [S_Sup] Supplies
= [E] Equipment
¢ €3 [SW] Applications
o A [Antivirus] Antivirus
o is [ERP]SAP
o is [SQL]MySaL
o is [LIS]LIS app
o is [RIS]RIS app PACS
¢ €3 [HW] Hardware
& jt [SRVDP] Main Server DB
> is [SRV_LIS] Server LIS
o is [SRV_RIS] Server RIS PACS
o jg [SRVF] Server Finance
+ is [SRV_Blood] Server Aimodosia
o js [SRVB] Server Back Up
o A [Lan_Pr] Lan Printer
o A [PC_RIS_PACS] Personal Computer RIS
o A [PC_LIS] Personal Computer_LIS
o A [PC_S] Personal Computer_Salary
o A [PC_Supply] Personal Computer Supply
o A [PC_Blood] Personal Computer Blood
o A [PC_Grammateia] Personal Computer
o A [Router] Router
& A [SWs] Switch
o A [Modem] Modem

=

o A [AP]Access Point
¢ £3[COM] Communications
[Firewall] Firewall
o A [LAN] Local Area Nettwork
o~ A [WIFI] WiFi
¢ E3[AUX] Other elements

Do 00000000 D0o0o0ooo0oooooooooooo

Ewdva 37. RESIDUAL (ACCUMULATED-DEFLECTED) RISK

Kupi16Tepa onueia emKivouvoTnNTAG TTOU XPIJOUV AVTIJETWITION.

O server TnG aIpo0dOCIAG, €ival EYKATEOTNUEVOG O€ ONWEIO PE T EAAXIOTA TTPOTUTTA
ao@aAciag. Exei BpiokeTtal kal o dpouoAoynTAG Kal TTAVW TOUG TTEPVOUV CWANVWOEIG
atrox€teuong. Etmiong 6Aog o e€OTTAICNOG BpioKETAI OE EPPAVES ONEIO, gival
TOTTOBETNUEVOG BITTAC OTO TCAKI TNG YPAUMOTEIOG TOU TPUAUATOG AINOdOTiag.

O1 Kwdikoi TTpéoBacng cival OXETIKA YVWOTOI AvAPECA 0€ EPYACOUEVOUG TOU
Noookopeiou, KATI TTOu KAVEl TO cUCTNPA EUTTOBEC o€ €TIBECEIG social engineering. O
KwOIKOG TTpdoBacng TTPETTEI va aAAACEl avd TOKTA XPOVIKA dIOCTAUATA KOl VO KPOTEITE
MUOTIKOG.

To un evnuepwuévo antivirus, o€ KATTOIOUG UTTOAOYIOTEG TTOU BEV £XOUV TTPOCRACT OTO
OIadiKTUO, YE ATTOTEAEOUA VA €ival ETTIPPETTEIC O€ ETMOECEIC KAKOBOUAWY XpnoTwV. MpETTEl
va UTTApXElI ouxVvr evnuépwaon Tou Antivirus.

I. ZkomeAitng, I. Baohag, Navemiotrpio Atyaiou, T, Mnx/kwv M.E.Z. 69



MeAETn ao@AAEIag TTANPOPOPIAKOU CUOTAUATOG VOOOKOMEIOKAG Jovadag

Export
potential | current | target | PILAR | summary (impact) | summary (risk) |

asset [ threat [
[ [SRVDP] Main Server DB [A.11] Unauthorised access m
[1[PC_RIS_PACS] Personal Computer RIS [A.11] Unauthorised access [Auth]
C1[SRV_RIS] Server RIS PACS [A.11] Unauthorised access [Auth]
[1[SRV_RIS] Server RIS PACS [A.11] Unauthorised access Ic1
[1[PC_Supply] Personal Computer Supply [A.11] Unauthorised access [Auth]
[1[PC_LIS] Personal Computer_LIS [A.11] Unauthorised access [Auth]
C1[SRV_Blood] Server Aimodosia [A.11] Unauthorised access m
[1[ERP] SAP [A.11] Unauthorised access [Auth]
C1[SRV_LIS] Server LIS [A.11] Unauthorised access [Auth]
[1[PC_S] Personal Computer_Salary [A.11] Unauthorised access [Auth]
C1[SRV_LIS] Server LIS [A.11] Unauthorised access Ic1
[1[RIS] RIS app PACS [A.11] Unauthorised access [Auth]
[1[SRVF] Server Finance [A.11] Unauthorised access [Auth]
[1[SRVF] Server Finance [A.11] Unauthorised access Icl
[ [SRVDP] Main Server DB [A.11] Unauthorised access [Auth]
[1[SRVDP] Main Server DE [A.11] Unauthorised access Ic1
C1[SRV_RIS] Server RIS PACS [A.11] Unauthorised access m
[1[PC_Gr ia] Personal Comp [A.11] Unauthorised access [Auth]
[1[LIS] LIS app [A.11] Unauthorised access [Auth]
C1[SRV_Blood] Server Aimodosia [A.11] Unauthorised access Ic1
[1[SRV_Blood] Server Aimodosia [A.11] Unauthorised access [Auth]
C1[SRV_LIS] Server LIS [A.11] Unauthorised access m
[1[SRVF] Server Finance [A.11] Unauthorised access m
[][PC_Blood] Personal Computer Blood  [A.11] Unauthorised access [Auth]
[1[PC_RIS_PACS] Personal Computer RIS [A.11] Unauthorised access Ic1
[1[PC_Supply] Personal Computer Supply [A.11] Unauthorised access Icl
[1[ERP] SAP [A.11] Unauthorised access Ic1
C1[PC_LIS] Personal Computer LIS [A.11] Unauthorised access Ic1
[1[PC_S] Personal Computer_Salary [A.11] Unauthorised access Icl
1 [ERP] SAP [A.3] Manipulation of activity records (... m
[1[SRV_Blood] Server Aimodosia [A.3] Manipulation of activity records (I... m
[1[RIS] RIS app PACS [A.11] Unauthorised access Ic1
[1[SRVDP] Main Server DB [A.3] Manipulation of activity records (I... m
[C1[SRVF] Server Finance [A.3] Manipulation of activity records (... m
[1[S_Blood] Blood Donation and Analysis [A.11] Unauthorised access Ic1
1 [LIS] LIS app [A.11] Unauthorised access Ic1
[l[pc_er ia] Personal Comput [A.11] Unauthorised access Icl
C1[SRV_RIS] Server RIS PACS [A.3] Manipulation of activity records (... m
[1[S_NewP] Hospitalization [A.11] Unauthorised access Ic1
[1[DataP] Data Patients [A.11] Unauthorised access €1

(2% Als 85|

manage

Ewkova 38. Xvvolikny Emkivéuvotnta

H atmropévouoa_etTikivouvotnTa (residual risk) uttodeIkvUEl TTOIO TTEPIOUCIAKA OTOIXEIA
TTPETTEl va TTPOOTATEUBOUV AapBdavovTag uttdywn Ta ugloTapeva péTpa (safeguards) oto
TTANPOPOPIaKO CUCTAMA.

O avakAwpPEevVOog Kivouvog éxel AaBel uTTOwn Tou TIG AAANAEEaPTAOEIG NETOEU TOU KABE
Kpioluou ayaBou Kai TIG eEapTHOEIG HE auTO. Av KATTOI0 ayaBd TTapapével e uwnAo Babud
ETTIKIVOUVOTNTAG ONUAiVEl OTI OEV AVTIMETWTTICETAI IKAVOTTOINTIKA ATTO TA UQICTAPEVA PETPA
TTPOOTACIAC.

H BaBuoAoyia Tou KIvOUVOU £XEl UTTONOYIOTEI E UTTOKEIMEVIKO TPOTTO AAAG divel hia cagn)
€IKOVA YIa TO TTOIEG TTPOTEPAIOTNTEG Ba TTPETTEI va S0BOUV OTNV AVTIMETWITION TWV
KIvOUVwV. H atroTtipnon mTepIAapBAavel TRV GUVOAIKR atroTipnon OAwV Twv TTEPIOUCIAKWYV
OTOIXEIWV TTOU AAANAOECAPTWVTAI, KOI T UTTAPXOVTA PETPO AOPAAELiag.
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4. AIAXEIPHZH EMIKINAYNOTHTAE

H diaxeipion tng emkivouvotnTag (Risk Management) opidetal wg pia
OuCTNUATIKN Kal ouvexn diadikaaoia: mpoadiopiouou (identification), ektiunong
(Assessment), uetpiacuou (mitigate) kar EAEyXOU, TWV TEXVIKWYV, AEITOUPYIKWY Kal
GAAwV e1dwv KivoUvou (risks), KABWCS Kai TNV EQAPUOYN TwV EVOESEIYUEVWV UETPWV

aopaAciag kar EAEyXwYV yia TNV OwOTH EQapoyn Tous [Karaikag et al, 2004].

H agloAdynon mKIvOUVOTNTOG, AVAPEPETAlI OE HIO AVTIKEIPEVIKT, ETTAVAANTITIK YEBODO N
OTTOia OUAAEYEl OTOIXEIQ TTOU AQOPOUV KIVOUVOUG, QTTEINEG, TPWTOTNTEG KAl EAEYXOUG,
uttoAoyiovtag To PEYEBOG TNG ETTIKIVOUVOTNTAG VIO £vav OPYQVIOPO Kal TTPOTEIVOVTAG
METPA YIO TN PEIWON TOU [Richard E. Mackey, 2011].

21nv dlaxeipion KivoUuvwy, 0 TEAIKOG OTOXOG eival va Bpebouv T1a KatAAAnAa pETpa
aoQAAEIag £TO1 WOTE €iTE va PEIWBEI iTe va dlatnpnBei o Kivduvog Kal va dlapop@wlei éva
OX£010 dIaXEipIoNG TOU [Karoikag, 2014].

2€ TTEPITITWON TTAPAPRAEWNS TWV KIVOUVWYV UTTAPXOUV GUVETTEIEC OTTWGS[Chapman & Ward, 2009]:
* 2TNV UYEIQ KOI QOQAAEIQ TWV EPTTAEKOPEVWV
* XNV @run - aglommoTia
*  2TNV EUTTIOTOOUVN TWV TTEAATWV
* 3TNV OIKOVOUIKA KOTAOTAON

* 371G UTTOOONEG Kal TTEPIBAAAOV TOU opyavioHoU,

AKoAoubei pia aéloAdynon Twv TEPIOXWYV UE TO UEYAAUTELO BaBusd eTTIKIVOUVOTNTAS

AladikTuo:(Sub. Services) lMpayuartomoinon TNG OTTEIANG EVOEXETAI VA TTPOKOAAECEI
OUVETTEIEG OTTWG TN OIOKOTII TNG KAVOVIKAG PONG epyaciwv Tou Opyaviouou Kal Twv
KaOnuePIVWY OpaCTNPIOTATWV.
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MéTpa peiwong evoexOUEVOU TTPAYHATOTTOINONG :

* [lepiopiopdg xpriong Tou dIadIKTUOU, WOTE AUTO VA  XPNOIYOTIOIEITal POVO  yia
dpacTtnpIdTNTEG ToU Opyaviouou Kal OX! yIa TNV TTPOCWTTIKI XPon TwV EPYAlOUEVWV.

* Eykardotaon (firewalls, proxy servers) yia Tnv UTtooTApPIEn 600 TO duvaATOV
TTEPIOCOOTEPO POPTIO OTO DIKTUO.

MNoyiopikéd ERP:(Software) MNpokeimal yia 10 Kupiwg AOYIOUIKO TO OTT0I0 XPNOIKOTIOIEI TO
Noookopeio yia Tn die¢aywyr] Twv AeItoupyiwv Tou. H atreiAi Tpoépxetal atrd Tnv EAAEIYN
TTPOOWTTIKOU  KWAIKOU TIpdoBaong OTo oUCTNPA TTOU PBPICKETAI €yKATEOTNPEVN N

gQapuoyn.

MéETpa yia TNV QvTIUETWTTION:
* Eivai avaykaiol ol egtnIoTEUTIKOI KWOIKOI TTPACRaCNG yIa TO oUCTNUA

* [lpoocapuoynl Twv KATAAANAWV OdiKaiwudTwy TTPdoaong, avaloya pe Tn B€on
epyaciag, TNV TEPIYPAPA THS Kal TO €i00C TWV OEDOUEVWY TTOU ATTAITOUVTAL.

Antivirus:(Software) H éAewpn evnuepwpuévou antivirus evOéXeTal va TTPOKAAECEI TN
O1Gd0o0n Kak6BouAou AoyIouIKOU oTa CUOTAPOTA Tou NOCOKOUEIOU HE QTTOTEAECHQ va
TTPOKAAECEl  COPOPEG  OUVETTEIEG  OTNV  OKEPAIOTNTA  Twv  OedOUEVWY KOl TNV
EMTTIOTEUTIKOTNTA. O AOYyOG aT1Td TOV OTToI0 ATTEIAEITAl TO CUCTNUA €ival N ouxXvh Xprnon
USB Stick yia Tn petagopd apxeiwv.

MéTpa yia TNV QvTIHETWTTION:
* EykataoTtaon TARpoUS evnuepwHEVNG epapuoyng Antivirus.
*  Evnuépwon tng Bdong dedopévwv TS EQAPUOYAS KATA EAAXIOTOV 2 QOPEG TO Prva.

*  Kardpynon Twv Bupwv eCwTePIKWY ouvdéoewv USB atrd 6Aoug Toug UTTOAOYIOTEG.
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Agitoupyiké ZuoTtnua YmroAoyioTtwv:(Software) O1 ammelAég TTou agopouv 1 diddoon
KakOBouAou AoyiopikoUu. O@eileTal oTnv EAAEIYPN EVNUEPWHEVOU IOUOPPIKOU AOYICHIKOU.
AKOUA N PN UTTapén EVNUEPWHEVWYV EQAPHOYWYV EVOEXETAI VO TTPOKOAECEI OUVETTEIEG OTNV
QKEPAIOTNTA KAl TNV EUTTIOTEUTIKOTNTA.

MéETpa yia TNV QvTIHETWTTION:
* ATOKTNON AOYIOUIKOU PE AdEIa.
e EyKATAOTOON EVNUEPWOEWV YIA TO AOYIOHIKO KAl TO AEITOUPYIKO oUOThUA

e Adcia £10000U OTO AEITOUPYIKO OUCTNPA PE EEXWPIOTO KWOIKG avda UTTAAANAO.

ESumrnpeTnTAg Alpodoaoiag:(Hardware). H mpayudrwon atelAng mou divel upnAo Babud
ETMIKIVOUVOTNTAG €ival O KOKOG XEIPIOPOG ECOTTAICHOU O OTTOI0G EVOEXETAI VO ETTNPEATEI TV
EMTTIOTEUTIKOTNTA. AOYW TNG KOKAG TOTTOBETNONG TOU €EOTTAIOPOU  O€  AvAOQAAEG
TTePIBAANOV. O eCotTAIopdG Twv Bdaoewv dedopévwy Bpioketal o€ €va Kove OdwHATIO
Xwpig €EAeyxo TpdoBaong o€ auTtd. AUTO UTTOPEI va TTPOKOAECEI TNV ECKEUMUEVN ATTWAEIA A
UTTOKAOTTHA TTANPO®OpPIagC.

MéETpa yia TNV QvTIHETWTTION:
*  Metagopd Tou server o€ dWHPATIO PE OAa Ta TTPOBAETTOUEVA UETPO AOPAAEING.

* To dwpaTio (server room) TTou Ba peTa@ePBei 0 server, Ba TTPETTEI va TTPOQUAACOETaI
Kal aTTd TIG QUOIKEG KOTAOTPOPEG.

Mpoowtikoi utroAoyioTég:(Hardware) H ammelAf pe 10 ueyaAutepo  Babuod
EMKIVOUVOTNTOG €ival n XpAon Tou €COTTAIOPOU aQuToU  yia OKOTTOUG TTEpa TwV
EMTPETTOPEVWY. O1 UTTAAANAOI eVOEXETAI VO EYKATAOTAOOUV TIPOYPAUMOTA TTOU &V
OXETICOVTAI E TNV EPYATia TOUG.

METpa yia TNV QvTIMETWTTION:

e Kardpynon SIKAIWHPATOG EYKATAOTAONG OTTO TOUG KOIVOUG XPNOTEG, TTapd PJOVO aTrod
TNV ONAdA WV TEXVIKWV.
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LAN:(Communication) ATTEIAéG eVTOTTIOTNKAV OTAV OPOROAOYNON TTAKETWYV. AEV UTTAPYXOUV
Kavoveg OpopoAOYNoNG, oUTE JNXAVIOUOI OTTOTPOTIAG KN €¢ouaiodoTnuévng TTpdoRacng.

METpa yia TNV avTIMETWTTION:
e Kputrroypdenon Twv deBOUEVWY (EUTTIOTEUTIKOTNTA).

*  WYnoiakd TToToTToINTIKA OTIG UTTNPECIEG OTTOU avTaAAdooovTal dedouéva, KaBwg Kal n
OUXVH CUVTHPNON TOou TOTTIKOU OIKTUOU.

KaAwdiwon eykataotdoewv:(Auxiliary). H kakfp 1oidtnta TnNG €ykKaTdoTaong Twv
KOAWBIWOEWY Kal TNG ouvdeong Tou EOTTAICUOU TTou BpiokovTal ekTeOeINéva. MpoKaAeiTe
B6puUBOG OTNV ETTIKOIVWVIA PETAEU TWV UTTOAOYIOTIKWY TTOPWV Tou NOCGOKOEIOU.

METpa yia TNV QvTIMETWTTION:
*  2XeDIA0OPOG €K VEOU OAWV TwV CUCTATIKWY TG KAAwWdiwong.

* Ato@uyn dladpopwv TNG KaAwdiwong péoa atmmd KolvoxpnoToug Xwpoug lNpooTtacia
amdé TN @Bopd 1 un eoucaiodotnuévng TTapakoAoubnong (xpron Owpakiouévou
aywyou, KOUTId A TTEpaoua KaOAwdIwoNng pEoa atmd KAEIOTOUG XWPOUG)

e AlaxwpIiouog NAEKTPIKNAS KaAwdiwaong atrd SIKTUAKNG, VIO ATTOQUYH TTAPEUBOAWV.

Kevtpiké Kripilo:(Facilities). To povadikd pétpo TrpooTaciag eivar n 0tmmapén &vog
(PPOUPOU OTNV KEVTPIKN €i0000.

MéETpa yia TNV avTIHETWTTION:

* Evioxuon Ttou apiBuou Twv security, KABWG KAl TO CUCTAPATA EKTAKTNG AVAYKNG Kal
TTPOOTACIAG (CUVAYEPHOI).

* Evioxuon kauepwv ac@aleiag oe 6Ao TO KTiplo (Kai Oxl MOVO OTO BWMATIO TWV
€EUTTNPETATWV).
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MpoowTriKG: ATTEINEG TTOU AQOPOUV TO TTPOOWTTIKG. H TTpWwTn aTtrelAr] evtoTTideTal OTO
social engineering. KaTtrolol epyadOuEVOl  XPNOIYOTIOIOUV  TOUG  KWwOIKOUG yia Thv
TTPOORACN OTOUG UTTOAOYIOTEG AAAWV  OuvadéA@wv Toug, éxovtag Tmpéofacn o€
TTANPOYOpPIEG TTOU BeV Ba ETTPETTE va £xouv. H deUTeEPn ATTEINR EVTOTTICETAI OTOV EKBIOOUO
1 KOKr Xpnon Tng TTANPo@opiag TTou PTTOPEN va atToKTioel KATToI10G €1 BAPog GAAou.

METpa avTIHETWTTIONG:
* TIoNITIKI) OXETIKA PE TN BIAXEIPION TOU TTPOCWTTIKOU (ACPAAEIQ).
* Anuioupyia d1adIKacIwV ac@AAEIas (TTEPIOTATIKWY EKTAKTNG AVAYKNG).

* Avridpaon yia tnv TPOANWN ToU €eKBIacpoU. TMpdAnwn Kal QVTIMETWITION TWwV
emBéoewyv social engineering.

Mpoteivéopeva Métpa Ao@aAsiag

Mn egouciodoTnpévn XPROTN TWV EQAPHOYWV:

Na atmrayopeuBei n eykatdoTaon TTpoypauudaTwy (software) amd un egouciodoTnuévoug
XPNOTEG.

ATTOQUYNA XPNONG KN EYKEKPINEVOU AOYIOUIKOU.

O1 epyalduevol va emaAnBedouv OTI TO OTTOONKEUTIKO MPECO TIOU TTPOKEITAI VA
XPnoIJoTToIoouv dev TTEPIEXEI KATTOIOG MOPPAS KAKOBOUAO AoyiouIkO. Evdeikvutal n
Xprion antivirus.

OpBn xpnon Hardware:
ATTayopeUC JETOKIVNONG TV UTTOAOYIOTWYV ] €YKATACTAON/ATTEYKATAOTAOT CUCKEUWV.

ATTay’opeucn TOTTOBETNONG AVTIKEIMEVWY TTAVW OTOV EEOTTAICNO A TNV KAAUWN TWV OTTWV
e€agpIouou auTou.

2uvTipnon €€OTTAICUOU N €TTIOKEU’'N JOVO aTTd TO apuddIo TURMA.

EuBuvn Tou epyadopévou, Kal UTTOXPEWON va KaAUWel Tnv agia Tng €TTIOKEUAG 1 TNV
AvTIKATAoTAON TOU ETTNPEACOPEVOU ECOTTAICOU.
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AvTiypaga ac@alAsiag:
XpAon Twv OTITIKWYV HECWYV JOVO Yia dnuioupyia avTiypd@ou ac@AAEIag TTANPOPOPIWY.

2UxXVH dnuioupyia avTiypa®wyv aoc@AAEIOg TNG euaiocbnTNG Kal Kpioiung TTANPo@opiag Trou
UTTAPXEI OTOUG UTTOAOYIOTEG TOUG.

XpARon Twv utrnpeciwy d1adIKTUOU:
Xprion atoKAEIOTIKWY AOYAPIOCUWV.

ATTayopeUETal N OTTOIAONTIOTE TPOTIOTIOINGN TNG TAUTOTNTAG TWV XPNOTWV ATd TNV
NAEKTPOVIKA EQAPUOYH.

Xprion Tou JIAadIKTUOU OXETIKA WE TIG OPACTNPIOTATES TOU TUNHUATOG

MpooTacia eyKATAOTACEWV:

[MoNITIKEG TTPOOBAONG OTOUG Sservers Kal Toug 0TaBUoUG Epyaaciag.

Alayegipion Tou TTPOCWITIKOU:

Mp&TTel va UTTAPXOUV PATPEG EPTTIOTEUTIKOTNTAG VI TN dIACPAAICN TwV TTANPOPOPIWY TOY
opyaviouou.

O1 xpnoTeg, opeilouv va TNPOUV TNG EPTTIOTEUTIKOTNTA TNG TTANPOPOPIAG.
MoAITIKr) KaBapou ypaeiou.

Ta pétpa kar ol ToAITIkKEG ac@aAgiag Tou 'N atrapTifouv To 0XE0I0 ACQPAAEIOG TO OTTOIO
TIPETTEI VO EQAPUOCTEI CWOTA WOTE VA ETTITUXEI TO OTOXO TOU.
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5. >YMNEPAZMATA

21NV Tapouca PeAETN avaAuong Kivouvwy oTo MZ N digpeuvnOnke o BaBudg
ETTIKIVOUVOTNTAG TWV KPICIUWYV TTEPIOUCIAKWY OToIXEiWV Tou MZ Tou 'N Kal TTpoTddnkKav
METPA ACQOAEIQC yIa TNV AVTIMETWITTION TOUG OoTa TTAQioIa TNG dlaxEipiong NG
ETTIKIVOUVOTNTOG.

2KOTTOG TNG MEAETNG ATAV N avdAuon Kal aTToTiunon Twv atelAwy Tou M Tou 'N woTe va
UTTOAOYIOTEI JE TTOOOTIKOUG KAl TTOIOTIKOUG Opoug 0 BABPOS ETTIKIVOUVOTNTAG YIa KAOE
ouvduaoud ava atrelAf - ayaBo.

H ouAAoyn Twv dedopévwy yia 1o MZ Tou 'N oTnpixBnKe OTIC ATTOYWEIS TOU TTPOCWTTIKOU
Tou I'N Kai Bswpeital uttokEIPevIKr. Me Baon Twv ammaviiocwy 1Tou d60nkav aTréd 1o
TTPOOWTTIKG Ba £TTNPEaCTEl Kal N akpifela Twv ammoTeAeoudTwy TNG avaAuong
ETTIKIVOUVOTNTAG.

AvadeixOnkav onuavTikd TpoBARuaTa Kal EAAEIYEIC aoPaAEiag Kal onuEia TToU TTPETTEN va
MEAETNOOUV TTEPAITEPW. Z€ CUVAPTNON ME TO KOOTOG UAOTTOINONG TTOU ATTAITEITAI
KATAAYOU[E OTO OTI TA TTEPICCOTEPA UTTOPOUV va €TTIAUBOUV péoa atrd To idIo Tov
opyaviopo. H ulotroinon Twv PETpWY ao@aleiag Ba TTpETTEl va yiveTal OTadIaKA KaBwg
KAl VO TTPAYUATOTIOIEITE N AvAAUOT KIVOUVWY CUVEXWS WG Ui duVapIKr diadikaaoia.

AOGyw Tou OTI N avaAuon Kail dlaxeipion KIvOUvVwy gival duvapikr dladikagia 6a TTPETTEl va
UTTAPXEI OUVEXWG avavEéwaon Twv euttaBeiwy atmod Tnv Bdon tou NIST kaBwg eTTiong Kai
atrd T HETPA TTOU €XOUV EQPAPUOOTEI.

Oa TPETTEN VA yVWOTOTTOINB0UV Ta TTPORARUATA TTOU OXETICOVTAI JE TRV aOPAAEia Tou M
Tou I'N:

* JUXVA TTEPIOTATIKA ACQAAEING.

* MeAéTn Twv Acitoupyliwy Tou Noookouegiou TTou OXETICOVTAI JE TNV EKTTANPWON TNG
QATTOOTOANG Kal TwV gpyaciwyv Tou 'N.

* AvaBdadpion Twv YAIKWVY Kal Twv YTTNPECIWVY TTOU aTTaIToUVTal.

*» TexvoAoyikéG aAAayEg

* AvATTTUEN VEWV CUCTNUATWV.

2UAAoyn kal agloAdynon peAeTwy aoaleiag yia Ta X Tou 'N opyavoypduuara,
ATTAITACEIG, TEXVIKEG TTPODIAYPAPES, TTANPOPOPIEG TTOU VA UTTOOEIKVUOUV TIG KPIOINES
TTEPIOXEG ATTO aTTOTEAETHATA ATTO TTPONYOUNEVES AVAAUCEIG ETTIKIVOUVOTNTAG.
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NMAPAPTHMA A. ZuAloyi Ayadwv - EpwTnpatoAdyia

A. EPQTHMATOAOrIIA

Opada EpwrtRocewyv Kataypa@ni/cuAAoyn TAnpo@opiwv

A "evikég MANpogopieg ZUAAoyr 6edopévwy TTou agopouv a) Tnv dour Tou
Nocokopuegiou Noookopegiou B) Tov apiBuo Twv TuNUaTwy Tou Noookopeiou.
"evikég MANpogopieg i , . .

B 2UAoyr} BedoPEVWY TTOU APOPOUV TOV OUVEVTEUEIOCOMEVO.

ZuvevTteuglalduevou

. ] Kartaypagr TTAnpogopiwy.
MAnpo@opieg diaxeipiong

I (TN ao@AAcIag YneIakwyv

UTIOBOMIGY VOTOKOIEIOU Karaypagr Twv TUTTWV TwV cuoTNUATwyY Kal TAG IT uttodoung

TTOU XPNOIUOTTOIOUVTAl.

MAnpogopieg yia Tnv
A S(PGP’UOWII TV PETPWY TUNOYR BEBOUEVWV OXETIKA WE TOUG TIAPAYOVTEG TTOU
acpaAeiag £TTNPEAZOUV TN BIAXEIPION TWV WNPIOKWY UTTOSOUWV.
E |Zx6Aia evikd oxoAia.

A. Tevikég MNMAnpogopicg yia To Noookopgio
1: ApIBuoc epyalouévwy;
2: Tunuara;

3: Kdroikor e€uttnpéTnang Tou VOGOKOUEIOU.
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B. N'evikég MAnpo@opieg Zuvevreulalopevou

~\

: Ovoua/eTwvupo Kai OToIXEIG ETTIKOIVWVIAC.
2: HAkia.
3: duAo.
4: ©éon gpyaaiag.

I". MAnpo@opicg TNg Ac@dAciag Wnelakwyv Yrodouwv Noookopgiou.
1: lMoiog ivar o0 kUpI6S TTapdyovrag NS dIaXEIPIONS AOPAAEIAS TWV WNQIAKWY UTTOOOUWY;
2: H aopdAcia givai Aioikntiko Béua, Texviko Béua 1 kai 1a dUo;

3: Ti ouuBavra mpéTmel va avTIUETWITIOE! £Va VOOOKOLEIO €101 WaTe va BswpnBei Twge draxeipilerai
ATTOTEAECUATIKG TNV AOQAAEIX TWV WNPIAKWY UTTOOOUWY;

4: Ti mpérrel va kavel 1o I'N yia tnv diaxeipion tn¢ ac@aAeiag Twv WnEIakwy Umodouwy;

5: [MANPOQOPIES OXETIKG e TOV TUTTO TWV CUCTHUATWY TTOU XPNOILOTTOIOUVTal OTd TTAQioIa TNS
olaxeipions 1N¢ a0PAAEIag TwV WNQEIAKWY UTTOOOUWV;

A. NMAnpogopisg yia TNV epappoyn Twv Métpwv Ac@AAgiag, TwV TTOAITIKWYV Kal TOu oxediou
ao@dAsiag.

1: Yrpxel peAétn yia tnv diaxeipion tng acedAsiac;

2: Yapxouyv yeyovora oxeridovral e tnv Olaxeipion 1ng aoeaAsiac;
3: Xpeialerar CISO;

4: Yrapxel oAimikn kaBapou ypageiou;

5: Ymapyel moAimikn acupuarng eMKoIvwviac;

6: Ti eivar 1o 2xéd10 Avakauwngs ammé Karaotpoen;

E. Zx6Aia

To epyaheio EAR/PILAR cuoxeTiCel Ta ayabd o€ UTToKaTnNyopieg, TToU UTTopoulV va
XPNOIUOTTOINB0oUV AV EPWTNHATOASYIA TTPOG TOUG apUGSIOUG TOU OpYyavIoUoU yIa TNV KAAUTEPN
KATNYOPIOTTOINCON TOUG.
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[D] Data / information

[D] Data / information

code: ‘ name:

description:

proprietary:

responsible:

type (tick on all those that apply):
( ) [vr] vital records
( ) [com] data of commercial interest
( ) [adm] data interesting for the public administration
( ) [int] internal management data
( ) [source] source code
( ) [exe] executable code
( ) [conf] configuration data
() [log] activity log
() [test] test data

( ) [per] personal data
() [A] high level
() [M] medium level
() [B] basic level
() [label] classified data
() [S] TOP SECRET
() [R] SECRET
() [C] CONFIDENTIEL
() [DL] RESTREINT
() [SC] UNCLASSIFIED

Valuation of the data/information, typically in the following security dimensions:
[I] integrity

[C] confidentiality

[A_D] authenticity of who accesses the data

[T_D] accountability of who accesses the data, when, and what they do
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Valuation

dimension value reason

U]

[ci

[A_D]

[T_Dj

Dependencies on assets below (children)

asset: |degree:
why?:
asset: |degree:
why?:
asset: |degree:
why?:
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[S] Services

[S] Services

code: name:

description:

responsible:

type (tick on all those that apply):
( ) [anon] anonymous (no user identification)
( ) [pub] general public (no contract)
( ) [ext] for external users (subject to contract)
( ) [int] internal (internal users, and means)

( ) [cont] provided by a third party (not owned means)

() [www] world wide web
( ) [telnet] remote terminal
( ) [email] electronic mail

( ) [ftp] file transfer

( ) [edi] electronic data interchange

( ) [dir] directory service
( ) [idm] identity management

() [ipm] privilege management

() [pki] PKI — public key infrastructure

Valuation of the services offered by the organization to others, typically in the following
dimensions:

[D] availability
[A_S] authenticity of who accesses the service

[T_S] accountability of who accesses the service, when and what they do
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Valuation

dimension value

reason

D]

[A_S]

[T_S]

Dependencies on assets below (children)

asset: |degree:
why?:
asset: |degree:
why?:
asset: |degree:
why?:
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[SW] Software

[SW] Software

code: name:

description:

responsible:

type (tick on all those that apply):
() [prp] in-house development (in house)
( ) [sub] sub-contracted development
() [std] standard (off the shelf)
() [prowser] web browser
() [www] presentation server
() [email_client] email client
() [app] application server
() [file] file server
( ) [dbms] database management system
() [tm] transactional monitor
() [office] office computing
() [av] anti virus
() [packup] backup system

() [os] operating system

Valuation (if applicable)
dimension value reason

Dependencies on assets below (children)

asset: ‘deg ree:
why?:
asset: ‘ degree:
why?:
asset: ‘ degree:
why?:
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[HW] Hardware

[HW] Hardware

code: name:

description:

responsible:

location:

number:

type (tick on all those that apply):
() [host] large equipment
( ) [mid] midsize equipment
( ) [pc] personal computing
( ) [mobile] mobile computing
() [pda] PDA
() [easy] easy to replace
( ) [data] that stores data
( ) [peripheral] peripheral
() [print] printer
() [scan] scanner
() [crypto] cryptographic device
( ) [network] network device
() [modem] model
() [hub] hub
() [switch] switch
() [router] router
() [bridge] bridge
() [firewall] firewall

( ) [pabx] branch exchange

‘ Valuation (if applicable)
dimension value reason
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Dependencies on assets below (children)

asset: | degree:
why?:
asset: | degree:
why?:
asset: | degree:
why?:

[COM] Communication networks

[COM] Communication networks

code: ‘ name:

description:

responsible:

location:

number:

type (tick on all those that apply):
() [PSTN] telephone network
() [ISDN] ISDN (digital network)
() [X25] X25 (data network)
() [ADSL] ADSL
( ) [pp] point to point
( ) [radio] wireless network
() [sat] satellite
( ) [LAN] local area network
( ) [IMAN] metropolitan area network
( ) [Internet] Internet

( ) [vpn] virtual private network

‘ Valuation (if applicable)
dimension value reason
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Dependencies on assets below (children)

asset: ‘deg ree:

why?:

asset: ‘ degree:

why?:

asset: ‘ degree:

why?:

[S1] Media

[SI] Media

code: name:

description:

responsible:

location:

number:

type (tick on all those that apply):
( ) [electronic] electronic
() [disk] disk
( ) [disquette] diskettes
() [cd] (CD-ROM)
() [usb] USB devices
() [dvd] DVD
() [tape] magnetic tape
() [mc] memory card
() [ic] intelligent cards
( ) [non_electronic] non-electronic
() [printed] printed paper
() [tape] paper tape
() [film] microfilm
() [cards] punched cards

Valuation (if applicable)
dimension value reason
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Dependencies on assets below (children)

asset: ‘deg ree:
why?:
asset: ‘deg ree:
why?:
asset: ‘deg ree:
why?:

[AUX] Auxiliary equipment

[AUX] Auxiliary equipment

code: ‘ name:

description:

responsible:

location:

number:

type (tick on all those that apply):
() [power] power supplies
( ) [ups] uninterruptible power supplies
() [gen] electrical generators
( ) [ac] air conditioning
( ) [cabling] cabling
( ) [robot] robots
() [tape] ... tapes
() [disk] ... disks
() [supply] essential supplies
( ) [destroy] media destruction equipment
() [furniture] furniture: cupboards, , etc
() [safe] safe

‘ Valuation (if applicable)
dimension value reason
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Dependencies on assets below (children)

asset: | asset:
why?:
asset: | asset:
why?:
asset: | asset:
why?:

[L] Installations

[L] Installations

code: name:

description:

responsible:

location:

number:

type (tick on all those that apply):

() [site] site

( ) [building] building

() [local] premises

( ) [mobile] mobile platform
() [car] land vehicle: car, truck, etc.
( ) [plane] aircraft, airplane, etc.
() [ship] sea transport: ship, boat, etc.
() [shelter] shelter

() [channel] channel

‘ Valuation (if applicable)
dimension value reason
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Dependencies on assets below (children)

asset: | asset:

why?:

asset: | asset:

why?:

asset: | asset:

why?:

[P] Personnel

[P] Personnel

code: ‘ name:

description:

number:

type (tick on all those that apply):
() [ue] external users
( ) [ui] internal users
( ) [op] operators
( ) [adm] system administrators
( ) [com] communications administrators
( ) [dba] database administrators
() [des] developers
( ) [sub] sub-contractors

( ) [prov] providers

Valuation (if applicable)
dimension value reason
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Dependencies on assets below (children)

asset: |asset:
why?:
asset: | asset:
why?:
asset: | asset:
why?:
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NMAPAPTHMA B. Amoripnon Aya8av

Value model

project: [GH] General Hospital

1. Project data

GH General Hospital
organisation | Health Care

description General Hospital in Athens
version 1

date 02/01/2023

system owner

lIoannis Skopelitis

library

[std] INFOSEC library
(1.2.2022)

roles

is likely to result in high risk? (Art. 35.1; see WP 248)

Evaluation or scoring

Automated-decision making with legal or similar significant effect

Systematic monitoring

Sensitive data or data of a highly personal nature

Data processes on a large scale

Matching or combining datasets

Data concerning vulnerable data subjects

Innovative use or applying new technological or organisational solutions

Prevents data subjects from exercising a right or using a service or a contract

data

controls

License

[edu] Information & Communication Systems Security
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Dept. of Information & Communication Systems Eng.
Univ. of the Aegean
[...1.3.2023 ]

2. Dimensions

[A] Availability

[1] Integrity

[C] Confidentiality

[Auth] Authenticity of users and information
[Acc] Accountability of service and data

[V] Value (eg. human lives, corporate assets, etc.)

3. Security domains
[base] Base

4. Assets

4.1. Domain: [base] Base

Layer: [B] Essential assets

[DataP] Data Patients
[DataE] Data Employees
[DataF] Data Finance

Layer: [IS] Internal services

[S_NewP] Hospitalization

[S_Blood] Blood Donation and Analysis
[S_Sal] Salary

[S_Sup] Supplies

Layer: [E] Equipment

[SW] Applications
[Antivirus] Antivirus
[ERP] SAP
[SQL] My SQL
[LIS] LIS app
[RIS] RIS app PACS

[HW] Hardware
[SRVDP] Main Server DB
[SRV_LIS] Server LIS
[SRV_RIS] Server RIS PACS
[SRVF] Server Finance
[SRV_Blood] Server Aimodosia
[SRVB] Server Back Up
[Lan_Pr] Lan Printer
[PC_RIS PACS] Personal Computer RIS
[PC_LIS] Personal Computer LIS
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[PC_S] Personal Computer Salary
[PC_Supply] Personal Computer Supply
[PC_Blood] Personal Computer Blood
[PC_Grammateia] Personal Computer
[Router] Router
[SWs] Switch
[Modem] Modem
[AP] Access Point
[COM] Communications
[Firewall] Firewall
[LAN] Local Area Nettwork
[WiFi] WiFi
[AUX] Other elements
[Generator] Generator
[Cabling] Cabling
[Surveillans] Camera
[UPS] UPS
[Antena] Antena
[RFID] RFID reader
[UHF] UHF

Layer: [SS] Subcontracted services

[InternetP] Internet Provider
[Power] Electricity

Layer: [L] Facilities
[SRV_Room] Server Room
[Building] Building
[AirCon] Climatization
[Blood_Room] Blood Room
[Laboratories] Laboratories
[FD_Room] Financial Department

Layer: [P] Personnel

[MedS] Medical Staff

[IT] IS Engineer

[Admin] Administrative Staff
[OPS] Operators

[CU] Common User

4.2. valuation of assets

domain: [base] Base

layer: [B] Essential assets
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asset

[Al | 11 | [C] |[Auth] | [Acc]| [V]

[DataP] Data Patients [71 | [6]® |[9]® | [6]® [7]1® | [6]®

[DataE] Data Employees | [9]7 | [7]® | [7]® | [5]%® | [5]®Y |[7]®

[DataF] Data Finance [7192 | [9]9% | [7]19% | [5]% | [7]92 | [6]4®

(1

2

3)

“4)

)
(6)

(7

®)

)

Personal Information:

Classic

[5] is likely to cause significant distress to an individual

Legal and Regulatory Obligations:

[7] is likely to lead to a major breach of a legal or regulatory obligation

Disruption of Activities:

[7] Is likely to cause major disruption to activities within an organisation and with major
impact on other organisations

[4] 4 hours < RTO <1 day

Personal Information:

Classic

[6] is likely to cause significant distress to a group of individuals

[5] is likely to cause significant distress to an individual

Personal Information:

Classic

[6] is likely to cause significant distress to a group of individuals

Loss of Goodwill:

[9] Is likely to result in widespread adverse publicity for exceptionally seriously adversely
affecting relations ...

Personal Information:

Classic

[6] is likely to cause a significant breach of a legal regulatory requirement for personal
information

Legal and Regulatory Obligations:

[7] is likely to lead to a major breach of a legal or regulatory obligation

Personal Information:

[6] is likely to cause a significant breach of a legal regulatory requirement for personal
information

Legal and Regulatory Obligations:

[5] is likely to lead to a breach of a legal or regulatory obligation

[5] is likely to cause significant distress to an individual

Legal and Regulatory Obligations:

[9] is likely to lead to an exceptionally serious breach of a legal or regulatory obligation
[5] is likely to lead to a breach of a legal or regulatory obligation

Disruption of Activities:

[5] Is likely to cause disruption to activities within an organisation and with some impact on
other organisations

[7] is likely to lead to a major breach of a legal or regulatory obligation

Disruption of Activities:

[5] Is likely to cause disruption to activities within an organisation and with some impact on
other organisations

[6] is likely to cause a significant breach of a legal regulatory requirement for personal
information

[7] is likely to lead to a major breach of a legal or regulatory obligation

(10) [5]is likely to cause significant distress to an individual
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(11)
(12)
(13)
(14)

(15)
(16)

Personal Information:

[5] is likely to cause significant distress to an individual

[7] is likely to lead to a major breach of a legal or regulatory obligation

[6] is likely to cause a significant breach of a legal regulatory requirement for personal
information

[9] is likely to lead to an exceptionally serious breach of a legal or regulatory obligation
[6] is likely to cause significant distress to a group of individuals

[7] is likely to lead to a major breach of a legal or regulatory obligation

Legal and Regulatory Obligations:

[6] is likely to cause a significant breach of a legal regulatory requirement for personal
information

Legal and Regulatory Obligations:

layer: [E] Equipment

asset [A] | [I] | [C] | [Auth] | [Acc] | [V]
[Antivirus] Antivirus [3]1 | [4] | [4] | [3] [4]
[ERP] SAP [71 | [5] | [5] | [5] [6]
[SQL] My SQL [6] [[6]|[5] |[4] [8]
[LIS] LIS app [51 | [4] | [3] | [4] [5]
[RIS] RIS app PACS [5]1 | [4] | [3] | [4] [5]
[SRVDP] Main Server DB [61 | 6] | [5] | [4] [5]
[SRV_LIS] Server LIS [5] | [5] | [4] | [3] [4]
[SRV_RIS] Server RIS PACS [51 | [5] | [4] | [3] [4]
[SRVF] Server Finance [51 | [51 ] [4] |I3] [4]
[SRV_Blood] Server Aimodosia [5] [ [5]|15] | [3] [4]
[SRVB] Server Back Up [5] | [5] | [4] | [3] [4]
[Lan_Pr] Lan Printer (51 | [3] | [4] | [3] [4]
[PC_RIS_PACS] Personal Computer_RIS | [5] | [3] | [4] | [4] [5]
[PC_LIS] Personal Computer_LIS [5] 3] ] 14] | [4] [5]
[PC_S] Personal Computer_Salary [51 | [31][4] |[4] [5]
[PC_Supply] Personal Computer Supply | [5] | [3] | [4] | [4] [5]
[PC_Blood] Personal Computer Blood [5] [[3]]14] | [4] [5]
[PC_Grammateia] Personal Computer [5] [[3]|[4] | [4] [5]
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[Router] Router

[51 | [4]|[4] | [3] [5]

[SWs] Switch

[5] | [4] | [4] | [3] [5]

[Modem] Modem

[5] | [4] | [4] | [3] [5]

[AP] Access Point

[5] | [4]|[4] | [3] [5]

[Firewall] Firewall

[6]

[LAN] Local Area Nettwork

[4] | [3]|[4] | [4] [5]

[WiFi] WiFi

[3] | [4] | [3] | [4] [6]

[Generator] Generator

[5] | [3] | [4] | [4] [5]

[Cabling] Cabling

[5] | [3]|[4] | [4] [6]

[Surveillans] Camera

[4]

[UPS] UPS

[51 | [3]]|[4] | [4] [5]

[Antena] Antena

[2] | [1] | [1] | [2] [1]

[RFID] RFID reader

[4]

layer: [SS] Subcontracted services

asset [A]

[I] | [C] | [Auth] | [Acc] | [V]

[InternetP] Internet Provider | [3]

[31 | [3] | [2] [4]

[Power] Electricity [6]

(3] | [4] |[4] [4]

layer: [L] Facilities

asset

[A] | [1] | [C] | [Auth] | [Acc] | [V]

[SRV_Room] Server Room

(7] | [3] | [4] |[7] [7]

[Building] Building

[3] | [3] | [4] | [4] [5]

[AirCon] Climatization

[5] | [3] | [4] |[4] [5]

[Blood_Room] Blood Room

[4] | [3] | [4] |[4] [5]

[Laboratories] Laboratories

(4] | [3] | [4] | [4] [5]

[FD_Room] Financial Department

[4] | [3] | [4] |[4] [5]
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layer: [P] Personnel

asset [A] | [1] | [C] | [Auth] | [Acc] | [V]
[MedS] Medical Staff [4] | [5] | [8] | [5] [6]
[IT] IS Engineer (4] | [3]1 ]3] | [3] (6]
[Admin] Administrative Staff | [4] | [5] | [8] | [5] [6]
[OPS] Operators (4] | [3]|16] |[4] [6]
[CU] Common User [4] | [5] | 16] | [4] [6]
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NMAPAPTHMA TI. Nivakag AtreiAcv/Aya86

project: [GH] General Hospital

Project data

GH General Hospital
organisation | Health Care

description General Hospital in Athens
version 1

date 02/01/2023

system owner

Ioannis Skopelitis

library

[std] INFOSEC library

(1.2.2022)

roles

is likely to result in high risk? (Art. 35.1; see WP 248)

Evaluation or scoring

Automated-decision making with legal or similar significant effect

Systematic monitoring

Sensitive data or data of a highly personal nature

Data processes on a large scale

Matching or combining datasets

Data concerning vulnerable data subjects

Innovative use or applying new technological or organisational solutions

Prevents data subjects from exercising a right or using a service or a contract

data

controls

License

[edu] Information & Communication Systems Security
Dept. of Information & Communication Systems Eng.
Univ. of the Aegean

[...1.3.2023 ]
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Dimensions
[A] Availability
[1] Integrity
[C] Confidentiality
[Auth] Authenticity of users and information
[Acc] Accountability of service and data
[V] Value (eg. human lives, corporate assets, etc.)

Security domains
[base] Base

threats / asset

[DataP] Data Patients

threat frequenc | [A | [I] [C] | [Auth | [Acc | [V
y ] ] ] ]
[E.15] Accidental alteration of the 1 - 50 - - - -
information %
[E.18] Destruction of information 1 1% - - - - -
[E.19] Information leaks 1 - - 10% - - -
[A.5] Masquerading of identity 10 - 10 | 50% | 100% - -
%
[A.6] Abuse of access privileges 10 1% | 10 | 50% | 50% - -
%
[A.7] Misuse 1 - 50 100 - - -
% %
[A.11] Unauthorised access 100 - 10 | 50% - - -
%
[A.13] Repudiation (denial of actions) 1 - - - - 50% | -
[DataE] Data Employees
threat frequenc | [A | [I] [C] | [Auth | [Acc | [V
y ] ] ] ]
[E.15] Accidental alteration of the 1 - 1% - - - -
information
[E.18] Destruction of information 1 1% - - - - -
[E.19] Information leaks 1 - - 10 - - -
%
[A.5] Masquerading of identity 10 - 10 | 50 | 100% - -
% %
[A.6] Abuse of access privileges 10 1% | 10 50 - - -
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% %
[A.11] Unauthorised access 100 - 10 50 - - -
% %
[A.13] Repudiation (denial of actions) 1 - - - - 50% | -
[DataF] Data Finance
threat frequenc | [A | [I] | [C] | [Auth | [Acc | [V
y ] ] ] ]
[E.15] Accidental alteration of the 1 - 1% - - - -
information
[E.18] Destruction of information 1 1% | - - - - -
[E.19] Information leaks 1 - - 10 - - -
%
[A.5] Masquerading of identity 10 - 10 | 50 | 100% - -
% %
[A.6] Abuse of access privileges 10 1% | 10 50 - - -
% %
[A.11] Unauthorised access 100 - 10 50 - - -
% %
[A.13] Repudiation (denial of actions) 1 - - - - 50% | -
[S_NewP] Hospitalization
threat frequenc | [A] | [I] | [C] | [Auth | [Ac | [V
y ] c | ]
[E.1] User errors 1 10 10 10 - - -
% % %
[E.2] System / Security administrator errors 1 20 | 20 | 20 - - -
% % %
[E.15] Accidental alteration of the information 1 - 10 - - - -
%
[E.18] Destruction of information 1 10 - - - - -
%
[E.19] Information leaks 1 - - 10 - - -
%
[E.24] System failure due to exhaustion of 10 50 - - - - -
resources %
[E.28] Staff shortage 1 10 - - - - -
%
[A.5] Masquerading of identity 10 - 50 | 50 | 100% | - -
% %
[A.6] Abuse of access privileges 10 1% | 10 | 50 | 100% | - -
% %
[A.7] Misuse 1 1% | 10 10 - - -
% %
[A.11] Unauthorised access 100 - 10 50 | 100% - -
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% %
[A.13] Repudiation (denial of actions) 5 - - - - 100 | -
%
[A.15] Deliberate alteration of information 10 - 50 - - - -
%
[A.18] Destruction of information 1 50 - - - - -
%
[A.19] Disclosure of information 10 - - 20 - - -
%
[A.24] Denial of service 10 50 - - - - -
%
[A.28] Staff shortage 0.5 50 - - - - -
%
[A.29] Extortion 09 10 20 20 - - -
% % %
[A.30] Social engineering 0.5 10 | 20 | 20 - - -
% % %
[S_Blood] Blood Donation and Analysis
threat frequenc | [A] [1] [C] [A | [A]|[V
y uth | cc]| ]
]
[N.1] Fire 0.1 100 - - - - -
%
[N.2] Water 0.1 50% - - - - -
[N.*] Other natural disasters 0.1 100 - - - - -
%
[1.1] Fire 0.5 100 - - - - -
%
[1.2] Water 0.5 50% - - - - -
[1.*] Other industrial disasters 0.5 100 - - - - -
%
[1.3] Environmental pollution 1 50% - - - - -
[1.4] Electromagnetic pollution 1 10% - - - - -
[1.5.2] Hardware failure 1 50% - - - - -
[[.6] Power interruption 1 100 - - - - -
%
[[.7] Unsuitable temperature or humidity 1 100 - - - - -
conditions %
[[.10] Media degradation 1 100 - - - - -
%
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% - - -
[E.1] User errors 1 10% | 10% | 10% - - -
[E.2] System / Security administrator errors 1 20% | 20% | 20% - - -
[E.15] Accidental alteration of the information 1 - 10% - - - -
l. ZkomeAitng, I. Baowag, Navemotrpo Awyaiou, T, Mnx/kwv MN.E.Z. 103




MeAETn ao@AAEIag TTANPOPOPIAKOU CUOTAUATOG VOOOKOMEIOKAG Jovadag

[E.18] Destruction of information 1 100 - - - - -
%
[E.19] Information leaks 1 - - 10% | - - -
[E.23] Defects in hardware maintenance / 1 100 | 10% | 50% - - -
updating %
[E.24] System failure due to exhaustion of 10 50% - - - - -
resources
[E.25] Equipment loss 1 10% - 50% - - -
[E.28] Staff shortage 1 10% - - - - -
[A.5] Masquerading of identity 10 - 50% | 50% | 100 | - -
%
[A.6] Abuse of access privileges 10 1% | 10% | 50% | 100 | - -
%
[A.7] Misuse 1 1% | 10% | 10% - - -
[A.11] Unauthorised access 100 - 10% | 50% | 100 | - -
%
[A.13] Repudiation (denial of actions) 5 - - - - 10| -
0
%
[A.15] Deliberate alteration of information 10 - 100 - - - -
%
[A.18] Destruction of information 1 100 - - - - -
%
[A.19] Disclosure of information 10 - - 20% - - -
[A.23] Hardware manipulation 0.1 50% - 50% - - -
[A.24] Denial of service 10 50% - - - - -
[A.25] Theft 1 10% - 100 - - -
%
[A.26] Destructive attack 1 10% - - - - -
[A.28] Staff shortage 0.5 50% - - - -] -
[A.29] Extortion 0.9 10% | 20% | 20% | - - -
[A.30] Social engineering 0.5 10% | 20% | 20% | - - -
[S_Sal] Salary
threat frequenc | [A] [1] [C] [A | [A]|V
y uth | cc]| ]
]
[N.1] Fire 0.1 100 - - - - -
%
[N.2] Water 0.1 50% - - - - -
[N.*] Other natural disasters 0.1 100 - - - - -
%
[I.1] Fire 0.5 100 - - -l -] -
%
[1.2] Water 0.5 50% - - - - -
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[I.*] Other industrial disasters 0.5 100 - - - - -
%
[1.3] Environmental pollution 1 50% - - - - -
[1.5.1] Software failure 1 50% - - - - -
[1.7] Unsuitable temperature or humidity 1 100 - - - - -
conditions %
[[.10] Media degradation 1 100 - - - - -
%
[E.1] User errors 1 10% | 10% | 10% - - -
[E.2] System / Security administrator errors 1 20% | 20% | 20% - - -
[E.8] Malware diffusion 1 10% | 10% | 10% - - -
[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 100 - - - - -
%
[E.19] Information leaks 1 - - 10% - - -
[E.20] Software vulnerabilities 1 1% | 20% | 20% | - - -
[E.21] Defects in software maintenance / 10 1% | 10% | 50% - - -
updating
[E.24] System failure due to exhaustion of 10 50% - - - - -
resources
[E.25] Equipment loss 1 10% - 50% | - - -
[E.28] Staff shortage 1 10% - - - - -
[A.5] Masquerading of identity 10 - 50% | 50% | 100 | - | -
%
[A.6] Abuse of access privileges 10 1% | 10% | 50% | 100 | - -
%
[A.7] Misuse 1 10% | 10% | 50% | - - -
[A.8] Malware diffusion 1 100 100 100 - - -
% % %
[A.11] Unauthorised access 100 - 10% | 50% | 100 | - -
%
[A.13] Repudiation (denial of actions) 5 - - - - 10| -
0
%
[A.15] Deliberate alteration of information 10 - 100 - - - -
%
[A.18] Destruction of information 1 100 - - - - -
%
[A.19] Disclosure of information 10 - - 20% - - -
[A.22] Software manipulation 1 50% | 100 100 - - -
% %
[A.24] Denial of service 10 50% - - - - -
[A.25] Theft 1 10% - 100 - - -
%
[A.26] Destructive attack 1 10% - - - - -
[A.28] Staff shortage 0.5 50% - - - - -
[A.29] Extortion 0.9 10% | 20% | 20% | - - -
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| [A.30] Social engineering | 05 [10% |20% | 20% | - | - | - |

[S_Sup] Supplies

threat frequenc | [A] | [I] | [C] | [Auth | [Ac | [V
y ] c | ]
[E.1] User errors 1 10 10 10 - - -
% % %
[E.2] System / Security administrator errors 1 20 | 20 | 20 - - -
% % %
[E.15] Accidental alteration of the information 1 - 10 - - - -
%
[E.18] Destruction of information 1 10 - - - - -
%
[E.19] Information leaks 1 - - 10 - - -
%
[E.24] System failure due to exhaustion of 10 50 - - - - -
resources %
[E.28] Staff shortage 1 10 - - - - -
%
[A.5] Masquerading of identity 10 - 50 | 50 | 100% | - -
% %
[A.6] Abuse of access privileges 10 1% | 10 | 50 | 100% | - -
% %
[A.7] Misuse 1 1% | 10 10 - - -
% %
[A.11] Unauthorised access 100 - 10 50 | 100% - -
% %
[A.13] Repudiation (denial of actions) 5 - - - - 100 | -
%
[A.15] Deliberate alteration of information 10 - 50 - - - -
%
[A.18] Destruction of information 1 50 - - - - -
%
[A.19] Disclosure of information 10 - - 20 - - -
%
[A.24] Denial of service 10 50 - - - - -
%
[A.28] Staff shortage 0.5 50 - - - - -
%
[A.29] Extortion 09 10 20 20 - - -
% % %
[A.30] Social engineering 0.5 10 20 20 - - -
% % %
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[Antivirus] Antivirus

threat frequenc | [A] [1] [C] [Aut | [A | [V
y h] Jecc| 1]
[1.5.1] Software failure 1 50% - - - - -
[E.8] Malware diffusion 1 10% | 10% | 10% - - -
[E.20] Software vulnerabilities 1 1% | 20% | 20% - - -
[E.21] Defects in software maintenance / 10 1% | 10% | 50% - - -
updating
[A.7] Misuse 1 10% | 10% | 50% - - -
[A.8] Malware diffusion 1 100 100 100 - - -
% % %
[A.22] Software manipulation 1 50% | 100 100 - - -
% %
[ERP] SAP
threat frequenc | [A] [1] [C] [A |[A|[V
y uth | cc]| ]
]
[N.1] Fire 0.1 100 - - - - -
%
[N.2] Water 0.1 50% - - - - -
[N.*] Other natural disasters 0.1 100 - - - - -
%
[1.1] Fire 0.5 100 - - - - -
%
[1.2] Water 0.5 50% - - - - -
[I.*] Other industrial disasters 0.5 100 - - - - -
%
[1.3] Environmental pollution 0.1 50% - - - - -
[[.4] Electromagnetic pollution 1 10% - - - - -
[1.5.1] Software failure 1 50% - - - - -
[1.5.2] Hardware failure 1 50% - - - - -
[[.6] Power interruption 1 100 - - - - -
%
[[.7] Unsuitable temperature or humidity 1 100 - - - - -
conditions %
[1.8] Communications services failure 1 50% - - - - -
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% - - -
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[E.1] User errors 1 10% | 10% | 10% - - -
[E.2] System / Security administrator errors 1 20% | 20% | 20% | - - | -
[E.3] Monitoring errors (log) 1 - 1% - - - -
[E.8] Malware diffusion 1 10% | 10% | 10% - - -
[E.9] [Re-]routing errors 1 - - 10% - - -
[E.10] Sequence errors 1 - 10% - - - -
[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 10% - - - - -
[E.19] Information leaks 1 - - 10% - - -
[E.20] Software vulnerabilities 1 1% | 20% | 20% - - -
[E.21] Defects in software maintenance / 10 1% | 10% | 50% - - -
updating
[E.23] Defects in hardware maintenance / 1 10% - - - - -
updating
[E.24] System failure due to exhaustion of 10 50% - - - - -
resources
[E.25] Equipment loss 5 100 - 100 - - -
% %
[E.28] Staff shortage 1 30% - - - - -
[A.3] Manipulation of activity records (log) 100 - 50% - - - -
[A.5] Masquerading of identity 10 - 50% | 50% | 100 | - | -
%
[A.6] Abuse of access privileges 10 1% | 10% | 50% | 100 | - -
%
[A.7] Misuse 1 10% | 10% | 50% | - - -
[A.8] Malware diffusion 1 100 100 100 - - -
% % %
[A.9] [Re-]routing of messages 1 - - 10% - - -
[A.10] Sequence alteration 1 - 10% - - - -
[A.11] Unauthorised access 100 10% | 10% | 50% | 100 | - -
%
[A.12] Traffic analysis 1 - - 2% - - -
[A.13] Repudiation (denial of actions) 5 - - - - 10| -
0
%
[A.14] Eavesdropping 1 - - 10% | - - -
[A.15] Deliberate alteration of information 10 - 50% - - - -
[A.18] Destruction of information 1 50% - - - - -
[A.19] Disclosure of information 10 - - 50% - - -
[A.22] Software manipulation 1 50% | 100 100 - - -
% %
[A.23] Hardware manipulation 0.5 50% - 50% - - -
[A.24] Denial of service 10 100 - - - - -
%
[A.25] Theft 5 100 - 100 - - -
% %
[A.26] Destructive attack 1 100 - - - - -
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%
[A.28] Staff shortage 0.5 50% - - - - -
[A.29] Extortion 0.9 50% | 100 | 100 - - -
% %
[A.30] Social engineering 0.5 50% | 100 | 100 - - -
% %
[SQL] My SQL
threat frequenc | [A] [1] [C] [Aut | [A | [V
y h] ccl | ]
[1.5.1] Software failure 1 50% - - - - -
[E.8] Malware diffusion 1 10% | 10% | 10% - - -
[E.20] Software vulnerabilities 1 1% | 20% | 20% - - -
[E.21] Defects in software maintenance / 10 1% | 10% | 50% - - -
updating
[A.7] Misuse 1 10% | 10% | 50% - - -
[A.8] Malware diffusion 1 100 100 100 - - -
% % %
[A.13] Repudiation (denial of actions) 1 - - - - 50 | -
%
[A.22] Software manipulation 1 50% | 100 100 - - -
% %
[LIS] LIS app
threat frequenc | [A] [1] [CI|[A|[A |V
y ut | cc]| ]
h]
[1.5.1] Software failure 1 50% - - - - -
[1.9] Interruption of other services or essential 1 50% - - - - -
supplies
[E.1] User errors 1 10% | 10% | 10 - - -
%
[E.2] System / Security administrator errors 1 20% | 20% | 20 | - - -
%
[E.8] Malware diffusion 1 10% | 10% | 10 - - -
%
[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 10% - - - - -
[E.19] Information leaks 1 - - 10 - - -
%
[E.20] Software vulnerabilities 1 1% | 20% | 20 - - -
%
[E.21] Defects in software maintenance / updating 10 1% | 10% | 50 | - - -
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%
[E.24] System failure due to exhaustion of 10 50% - - - - -
resources
[A.5] Masquerading of identity 10 - 100 | 100 | 10 | - -
% % | 0
%
[A.6] Abuse of access privileges 10 1% | 10% | 50 | 10 | - -
% | 0
%
[A.7] Misuse 1 10% | 10% | 50 - - -
%
[A.8] Malware diffusion 1 100 100 | 100 | - - -
% % %
[A.11] Unauthorised access 100 - 10% | 50 | 10 | - -
% | 0
%
[A.13] Repudiation (denial of actions) 5 - - - - (10| -
0
%
[A.15] Deliberate alteration of information 10 - 50% - - - -
[A.18] Destruction of information 1 50% - - - - -
[A.19] Disclosure of information 1 - - 50 - - -
%
[A.22] Software manipulation 1 50% | 100 | 100 | - - -
% %
[A.24] Denial of service 10 50% - - - - -
[RIS] RIS app PACS
threat frequenc | [A] [1] [CT|[A|TA |V
y ut | cc]| ]
h]
[1.5.1] Software failure 1 50% - - - - -
[1.9] Interruption of other services or essential 1 50% - - - - -
supplies
[E.1] User errors 1 10% | 10% | 10 - - -
%
[E.2] System / Security administrator errors 1 20% | 20% | 20 | - - -
%
[E.8] Malware diffusion 1 10% | 10% | 10 - - -
%
[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 10% - - - - -
[E.19] Information leaks 1 - - 10 - - -
%
[E.20] Software vulnerabilities 1 1% | 20% | 20 - - -
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%
[E.21] Defects in software maintenance / updating 10 1% | 10% | 50 | - - -
%
[E.24] System failure due to exhaustion of 10 50% - - - - -
resources
[A.5] Masquerading of identity 10 - 100 | 100 | 10 | - -
% % | 0
%
[A.6] Abuse of access privileges 10 1% | 10% | 50 | 10 | - -
% | 0
%
[A.7] Misuse 1 10% | 10% | 50 - - -
%
[A.8] Malware diffusion 1 100 100 | 100 | - - -
% % %
[A.11] Unauthorised access 100 - 10% | 50 | 10 | - -
% | 0
%
[A.13] Repudiation (denial of actions) 5 - - - - 10| -
0
%
[A.15] Deliberate alteration of information 10 - 50% - - - -
[A.18] Destruction of information 1 50% - - - - -
[A.19] Disclosure of information 1 - - 50 - - -
%
[A.22] Software manipulation 1 50% | 100 | 100 | - - -
% %
[A.24] Denial of service 10 50% - - - - -
[SRVDP] Main Server DB
threat frequenc | [A] [1] [C] [A | [A]|[V
y uth | cc] | ]
]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
%
[1.2] Water 1 100 - - - - -
%
[1.*] Other industrial disasters 1 100 - - - - -
%
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[1.3] Environmental pollution 1 50% - - - -
[1.4] Electromagnetic pollution 1 10% - - - -
[1.5.1] Software failure 1 50% - - - -
[1.5.2] Hardware failure 1 50% - - - -
[[.6] Power interruption 1 100 - - - -
%
[[.7] Unsuitable temperature or humidity 1 100 - - - -
conditions %
[1.8] Communications services failure 1 50% - - - -
[[.10] Media degradation 1 100 - - - -
%
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% - -
[E.1] User errors 1 10% | 10% | 10% - -
[E.2] System / Security administrator errors 1 20% | 20% | 20% | - -
[E.3] Monitoring errors (log) 1 - 1% - - -
[E.4] Configuration errors 1 - 1% - - -
[E.8] Malware diffusion 1 10% | 10% | 10% - -
[E.9] [Re-]routing errors 1 - - 10% - -
[E.10] Sequence errors 1 - 10% - - -
[E.15] Accidental alteration of the information 1 - 50% - - -
[E.18] Destruction of information 1 100 - - - -
%
[E.19] Information leaks 1 - - 10% - -
[E.20] Software vulnerabilities 1 1% | 20% | 20% - -
[E.21] Defects in software maintenance / 10 1% | 10% | 50% - -
updating
[E.23] Defects in hardware maintenance / 1 100 | 10% | 50% - -
updating %
[E.24] System failure due to exhaustion of 10 50% - - - -
resources
[E.25] Equipment loss 1 100 - 100 - -
% %
[E.28] Staff shortage 1 20% - - - -
[A.3] Manipulation of activity records (log) 100 - 50% - - -
[A.4] Manipulation of the configuration files 10 10% | 10% | 10% | - -
[A.5] Masquerading of identity 10 - 50% | 50% | 100 -
%
[A.6] Abuse of access privileges 10 10% | 100 100 | 100 -
% % %
[A.7] Misuse 1 50% | 50% | 100 - -
%
[A.8] Malware diffusion 1 100 100 100 - -
% % %
[A.9] [Re-]Jrouting of messages 1 - - 10% - -
[A.10] Sequence alteration 1 - 10% - - -
[A.11] Unauthorised access 100 10% | 100 100 | 100 -
% % %
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[A.12] Traffic analysis 1 - - 2% - - -
[A.13] Repudiation (denial of actions) 5 - - - - |10 -
0
%
[A.14] Eavesdropping 1 - - 1% - - -
[A.15] Deliberate alteration of information 10 - 100 - - - -
%
[A.18] Destruction of information 1 100 - - - - -
%
[A.19] Disclosure of information 10 - - 50% - - -
[A.22] Software manipulation 1 50% | 100 100 - - -
% %
[A.23] Hardware manipulation 1 50% - 50% - - -
[A.24] Denial of service 10 100 - - - - -
%
[A.25] Theft 1 100 - 100 - - -
% %
[A.26] Destructive attack 1 100 - - - - -
%
[A.27] Enemy over-run 1 100 - - - - -
%
[A.28] Staff shortage 0.5 20% - - - - -
[A.29] Extortion 09 50% | 100 100 - - -
% %
[A.30] Social engineering 0.5 50% | 100 | 100 - - -
% %
[SRV_LIS] Server LIS
threat frequenc | [A] [1] [CITI[A|TA |V
y ut | cc]| ]
h]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
%
[1.2] Water 1 100 - - - - -
%
[1.*] Other industrial disasters 1 100 - - - - -
%
[1.3] Environmental pollution 1 50% - - - - -
[1.4] Electromagnetic pollution 1 10% - - - - -
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[1.5.1] Software failure 1 50% - - - -
[1.5.2] Hardware failure 1 50% - - - -
[[.6] Power interruption 1 100 - - - -
%
[1.7] Unsuitable temperature or humidity 1 100 - - - -
conditions %
[1.8] Communications services failure 1 50% - - - -
[1.9] Interruption of other services or essential 1 50% - - - -
supplies
[[.10] Media degradation 1 100 - - - -
%
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% | - -
[E.1] User errors 1 10% | 10% | 10 - -
%
[E.2] System / Security administrator errors 1 20% | 20% | 20 | - -
%
[E.8] Malware diffusion 1 10% | 10% | 10 - -
%
[E.9] [Re-]routing errors 1 - - 10 - -
%
[E.10] Sequence errors 1 - 10% - - -
[E.15] Accidental alteration of the information 1 - 10% - - -
[E.18] Destruction of information 1 100 - - - -
%
[E.19] Information leaks 1 - - 10 - -
%
[E.20] Software vulnerabilities 1 1% | 20% | 20 - -
%
[E.21] Defects in software maintenance / updating 10 1% | 10% | 50 | - -
%
[E.23] Defects in hardware maintenance / 1 100 | 10% | 50 - -
updating % %
[E.24] System failure due to exhaustion of 10 50% - - - -
resources
[E.25] Equipment loss 1 100 - 100 | - -
% %
[E.28] Staff shortage 1 20% - - - -
[A.5] Masquerading of identity 10 - 100 | 100 | 10 -
% % | 0
%
[A.6] Abuse of access privileges 10 10% | 100 | 100 | 10 -
% % | 0
%
[A.7] Misuse 1 50% | 10% | 100 | - -
%
[A.8] Malware diffusion 1 100 100 | 100 | - -
% % %
[A.9] [Re-]routing of messages 1 - - 10 | - -
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%
[A.10] Sequence alteration 1 - 10% - - - -
[A.11] Unauthorised access 100 10% | 100 | 100 | 10 | - -
% % 0
%
[A.12] Traffic analysis 1 - - 2% | - - -
[A.13] Repudiation (denial of actions) 5 - - - - 10| -
0
%
[A.14] Eavesdropping 1 - - 1% | - - -
[A.15] Deliberate alteration of information 10 - 100 - - - -
%
[A.18] Destruction of information 1 100 - - - - -
%
[A.19] Disclosure of information 10 - - 50 - - -
%
[A.22] Software manipulation 1 50% | 100 | 100 | - - -
% %
[A.23] Hardware manipulation 1 50% - 50 - - -
%
[A.24] Denial of service 10 100 - - - - -
%
[A.25] Theft 1 100 - 100 | - - -
% %
[A.26] Destructive attack 1 100 - - - - -
%
[A.27] Enemy over-run 1 100 - - - - -
%
[A.28] Staff shortage 0.5 20% - - - - -
[A.29] Extortion 0.9 50% | 100 | 100 | - - -
% %
[A.30] Social engineering 0.5 50% | 100 | 100 | - - -
% %
[SRV_RIS] Server RIS PACS
threat frequenc | [A] [1] [CT|[A|TA |V
y ut | cc]| |
h]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
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%
[1.2] Water 1 100 - - - -
%
[I.*] Other industrial disasters 1 100 - - - -
%
[1.3] Environmental pollution 1 50% - - - -
[1.4] Electromagnetic pollution 1 10% - - - -
[1.5.1] Software failure 1 50% - - - -
[1.5.2] Hardware failure 1 50% - - - -
[1.6] Power interruption 1 100 - - - -
%
[1.7] Unsuitable temperature or humidity 1 100 - - - -
conditions %
[1.8] Communications services failure 1 50% - - - -
[1.9] Interruption of other services or essential 1 50% - - - -
supplies
[1.10] Media degradation 1 100 - - - -
%
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% | - -
[E.1] User errors 1 10% | 10% | 10 - -
%
[E.2] System / Security administrator errors 1 20% | 20% | 20 | - -
%
[E.3] Monitoring errors (log) 1 - 1% - - -
[E.8] Malware diffusion 1 10% | 10% | 10 - -
%
[E.9] [Re-]routing errors 1 - - 10 - -
%
[E.10] Sequence errors 1 - 10% - - -
[E.15] Accidental alteration of the information 1 - 10% - - -
[E.18] Destruction of information 1 100 - - - -
%
[E.19] Information leaks 1 - - 10 - -
%
[E.20] Software vulnerabilities 1 1% | 20% | 20 - -
%
[E.21] Defects in software maintenance / updating 10 1% | 10% | 50 - -
%
[E.23] Defects in hardware maintenance / 1 100 | 10% | 50 - -
updating % %
[E.24] System failure due to exhaustion of 10 50% - - - -
resources
[E.25] Equipment loss 1 100 - 100 | - -
% %
[E.28] Staff shortage 1 20% - - - -
[A.3] Manipulation of activity records (log) 100 - 50% - - -
[A.5] Masquerading of identity 10 - 100 | 100 | 10 -
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% % | 0
%
[A.6] Abuse of access privileges 10 10% | 100 | 100 | 10 | - -
% % | 0
%
[A.7] Misuse 1 50% | 10% | 100 | - - -
%
[A.8] Malware diffusion 1 100 100 | 100 | - - -
% % %
[A.9] [Re-]routing of messages 1 - - 10 - - -
%
[A.10] Sequence alteration 1 - 10% - - - -
[A.11] Unauthorised access 100 10% | 100 | 100 | 10 | - -
% % | 0
%
[A.12] Traffic analysis 1 - - 2% | - - -
[A.13] Repudiation (denial of actions) 5 - - - - 110 -
0
%
[A.14] Eavesdropping 1 - - 1% | - - -
[A.15] Deliberate alteration of information 10 - 100 - - - -
%
[A.18] Destruction of information 1 100 - - - - -
%
[A.19] Disclosure of information 10 - - 50 - - -
%
[A.22] Software manipulation 1 50% | 100 | 100 | - - -
% %
[A.23] Hardware manipulation 1 50% - 50 - - -
%
[A.24] Denial of service 10 100 - - - - -
%
[A.25] Theft 1 100 - 100 | - - -
% %
[A.26] Destructive attack 1 100 - - - - -
%
[A.27] Enemy over-run 1 100 - - - - -
%
[A.28] Staff shortage 0.5 20% - - - - -
[A.29] Extortion 0.9 50% | 100 | 100 | - - -
% %
[A.30] Social engineering 0.5 50% | 100 | 100 | - - -
% %
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[SRVF] Server Finance

threat frequenc | [A] [1] [CT|[A|TA |V
y ut | cc]| |
h]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
%
[1.2] Water 1 100 - - - - -
%
[1.*] Other industrial disasters 1 100 - - - - -
%
[1.3] Environmental pollution 1 50% - - - - -
[[.4] Electromagnetic pollution 1 10% - - - - -
[1.5.1] Software failure 1 50% - - - - -
[1.5.2] Hardware failure 1 50% - - - - -
[1.6] Power interruption 1 100 - - - - -
%
[I.7] Unsuitable temperature or humidity 1 100 - - - - -
conditions %
[1.8] Communications services failure 1 50% - - - - -
[1.9] Interruption of other services or essential 1 50% - - - - -
supplies
[[.10] Media degradation 1 100 - - - - -
%
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% | - - -
[E.1] User errors 1 10% | 10% | 10 - - -
%
[E.2] System / Security administrator errors 1 20% | 20% | 20 | - | - | -
%
[E.3] Monitoring errors (log) 1 - 1% - - - -
[E.8] Malware diffusion 1 10% | 10% | 10 - - -
%
[E.9] [Re-]routing errors 1 - - 10 - - -
%
[E.10] Sequence errors 1 - 10% - - - -
[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 100 - - - - -
%
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[E.19] Information leaks 1 - - 10 - - -
%
[E.20] Software vulnerabilities 1 1% | 20% | 20 - - -
%
[E.21] Defects in software maintenance / updating 10 1% | 10% | 50 | - - -
%
[E.23] Defects in hardware maintenance / 1 100 | 10% | 50 - - -
updating % %
[E.24] System failure due to exhaustion of 10 50% - - - - -
resources
[E.25] Equipment loss 1 100 - 100 - | - | -
% %
[E.28] Staff shortage 1 30% - - - - -
[A.3] Manipulation of activity records (log) 100 - 50% - - - -
[A.5] Masquerading of identity 10 - 100 | 100 | 10 | - -
% % | 0
%
[A.6] Abuse of access privileges 10 10% | 100 | 100 | 10 | - -
% % | 0
%
[A.7] Misuse 1 50% | 10% | 100 | - - -
%
[A.8] Malware diffusion 1 100 100 | 100 | - - -
% % %
[A.9] [Re-]routing of messages 1 - - 10 - - -
%
[A.10] Sequence alteration 1 - 10% - - - -
[A.11] Unauthorised access 100 10% | 100 | 100 | 10 | - -
% % | 0
%
[A.12] Traffic analysis 1 - - 2% | - - -
[A.13] Repudiation (denial of actions) 5 - - - - 10| -
0
%
[A.14] Eavesdropping 1 - - 1% | - - -
[A.15] Deliberate alteration of information 10 - 100 - - - -
%
[A.18] Destruction of information 1 100 - - - - -
%
[A.19] Disclosure of information 10 - - 50 - - -
%
[A.22] Software manipulation 1 50% | 100 | 100 | - - -
% %
[A.23] Hardware manipulation 1 50% - 50 - - -
%
[A.24] Denial of service 10 100 - - - - -
%
[A.25] Theft 1 100 - 100 | - - -
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% %
[A.26] Destructive attack 1 100 - - - - -
%
[A.27] Enemy over-run 1 100 - - - - -
%
[A.28] Staff shortage 0.5 50% - - - - -
[A.29] Extortion 0.9 50% | 100 | 100 | - - -
% %
[A.30] Social engineering 0.5 50% | 100 | 100 | - - -
% %
[SRV_Blood] Server Aimodosia
threat frequenc | [A] [1] [C]I|[A|[A |V
y ut | cc]| ]
h]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
%
[1.2] Water 1 100 - - - - -
%
[I.*] Other industrial disasters 1 100 - - - - -
%
[1.3] Environmental pollution 1 50% - - - - -
[1.4] Electromagnetic pollution 1 10% - - - - -
[1.5.1] Software failure 1 50% - - - - -
[1.5.2] Hardware failure 1 50% - - - - -
[[.6] Power interruption 1 100 - - - - -
%
[[.7] Unsuitable temperature or humidity 1 100 - - - - -
conditions %
[1.8] Communications services failure 1 50% - - - - -
[1.9] Interruption of other services or essential 1 50% - - - - -
supplies
[[.10] Media degradation 1 100 - - - - -
%
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% | - - -
[E.1] User errors 1 10% | 10% | 10 - - -
%
[E.2] System / Security administrator errors 1 20% | 20% | 20 - - -
%
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[E.3] Monitoring errors (log) 1 - 1% - - - -
[E.8] Malware diffusion 1 10% | 10% | 10 - - -
%
[E.9] [Re-]Jrouting errors 1 - - 10 - - -
%
[E.10] Sequence errors 1 - 10% - - - -
[E.15] Accidental alteration of the information 1 - 50% - - - -
[E.18] Destruction of information 1 100 - - - - -
%
[E.19] Information leaks 1 - - 10 - - -
%
[E.20] Software vulnerabilities 1 1% | 20% | 20 - - -
%
[E.21] Defects in software maintenance / updating 10 1% | 10% | 50 | - - -
%
[E.23] Defects in hardware maintenance / 1 100 | 10% | 50 - - -
updating % %
[E.24] System failure due to exhaustion of 10 50% - - - - -
resources
[E.25] Equipment loss 1 100 - 100 - | - | -
% %
[E.28] Staff shortage 1 30% - - - - -
[A.3] Manipulation of activity records (log) 100 - 50% - - - -
[A.5] Masquerading of identity 10 - 100 | 100 | 10 | - -
% % | 0
%
[A.6] Abuse of access privileges 10 10% | 100 | 100 | 10 | - -
% % | 0
%
[A.7] Misuse 1 50% | 50% | 100 | - - -
%
[A.8] Malware diffusion 1 100 100 | 100 | - - -
% % %
[A.9] [Re-]routing of messages 1 - - 10 - - -
%
[A.10] Sequence alteration 1 - 10% - - - -
[A.11] Unauthorised access 100 10% | 100 | 100 | 10 | - -
% % | 0
%
[A.12] Traffic analysis 1 - - 2% | - - -
[A.13] Repudiation (denial of actions) 5 - - - - 10| -
0
%
[A.14] Eavesdropping 1 - - 1% | - - -
[A.15] Deliberate alteration of information 10 - 100 - - - -
%
[A.18] Destruction of information 1 100 - - - - -
%
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[A.19] Disclosure of information 10 - - 50 - - -
%
[A.22] Software manipulation 1 50% | 100 | 100 | - - -
% %
[A.23] Hardware manipulation 1 50% - 50 - - -
%
[A.24] Denial of service 10 100 - - - - -
%
[A.25] Theft 1 100 - 100 | - - -
% %
[A.26] Destructive attack 1 100 - - - - -
%
[A.27] Enemy over-run 1 100 - - - - -
%
[A.28] Staff shortage 0.5 50% - - - - -
[A.29] Extortion 0.9 50% | 100 | 100 | - - -
% %
[A.30] Social engineering 0.5 50% | 100 | 100 | - - -
% %
[SRVB] Server Back Up
threat frequenc | [A] [1] [C] [A | [A]|V
y uth | cc]| ]
]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
%
[1.2] Water 1 100 - - - - -
%
[I.*] Other industrial disasters 1 100 - - - - -
%
[1.3] Environmental pollution 1 50% - - - - -
[1.4] Electromagnetic pollution 1 10% - - - - | -
[1.5.1] Software failure 1 50% - - - - -
[1.5.2] Hardware failure 1 50% - - - - -
[[.6] Power interruption 1 100 - - - - -
%
[1.7] Unsuitable temperature or humidity 1 100 - - - - -
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conditions %
[1.8] Communications services failure 1 50% - - - - -
[[.10] Media degradation 1 100 - - - - -
%
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% - - -
[E.1] User errors 1 10% | 10% | 10% - - -
[E.2] System / Security administrator errors 1 20% | 20% | 20% | - - | -
[E.3] Monitoring errors (log) 1 - 1% - - - -
[E.8] Malware diffusion 1 10% | 10% | 10% - - -
[E.9] [Re-]routing errors 1 - - 10% - - -
[E.10] Sequence errors 1 - 10% - - - -
[E.15] Accidental alteration of the information 1 - 50% - - - -
[E.18] Destruction of information 1 100 - - - - -
%
[E.19] Information leaks 1 - - 10% - - -
[E.20] Software vulnerabilities 1 1% | 20% | 20% - - -
[E.21] Defects in software maintenance / 10 1% | 10% | 50% - - -
updating
[E.23] Defects in hardware maintenance / 1 100 | 10% | 50% - - -
updating %
[E.24] System failure due to exhaustion of 10 50% - - - - -
resources
[E.25] Equipment loss 1 100 - 50% | - - | -
%
[E.28] Staff shortage 1 20% - - - - -
[A.3] Manipulation of activity records (log) 100 - 50% - - - -
[A.5] Masquerading of identity 10 - 50% | 50% | 100 | - -
%
[A.6] Abuse of access privileges 10 10% | 10% | 50% | 100 | - -
%
[A.7] Misuse 1 10% | 50% | 100 - - -
%
[A.8] Malware diffusion 1 100 100 100 - - -
% % %
[A.9] [Re-]routing of messages 1 - - 10% - - -
[A.10] Sequence alteration 1 - 10% - - - -
[A.11] Unauthorised access 100 10% | 10% | 50% | 100 | - -
%
[A.12] Traffic analysis 1 - - 2% - - -
[A.13] Repudiation (denial of actions) 5 - - - - 10| -
0
%
[A.14] Eavesdropping 1 - - 1% - - -
[A.15] Deliberate alteration of information 10 - 100 - - - -
%
[A.18] Destruction of information 1 100 - - - - -
%
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[A.19] Disclosure of information 10 - - 50% - - -
[A.22] Software manipulation 1 50% | 100 100 - - -
% %
[A.23] Hardware manipulation 0.5 50% - 50% - - -
[A.24] Denial of service 10 100 - - - - -
%
[A.25] Theft 1 100 - 100 - - -
% %
[A.26] Destructive attack 1 100 - - - - -
%
[A.27] Enemy over-run 1 100 - - - - -
%
[A.28] Staff shortage 0.5 20% - - - - -
[A.29] Extortion 0.9 50% | 100 | 100 - - -
% %
[A.30] Social engineering 0.5 50% | 100 | 100 - - -
% %
[Lan_Pr] Lan Printer
threat frequenc | [A] [1] [C] [A | [A]|[V
y uth | cc]| ]
]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
%
[1.2] Water 1 100 - - - - -
%
[I.*] Other industrial disasters 1 100 - - - - -
%
[1.3] Environmental pollution 1 50% - - - - -
[1.4] Electromagnetic pollution 1 10% - - - - | -
[1.5.2] Hardware failure 1 50% - - - - -
[1.6] Power interruption 1 100 - - - - -
%
[[.7] Unsuitable temperature or humidity 1 100 - - - - -
conditions %
[1.8] Communications services failure 1 50% - - - - -
[[.10] Media degradation 1 100 - - - - -
%
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% - - -
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[E.1] User errors 1 1% 5% 10% - -

[E.2] System / Security administrator errors 1 20% | 20% | 20% | - -

[E.9] [Re-]routing errors 1 - - 10% - -

[E.10] Sequence errors 1 - 10% - - -

[E.15] Accidental alteration of the information 1 - 10% - - -

[E.18] Destruction of information 1 100 - - - -
%

[E.19] Information leaks 1 - - 10% - -

[E.23] Defects in hardware maintenance / 1 10% - - - -

updating

[E.24] System failure due to exhaustion of 10 50% - - - -

resources

[E.25] Equipment loss 1 100 - 50% | - -
%

[E.28] Staff shortage 1 30% - - - -

[A.5] Masquerading of identity 1 - 10% | 50% | 100 -

%

[A.6] Abuse of access privileges 1 10% - - - -

[A.7] Misuse 1 50% | 10% | 10% | - -

[A.9] [Re-]routing of messages 1 - - 10% - -

[A.10] Sequence alteration 1 - 10% - - -

[A.11] Unauthorised access 1 10% | 10% | 50% | 100 -

%

[A.12] Traffic analysis 1 - - 2% - -

[A.14] Eavesdropping 1 - - 1% - -

[A.15] Deliberate alteration of information 5 - 100 - - -

%

[A.18] Destruction of information 1 100 - - - -
%

[A.19] Disclosure of information 10 - - 50% - -

[A.23] Hardware manipulation 1 50% - 50% - -

[A.24] Denial of service 10 100 - - - -
%

[A.25] Theft 1 100 - 100 - -
% %

[A.26] Destructive attack 1 100 - - - -
%

[A.27] Enemy over-run 1 100 - - - -
%

[A.28] Staff shortage 0.5 50% - - - -

[A.29] Extortion 0.9 20% | 20% | 50% | - -

[A.30] Social engineering 0.5 20% | 20% | 20% - -
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[PC_RIS_PACS] Personal Computer_RIS

threat frequenc | [A] [1] [C] [A |[A|[V
y uth | cc]| ]
]
[N.1] Fire 0.1 100 - - - - -
%
[N.2] Water 0.1 50% - - - - -
[N.*] Other natural disasters 0.1 100 - - - - -
%
[1.1] Fire 0.5 100 - - - - -
%
[1.2] Water 0.5 50% - - - - -
[I.*] Other industrial disasters 0.5 100 - - - - -
%
[1.3] Environmental pollution 1 50% - - - - -
[[.4] Electromagnetic pollution 1 10% - - - - -
[1.5.1] Software failure 1 50% - - - - -
[1.5.2] Hardware failure 1 50% - - - - -
[[.6] Power interruption 1 100 - - - - -
%
[[.7] Unsuitable temperature or humidity 1 100 - - - - -
conditions %
[1.8] Communications services failure 1 50% - - - - -
[[.10] Media degradation 1 100 - - - - -
%
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% - - -
[E.1] User errors 1 10% | 10% | 10% - - -
[E.2] System / Security administrator errors 1 20% | 20% | 20% | - - | -
[E.8] Malware diffusion 1 10% | 10% | 10% - - -
[E.9] [Re-]routing errors 1 - - 10% - - -
[E.10] Sequence errors 1 - 10% - - - -
[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 100 - - - - -
%
[E.19] Information leaks 1 - - 10% - - -
[E.20] Software vulnerabilities 1 1% | 20% | 20% - - -
[E.21] Defects in software maintenance / 10 1% | 10% | 50% - - -
updating
[E.23] Defects in hardware maintenance / 1 100 | 10% | 50% - - -
updating %
[E.24] System failure due to exhaustion of 10 50% - - - - -
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resources
[E.25] Equipment loss 5 10% - 50% | - - -
[E.28] Staff shortage 1 30% - - - - -
[A.5] Masquerading of identity 10 - 50% | 50% | 100 | - -
%
[A.6] Abuse of access privileges 10 1% 10% | 50% | 100 | - -
%
[A.7] Misuse 1 10% | 10% | 50% | - - -
[A.8] Malware diffusion 1 100 100 100 - - -
% % %
[A.9] [Re-]routing of messages 1 - - 10% - - -
[A.10] Sequence alteration 1 - 10% - - - -
[A.11] Unauthorised access 100 10% | 10% | 50% | 100 | - -
%
[A.12] Traffic analysis 1 - - 2% - - -
[A.13] Repudiation (denial of actions) 5 - - - - 10 | -
0
%
[A.14] Eavesdropping 1 - - 1% - - -
[A.15] Deliberate alteration of information 10 - 100 - - - -
%
[A.18] Destruction of information 1 100 - - - - -
%
[A.19] Disclosure of information 10 - - 50% - - -
[A.22] Software manipulation 1 50% | 100 100 - - -
% %
[A.23] Hardware manipulation 0.5 50% - 50% - - -
[A.24] Denial of service 10 100 - - - - -
%
[A.25] Theft 5 10% - 100 - - -
%
[A.26] Destructive attack 1 100 - - - - -
%
[A.28] Staff shortage 0.5 50% - - - - -
[A.29] Extortion 0.9 20% | 20% | 50% - - -
[A.30] Social engineering 0.5 20% | 20% | 20% - - -
[PC_LIS] Personal Computer_LIS
threat frequenc | [A] (1] [C] | [A|[A]|[V
y uth | cc] | ]
]
[N.1] Fire 0.1 100 - - - - | -
%
[N.2] Water 0.1 50% - - - - -
[N.*] Other natural disasters 0.1 100 - - - - -
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%
[1.1] Fire 0.5 100 - - - -
%
[1.2] Water 0.5 50% - - - -
[I.*] Other industrial disasters 0.5 100 - - - -
%
[1.3] Environmental pollution 1 50% - - - -
[1.4] Electromagnetic pollution 1 10% - - - -
[1.5.1] Software failure 1 50% - - - -
[1.5.2] Hardware failure 1 50% - - - -
[1.6] Power interruption 1 100 - - - -
%
[I.7] Unsuitable temperature or humidity 1 100 - - - -
conditions %
[1.8] Communications services failure 1 50% - - - -
[[.10] Media degradation 1 100 - - - -
%
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% - -
[E.1] User errors 1 10% | 10% | 10% - -
[E.2] System / Security administrator errors 1 20% | 20% | 20% | - -
[E.8] Malware diffusion 1 10% | 10% | 10% - -
[E.9] [Re-]routing errors 1 - - 10% - -
[E.10] Sequence errors 1 - 10% - - -
[E.15] Accidental alteration of the information 1 - 10% - - -
[E.18] Destruction of information 1 100 - - - -
%
[E.19] Information leaks 1 - - 10% - -
[E.20] Software vulnerabilities 1 1% | 20% | 20% - -
[E.21] Defects in software maintenance / 10 1% | 10% | 50% - -
updating
[E.23] Defects in hardware maintenance / 1 100 | 10% | 50% - -
updating %
[E.24] System failure due to exhaustion of 10 50% - - - -
resources
[E.25] Equipment loss 5 10% - 50% | - -
[E.28] Staff shortage 1 30% - - - -
[A.5] Masquerading of identity 10 - 50% | 50% | 100 -
%
[A.6] Abuse of access privileges 10 1% | 10% | 50% | 100 -
%
[A.7] Misuse 1 10% | 10% | 50% - -
[A.8] Malware diffusion 1 100 100 100 - -
% % %
[A.9] [Re-]Jrouting of messages 1 - - 10% - -
[A.10] Sequence alteration 1 - 10% - - -
[A.11] Unauthorised access 100 10% | 10% | 50% | 100 -
%
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[A.12] Traffic analysis 1 - - 2% - - -
[A.13] Repudiation (denial of actions) 5 - - - - |10 -
0
%
[A.14] Eavesdropping 1 - - 1% - - -
[A.15] Deliberate alteration of information 10 - 100 - - - -
%

[A.18] Destruction of information 1 100 - - - - -
%

[A.19] Disclosure of information 10 - - 50% - - -

[A.22] Software manipulation 1 50% | 100 100 - - -

% %

[A.23] Hardware manipulation 0.5 50% - 50% - - -

[A.24] Denial of service 10 100 - - - - -
%

[A.25] Theft 5 10% - 100 - - -

%

[A.26] Destructive attack 1 100 - - - - -
%

[A.28] Staff shortage 0.5 50% - - - - -

[A.29] Extortion 0.9 20% | 20% | 50% - - -

[A.30] Social engineering 0.5 20% | 20% | 20% - - -

[PC_S] Personal Computer_Salary
threat frequenc | [A] [1] [C] [A | [A]|[V
y uth | cc] | ]
]

[N.1] Fire 0.1 100 - - - - -
%

[N.2] Water 0.1 50% - - - - -

[N.*] Other natural disasters 0.1 100 - - - - -
%

[1.1] Fire 0.5 100 - - - - -
%

[1.2] Water 0.5 50% - - - - -

[1.*] Other industrial disasters 0.5 100 - - - - -
%

[1.3] Environmental pollution 1 50% - - - - -

[1.4] Electromagnetic pollution 1 10% - - - - -

[1.5.1] Software failure 1 50% - - - - -

[1.5.2] Hardware failure 1 50% - - - - -

[1.6] Power interruption 1 100 - - - - -
%

[[.7] Unsuitable temperature or humidity 1 100 - - - - -
conditions %
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[1.8] Communications services failure 1 50% - - - - -
[[.10] Media degradation 1 100 - - - - -
%
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% - - -
[E.1] User errors 1 10% | 10% | 10% - - -
[E.2] System / Security administrator errors 1 20% | 20% | 20% - - -
[E.8] Malware diffusion 1 10% | 10% | 10% - - -
[E.9] [Re-]routing errors 1 - - 10% - - -
[E.10] Sequence errors 1 - 10% - - - -
[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 100 - - - - -
%
[E.19] Information leaks 1 - - 10% - - -
[E.20] Software vulnerabilities 1 1% | 20% | 20% - - -
[E.21] Defects in software maintenance / 10 1% | 10% | 50% - - -
updating
[E.23] Defects in hardware maintenance / 1 100 | 10% | 50% - - -
updating %
[E.24] System failure due to exhaustion of 10 50% - - - - -
resources
[E.25] Equipment loss 1 10% - 50% | - - -
[E.28] Staff shortage 1 30% - - - - -
[A.5] Masquerading of identity 10 - 50% | 50% | 100 | - | -
%
[A.6] Abuse of access privileges 10 1% | 10% | 50% | 100 | - -
%
[A.7] Misuse 1 10% | 10% | 50% - - -
[A.8] Malware diffusion 1 100 100 100 - - -
% % %
[A.9] [Re-]routing of messages 1 - - 10% - - -
[A.10] Sequence alteration 1 - 10% - - - -
[A.11] Unauthorised access 100 - 10% | 50% | 100 | - -
%
[A.12] Traffic analysis 1 - - 2% - - -
[A.13] Repudiation (denial of actions) 5 - - - - 10| -
0
%
[A.14] Eavesdropping 1 - - 1% - - -
[A.15] Deliberate alteration of information 10 - 100 - - - -
%
[A.18] Destruction of information 1 100 - - - - -
%
[A.19] Disclosure of information 10 - - 50% - - -
[A.22] Software manipulation 1 50% | 100 100 - - -
% %
[A.23] Hardware manipulation 0.1 50% - 50% - - -
[A.24] Denial of service 10 50% - - - - -
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[A.25] Theft 1 10% - 100 - - -
%
[A.26] Destructive attack 1 10% - - - - -
[A.28] Staff shortage 0.5 50% - - - - -
[A.29] Extortion 0.9 20% | 20% | 50% - - -
[A.30] Social engineering 0.5 20% | 20% | 20% - - -
[PC_Supply] Personal Computer Supply
threat frequenc | [A] [1] [C] [A | [A]|V
y uth | cc]| ]
]
[N.1] Fire 0.1 100 - - - - -
%
[N.2] Water 0.1 50% - - - - -
[N.*] Other natural disasters 0.1 100 - - - - -
%
[1.1] Fire 0.5 100 - - - - -
%
[1.2] Water 0.5 50% - - - - -
[I.*] Other industrial disasters 0.5 100 - - - - -
%
[1.3] Environmental pollution 1 50% - - - - -
[1.4] Electromagnetic pollution 1 10% - - - - | -
[1.5.1] Software failure 1 50% - - - - -
[1.5.2] Hardware failure 1 50% - - - - -
[[.6] Power interruption 1 100 - - - - -
%
[1.7] Unsuitable temperature or humidity 1 100 - - - - -
conditions %
[1.8] Communications services failure 1 50% - - - - -
[1.10] Media degradation 1 100 - - - - -
%
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% - - -
[E.1] User errors 1 10% | 10% | 10% - - -
[E.2] System / Security administrator errors 1 20% | 20% | 20% | - - -
[E.8] Malware diffusion 1 10% | 10% | 10% - - -
[E.9] [Re-]routing errors 1 - - 10% - - -
[E.10] Sequence errors 1 - 10% - - - -
[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 100 - - - - -
%
[E.19] Information leaks 1 - - 10% - - -
[E.20] Software vulnerabilities 1 1% | 20% | 20% - - -
[E.21] Defects in software maintenance / 10 1% | 10% | 50% - - -
updating
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[E.23] Defects in hardware maintenance / 1 100 | 10% | 50% - - -
updating %
[E.24] System failure due to exhaustion of 10 50% - - - - -
resources
[E.25] Equipment loss 5 10% - 50% | - - -
[E.28] Staff shortage 1 30% - - - - -
[A.5] Masquerading of identity 10 - 50% | 50% | 100 | - | -
%
[A.6] Abuse of access privileges 10 1% | 10% | 50% | 100 | - -
%
[A.7] Misuse 1 10% | 10% | 50% - - -
[A.8] Malware diffusion 1 100 100 100 - - -
% % %
[A.9] [Re-]routing of messages 1 - - 10% - - -
[A.10] Sequence alteration 1 - 10% - - - -
[A.11] Unauthorised access 100 10% | 10% | 50% | 100 | - -
%
[A.12] Traffic analysis 1 - - 2% - - -
[A.13] Repudiation (denial of actions) 5 - - - - 10| -
0
%
[A.14] Eavesdropping 1 - - 1% - - -
[A.15] Deliberate alteration of information 10 - 100 - - - -
%
[A.18] Destruction of information 1 100 - - - - -
%
[A.19] Disclosure of information 10 - - 50% - - -
[A.22] Software manipulation 1 50% | 100 100 - - -
% %
[A.23] Hardware manipulation 0.5 50% - 50% - - -
[A.24] Denial of service 10 100 - - - - -
%
[A.25] Theft 5 10% - 100 - - -
%
[A.26] Destructive attack 1 100 - - - - -
%
[A.28] Staff shortage 0.5 50% - - - - -
[A.29] Extortion 0.9 20% | 20% | 50% - - -
[A.30] Social engineering 0.5 20% | 20% | 20% - - -
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[PC_Blood] Personal Computer Blood

threat frequenc | [A] [1] [C] [A | [A]|[V
y uth | cc] | ]
]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
%
[1.2] Water 1 100 - - - - -
%
[1.*] Other industrial disasters 1 100 - - - - -
%
[1.3] Environmental pollution 1 50% - - - - -
[1.4] Electromagnetic pollution 1 10% - - - - -
[1.5.1] Software failure 1 50% - - - - -
[1.5.2] Hardware failure 1 50% - - - - -
[1.6] Power interruption 1 100 - - - - -
%
[[.7] Unsuitable temperature or humidity 1 100 - - - - -
conditions %
[1.8] Communications services failure 1 50% - - - - -
[1.10] Media degradation 1 100 - - - - -
%
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% - - -
[E.1] User errors 1 10% | 10% | 10% - - -
[E.2] System / Security administrator errors 1 20% | 20% | 20% - - -
[E.8] Malware diffusion 1 10% | 10% | 10% - - -
[E.9] [Re-]routing errors 1 - - 10% - - -
[E.10] Sequence errors 1 - 10% - - - -
[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 100 - - - - -
%
[E.19] Information leaks 1 - - 10% - - -
[E.20] Software vulnerabilities 1 1% | 20% | 20% - - -
[E.21] Defects in software maintenance / 10 1% | 10% | 50% - - -
updating
[E.23] Defects in hardware maintenance / 1 100 | 10% | 50% - - -
updating %
[E.24] System failure due to exhaustion of 10 50% - - - - -
resources
[E.25] Equipment loss 5 10% - 50% | - - | -
[E.28] Staff shortage 1 30% - - - - -
[A.5] Masquerading of identity 10 - 50% | 50% | 100 | - | -
I. ZkomeAitng, I. Baohag, Navemiotrpio Atyaiou, T, Mnx/kwv M.E.Z. 133




MeAETn ao@AAEIag TTANPOPOPIAKOU CUOTAUATOG VOOOKOMEIOKAG Jovadag

%
[A.6] Abuse of access privileges 10 10% | 10% | 50% | 100 | - -
%
[A.7] Misuse 1 10% | 10% | 50% | - - -
[A.8] Malware diffusion 1 100 100 100 - - -
% % %
[A.9] [Re-]routing of messages 1 - - 10% - - -
[A.10] Sequence alteration 1 - 10% - - - -
[A.11] Unauthorised access 100 10% | 10% | 50% | 100 | - -
%
[A.12] Traffic analysis 1 - - 2% - - -
[A.13] Repudiation (denial of actions) 5 - - - - 10| -
0
%
[A.14] Eavesdropping 1 - - 1% - - -
[A.15] Deliberate alteration of information 10 - 100 - - - -
%
[A.18] Destruction of information 1 100 - - - - -
%
[A.19] Disclosure of information 10 - - 50% - - -
[A.22] Software manipulation 1 50% | 100 100 - - -
% %
[A.23] Hardware manipulation 0.5 50% - 50% - - -
[A.24] Denial of service 10 100 - - - - -
%
[A.25] Theft 5 10% - 100 - - -
%
[A.26] Destructive attack 1 100 - - - - -
%
[A.27] Enemy over-run 1 100 - - - - -
%
[A.28] Staff shortage 0.5 50% - - - - -
[A.29] Extortion 0.9 20% | 20% | 50% | - - -
[A.30] Social engineering 0.5 20% | 20% | 20% | - - -
[PC_Grammateia] Personal Computer
threat frequenc | [A] [1] [C] [A | [A]|V
y uth | cc] | ]
]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
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[1.1] Fire 1 100 - - - -
%
[1.2] Water 1 100 - - - -
%
[1.*] Other industrial disasters 1 100 - - - -
%
[1.3] Environmental pollution 1 50% - - - -
[[.4] Electromagnetic pollution 1 10% - - - -
[1.5.1] Software failure 1 50% - - - -
[1.5.2] Hardware failure 1 50% - - - -
[1.6] Power interruption 1 100 - - - -
%
[I.7] Unsuitable temperature or humidity 1 100 - - - -
conditions %
[1.8] Communications services failure 1 50% - - - -
[[.10] Media degradation 1 100 - - - -
%
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% - -
[E.1] User errors 1 10% | 10% | 10% - -
[E.2] System / Security administrator errors 1 20% | 20% | 20% | - -
[E.8] Malware diffusion 1 10% | 10% | 10% - -
[E.9] [Re-]routing errors 1 - - 10% - -
[E.10] Sequence errors 1 - 10% - - -
[E.15] Accidental alteration of the information 1 - 10% - - -
[E.18] Destruction of information 1 100 - - - -
%
[E.19] Information leaks 1 - - 10% - -
[E.20] Software vulnerabilities 1 1% | 20% | 20% - -
[E.21] Defects in software maintenance / 10 1% | 10% | 50% - -
updating
[E.23] Defects in hardware maintenance / 1 100 | 10% | 50% - -
updating %
[E.24] System failure due to exhaustion of 10 50% - - - -
resources
[E.25] Equipment loss 5 10% - 50% - -
[E.28] Staff shortage 1 30% - - - -
[A.5] Masquerading of identity 10 - 50% | 50% | 100 -
%
[A.6] Abuse of access privileges 10 10% | 10% | 50% | 100 -
%
[A.7] Misuse 1 10% | 10% | 50% | - -
[A.8] Malware diffusion 1 100 100 100 - -
% % %
[A.9] [Re-]routing of messages 1 - - 10% - -
[A.10] Sequence alteration 1 - 10% - - -
[A.11] Unauthorised access 100 10% | 10% | 50% | 100 -
%
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[A.12] Traffic analysis 1 - - 2% - - -
[A.13] Repudiation (denial of actions) 5 - - - - |10 -
0
%
[A.14] Eavesdropping 1 - - 1% - - -
[A.15] Deliberate alteration of information 10 - 100 - - - -
%

[A.18] Destruction of information 1 100 - - - - -
%

[A.19] Disclosure of information 10 - - 50% - - -

[A.22] Software manipulation 1 50% | 100 100 - - -

% %

[A.23] Hardware manipulation 0.5 50% - 50% - - -

[A.24] Denial of service 10 100 - - - - -
%

[A.25] Theft 5 10% - 100 - - -

%

[A.26] Destructive attack 1 100 - - - - -
%

[A.27] Enemy over-run 1 100 - - - - -
%

[A.28] Staff shortage 0.5 50% - - - - -

[A.29] Extortion 09 20% | 20% | 50% - - -

[A.30] Social engineering 0.5 20% | 20% | 20% - - -

[Router] Router
threat frequenc | [A] [1] [C] [A | [A]|[V
y uth | cc]| ]
]

[N.1] Fire 0.1 100 - - - - -
%

[N.2] Water 0.1 50% - - - - -

[N.*] Other natural disasters 0.1 100 - - - - -
%

[1.1] Fire 0.5 100 - - - - -
%

[1.2] Water 0.5 50% - - - - -

[1.*] Other industrial disasters 0.5 100 - - - - -
%

[1.3] Environmental pollution 0.1 50% - - - - -

[1.4] Electromagnetic pollution 1 10% - - - - -

[1.5.2] Hardware failure 1 50% - - - - -

[[.6] Power interruption 1 100 - - - - -
%

[[.7] Unsuitable temperature or humidity 1 100 - - - - -
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conditions %
[1.8] Communications services failure 1 50% - - - - -
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% - - -
[E.2] System / Security administrator errors 1 20% | 20% | 20% - - -
[E.9] [Re-]routing errors 1 - - 10% - - -
[E.10] Sequence errors 1 - 10% - - - -
[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 1% - - - - -
[E.19] Information leaks 1 - - 10% - - -
[E.23] Defects in hardware maintenance / 1 10% - - - - -
updating
[E.24] System failure due to exhaustion of 10 50% - - - - -
resources
[E.25] Equipment loss 1 20% - 50% | - - | -
[E.28] Staff shortage 1 10% - - - - -
[A.5] Masquerading of identity 1 - 10% | 50% | 100 | - | -
%
[A.7] Misuse 1 10% | 10% | 10% - - -
[A.9] [Re-]routing of messages 1 - - 10% - - -
[A.10] Sequence alteration 1 - 10% - - - -
[A.11] Unauthorised access 1 10% | 10% | 50% | 100 | - -
%
[A.12] Traffic analysis 1 - - 2% - - -
[A.14] Eavesdropping 1 - - 1% - - -
[A.15] Deliberate alteration of information 1 - 50% - - - -
[A.18] Destruction of information 1 50% - - - - -
[A.19] Disclosure of information 10 - - 50% - - -
[A.23] Hardware manipulation 0.5 100 - 50% - - -
%
[A.24] Denial of service 10 100 - - - - -
%
[A.25] Theft 0.5 20% - 50% - - -
[A.26] Destructive attack 1 100 - - - - -
%
[A.28] Staff shortage 0.5 20% - - - - -
[A.29] Extortion 0.9 50% | 100 | 100 - - -
% %
[A.30] Social engineering 0.5 50% | 100 100 - - -
% %
[SWs] Switch
threat frequenc | [A] [1] [C] [A | [A]|V
y uth | cc]| ]
]
[N.1] Fire 0.1 100 - - - - -
%
[N.2] Water 0.1 50% - - - - -
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[N.*] Other natural disasters 0.1 100 - - - -
%

[1.1] Fire 0.5 100 - - - -
%

[1.2] Water 0.5 50% - - - -

[I.*] Other industrial disasters 0.5 100 - - - -
%

[1.3] Environmental pollution 0.1 50% - - - -

[1.4] Electromagnetic pollution 1 10% - - - -

[1.5.2] Hardware failure 1 50% - - - -

[1.6] Power interruption 1 100 - - - -
%

[I.7] Unsuitable temperature or humidity 1 100 - - - -

conditions %

[1.8] Communications services failure 1 50% - - - -

[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% - -

[E.2] System / Security administrator errors 1 20% | 20% | 20% - -

[E.9] [Re-]routing errors 1 - - 10% - -

[E.10] Sequence errors 1 - 10% - - -

[E.15] Accidental alteration of the information 1 - 10% - - -

[E.18] Destruction of information 1 1% - - - -

[E.19] Information leaks 1 - - 10% - -

[E.23] Defects in hardware maintenance / 1 10% - - - -

updating

[E.24] System failure due to exhaustion of 10 50% - - - -

resources

[E.25] Equipment loss 1 20% - 50% | - -

[E.28] Staff shortage 1 10% - - - -

[A.5] Masquerading of identity 1 - 10% | 50% | 100 -

%

[A.7] Misuse 1 10% | 10% | 10% | - -

[A.9] [Re-]routing of messages 1 - - 10% - -

[A.10] Sequence alteration 1 - 10% - - -

[A.11] Unauthorised access 1 10% | 10% | 50% | 100 -

%

[A.12] Traffic analysis 1 - - 2% - -

[A.14] Eavesdropping 1 - - 1% - -

[A.15] Deliberate alteration of information 1 - 50% - - -

[A.18] Destruction of information 1 50% - - - -

[A.19] Disclosure of information 10 - - 50% - -

[A.23] Hardware manipulation 0.5 100 - 50% - -
%

[A.24] Denial of service 10 100 - - - -
%

[A.25] Theft 0.5 20% - 50% | - -

[A.26] Destructive attack 1 100 - - - -
%
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[A.28] Staff shortage 0.5 20% - - - - -
[A.29] Extortion 0.9 50% | 100 | 100 - - -
% %
[A.30] Social engineering 0.5 50% | 100 100 - - -
% %
[Modem] Modem
threat frequenc | [A] [1] [C] [A | [A]|V
y uth | cc]| ]
]
[N.1] Fire 0.1 100 - - - - -
%
[N.2] Water 0.1 50% - - - - -
[N.*] Other natural disasters 0.1 100 - - - - -
%
[1.1] Fire 0.5 100 - - - - -
%
[1.2] Water 0.5 50% - - - - -
[1.*] Other industrial disasters 0.5 100 - - - - -
%
[[.3] Environmental pollution 0.1 50% - - - - -
[1.4] Electromagnetic pollution 1 10% - - - - -
[1.5.2] Hardware failure 1 50% - - - - -
[1.6] Power interruption 1 100 - - - - -
%
[[.7] Unsuitable temperature or humidity 1 100 - - - - -
conditions %
[1.8] Communications services failure 1 50% - - - - -
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% - - -
[E.2] System / Security administrator errors 1 20% | 20% | 20% | - - -
[E.9] [Re-]routing errors 1 - - 10% - - -
[E.10] Sequence errors 1 - 10% - - - -
[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 1% - - - - -
[E.19] Information leaks 1 - - 10% - - -
[E.23] Defects in hardware maintenance / 1 10% - - - - -
updating
[E.24] System failure due to exhaustion of 10 50% - - - - -
resources
[E.25] Equipment loss 1 20% - 50% - - -
[E.28] Staff shortage 1 10% - - - - -
[A.5] Masquerading of identity 1 - 10% | 50% | 100 | - | -
%
[A.7] Misuse 1 10% | 10% | 10% - - -
[A.9] [Re-]routing of messages 1 - - 10% - - -
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[A.10] Sequence alteration 1 - 10% - - - -
[A.11] Unauthorised access 1 10% | 10% | 50% | 100 | - -
%
[A.12] Traffic analysis 1 - - 2% - - -
[A.14] Eavesdropping 1 - - 10% | - - -
[A.15] Deliberate alteration of information 1 - 50% - - - -
[A.18] Destruction of information 1 50% - - - - -
[A.19] Disclosure of information 10 - - 50% - - -
[A.23] Hardware manipulation 0.5 100 - 50% - - -
%
[A.24] Denial of service 10 100 - - - - -
%
[A.25] Theft 0.5 20% - 50% | - - -
[A.26] Destructive attack 1 100 - - - - -
%
[A.28] Staff shortage 0.5 20% - - - - -
[A.29] Extortion 0.9 50% | 100 100 - - -
% %
[A.30] Social engineering 0.5 50% | 100 | 100 - - -
% %
[AP] Access Point
threat frequenc | [A] [1] [C] [A |[A]|[V
y uth | cc]| ]
]
[N.1] Fire 0.1 100 - - - - -
%
[N.2] Water 0.1 50% - - - - -
[N.*] Other natural disasters 0.1 100 - - - - -
%
[1.1] Fire 0.5 100 - - - - -
%
[1.2] Water 0.5 50% - - - - -
[I.*] Other industrial disasters 0.5 100 - - - - -
%
[1.3] Environmental pollution 0.1 50% - - - - -
[1.4] Electromagnetic pollution 1 10% - - - - | -
[1.5.2] Hardware failure 1 50% - - - - -
[1.6] Power interruption 1 100 - - - - -
%
[I.7] Unsuitable temperature or humidity 1 100 - - - - -
conditions %
[1.8] Communications services failure 1 50% - - - - -
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% - - -
[E.2] System / Security administrator errors 1 20% | 20% | 20% - - -
[E.9] [Re-]routing errors 1 - - 10% - - -
[E.10] Sequence errors 1 - 10% - - - -
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[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 1% - - - - -
[E.19] Information leaks 1 - - 10% - - -
[E.23] Defects in hardware maintenance / 1 10% - - - - -
updating
[E.24] System failure due to exhaustion of 10 50% - - - - -
resources
[E.25] Equipment loss 1 20% - 50% - - -
[E.28] Staff shortage 1 10% - - - - -
[A.5] Masquerading of identity 1 - 10% | 50% | 100 | - | -
%
[A.7] Misuse 1 10% | 10% | 10% | - - -
[A.9] [Re-]routing of messages 1 - - 10% - - -
[A.10] Sequence alteration 1 - 10% - - - -
[A.11] Unauthorised access 1 10% | 10% | 50% | 100 | - -
%
[A.12] Traffic analysis 1 - - 2% - - -
[A.14] Eavesdropping 1 - - 10% | - - -
[A.15] Deliberate alteration of information 1 - 50% - - - -
[A.18] Destruction of information 1 50% - - - - -
[A.19] Disclosure of information 10 - - 50% - - -
[A.23] Hardware manipulation 0.5 100 - 50% - - -
%
[A.24] Denial of service 10 100 - - - - -
%
[A.25] Theft 0.5 20% - 50% | - - -
[A.26] Destructive attack 1 100 - - - - -
%
[A.28] Staff shortage 0.5 20% - - - - -
[A.29] Extortion 0.9 50% | 100 | 100 - - -
% %
[A.30] Social engineering 0.5 50% | 100 100 - - -
% %
[Firewall] Firewall
[LAN] Local Area Nettwork
threat frequenc | [A] | [I] | [C] | [Auth | [Ac | [V
y ] cl | 1]
[1.8] Communications services failure 1 50 - - - - -
%
[E.2] System / Security administrator errors 1 20 | 20 | 20 - - -
% % %
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[E.9] [Re-]routing errors 1 - - 10 - - -
%
[E.10] Sequence errors 1 - 10 - - - -
%
[E.15] Accidental alteration of the information 1 - 1% - - - -
[E.19] Information leaks 1 - - 10 - - -
%
[E.24] System failure due to exhaustion of 1 50 - - - - -
resources %
[A.5] Masquerading of identity 1 - 10 | 50 | 100% | - -
% %
[A.7] Misuse 1 10 10 10 - - -
% % %
[A.9] [Re-]routing of messages 1 - - 10 - - -
%
[A.10] Sequence alteration 1 - 10 - - - -
%
[A.11] Unauthorised access 1 - 10 50 | 100% - -
% %
[A.12] Traffic analysis 1 - - 2% - - -
[A.14] Eavesdropping 1 - - 1% - - -
[A.15] Deliberate alteration of information 1 - 10 - - - -
%
[A.18] Destruction of information 1 50 - - - - -
%
[A.24] Denial of service 10 50 - - - - -
%
[WiFi] WiFi
threat frequenc | [A] | [I] | [C] | [Auth | [Ac | [V
y ] c | ]
[1.8] Communications services failure 1 50 - - - - -
%
[E.2] System / Security administrator errors 1 20 | 20 | 20 - - -
% % %
[E.9] [Re-]routing errors 1 - - 10 - - -
%
[E.10] Sequence errors 1 - 10 - - - -
%
[E.15] Accidental alteration of the information 1 - 1% - - - -
[E.19] Information leaks 1 - - 10 - - -
%
[E.24] System failure due to exhaustion of 1 50 - - - - -
resources %
[A.5] Masquerading of identity 1 - 10 | 50 | 100% | - -
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% %
[A.7] Misuse 1 10 10 10 - - -
% % %
[A.9] [Re-]routing of messages 1 - - 10 - - -
%
[A.10] Sequence alteration 1 - 10 - - - -
%
[A.11] Unauthorised access 1 - 10 50 | 100% - -
% %
[A.12] Traffic analysis 1 - - 2% - - -
[A.14] Eavesdropping 1 - - 10 - - -
%
[A.15] Deliberate alteration of information 1 - 10 - - - -
%
[A.18] Destruction of information 1 50 - - - - -
%
[A.24] Denial of service 10 50 - - - - -
%
[Generator] Generator
threat frequenc | [A] [1] [CT|[A|TA |V
y ut | cc]| |
h]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
%
[1.2] Water 1 100 - - - - -
%
[1.*] Other industrial disasters 1 100 - - - - -
%
[1.3] Environmental pollution 1 10% - - - - -
[[.4] Electromagnetic pollution 0.1 10% - - - - -
[1.9] Interruption of other services or essential 1 50% - - - - -
supplies
[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 10% - - - - -
[E.19] Information leaks 1 - - 10 - - -
%
[E.23] Defects in hardware maintenance / 1 1% - - - - -
updating
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[A.5] Masquerading of identity 0.2 - 100 | 100 | 10 | - -
% % | 0
%
[A.6] Abuse of access privileges 1 10% - - - - -
[A.7] Misuse 1 10% - - - - -
[A.13] Repudiation (denial of actions) 1 - - - - 110 ] -
0
%
[A.15] Deliberate alteration of information 1 - 50% - - - -
[A.18] Destruction of information 1 50% - - - - -
[A.19] Disclosure of information 1 - - 50 - - -
%
[A.23] Hardware manipulation 1 1% - - - - -
[A.24] Denial of service 1 50% - - - - -
[A.25] Theft 0.5 1% - - - - -
[A.26] Destructive attack 1 100 - - - - -
%
[A.27] Enemy over-run 1 100 - - - - -
%
[Cabling] Cabling
threat frequenc | [A] [1]1 | [C] | [Auth | [Ac | [V
y ] c | ]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
%
[1.2] Water 1 100 - - - - -
%
[1.*] Other industrial disasters 1 100 - - - - -
%
[1.3] Environmental pollution 1 50% - - - - -
[[.4] Electromagnetic pollution 0.5 10% - - - - -
[[.11] Electromagnetic emanations 1 - - 1% - - -
(TEMPEST)
[E.23] Defects in hardware maintenance / 1 10% - - - - -
updating
[A.6] Abuse of access privileges 1 10% - - - - -
[A.7] Misuse 1 50% | 1% | 1% - - -
[A.11] Unauthorised access 1 - 10 50 - - -
% %
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[A.23] Hardware manipulation 1 50% - 50 - - -
%
[A.25] Theft 0.8 100 - - - - -
%
[A.26] Destructive attack 1 100 - - - - -
%
[A.27] Enemy over-run 1 100 - - - - -
%
[Surveillans] Camera
threat frequenc | [A] (11 | [C] | [Auth | [A | [V
y ] cc] | 1]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
%
[1.2] Water 1 100 - - - - -
%
[I.*] Other industrial disasters 1 100 - - - - -
%
[1.3] Environmental pollution 1 50% - - - - -
[1.4] Electromagnetic pollution 0.1 10% - - - - -
[1.8] Communications services failure 1 50% - - - - -
[E.2] System / Security administrator errors 1 20% | 20 | 20 - -] -
% %
[E.9] [Re-]routing errors 1 - - 10 - - -
%
[E.10] Sequence errors 1 - 10 - - - -
%
[E.15] Accidental alteration of the information 1 - 1% - - - -
[E.19] Information leaks 1 - - 10 - - -
%
[E.23] Defects in hardware maintenance / 1 10% - - - - -
updating
[E.24] System failure due to exhaustion of 1 50% - - - - -
resources
[A.5] Masquerading of identity 1 - 10 | 50 | 100% | - | -
% %
[A.6] Abuse of access privileges 1 10% - - - - -
[A.7] Misuse 1 50% | 10 10 - - -
% %
[A.9] [Re-]routing of messages 1 - - 10 - - -
%
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[A.10] Sequence alteration 1 - 10 - - - -
%
[A.11] Unauthorised access 1 - 10 50 | 100% | - -
% %
[A.12] Traffic analysis 1 - - 2% - - -
[A.14] Eavesdropping 1 - - 1% - - -
[A.15] Deliberate alteration of information 1 - 10 - - - -
%
[A.18] Destruction of information 1 50% - - - - -
[A.23] Hardware manipulation 1 50% - 50 - - -
%
[A.24] Denial of service 10 50% - - - - -
[A.25] Theft 0.5 10% - 50 - - -
%
[A.26] Destructive attack 1 100 - - - - -
%
[A.27] Enemy over-run 1 100 - - - - -
%
[UPS] UPS
threat frequenc | [A] [1] [CT|[A|TA |V
y ut | cc]| ]
h]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
%
[1.2] Water 1 100 - - - - -
%
[1.*] Other industrial disasters 1 100 - - - - -
%
[1.3] Environmental pollution 1 10% - - - - -
[1.4] Electromagnetic pollution 0.1 10% - - - - -
[1.9] Interruption of other services or essential 1 50% - - - - -
supplies
[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 10% - - - - -
[E.19] Information leaks 1 - - 10 - - -
%
[E.23] Defects in hardware maintenance / 1 1% - - - - -
updating
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[A.5] Masquerading of identity 0.2 - 100 | 100 | 10 | - -
% % | 0
%
[A.6] Abuse of access privileges 1 10% - - - - -
[A.7] Misuse 1 10% - - - - -
[A.13] Repudiation (denial of actions) 1 - - - - 110 ] -
0
%
[A.15] Deliberate alteration of information 1 - 50% - - - -
[A.18] Destruction of information 1 50% - - - - -
[A.19] Disclosure of information 1 - - 50 - - -
%
[A.23] Hardware manipulation 1 1% - - - - -
[A.24] Denial of service 1 50% - - - - -
[A.25] Theft 0.5 1% - - - - -
[A.26] Destructive attack 1 100 - - - - -
%
[A.27] Enemy over-run 1 100 - - - - -
%
[A.28] Staff shortage 0.5 10% - - - - -
[A.29] Extortion 0.9 10% | 10% | 50 - - -
%
[A.30] Social engineering 0.5 10% | 10% | 50 | - - -
%
[Antena] Antena
threat frequenc | [A] [I1 | [C] | [Auth | [A | [V
y cel | ]
[N.1] Fire 1 100 - - - -
%
[N.2] Water 1 100 - - - -
%
[N.*] Other natural disasters 0.5 100 - - - -
%
[1.1] Fire 1 100 - - - -
%
[1.2] Water 1 100 - - - -
%
[1.*] Other industrial disasters 1 100 - - - -
%
[1.3] Environmental pollution 1 10% - - - -
[1.4] Electromagnetic pollution 0.1 10% - - - -
[1.8] Communications services failure 1 50% - - - -
[E.2] System / Security administrator errors 1 20% | 20 20 - -
% %
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[E.9] [Re-]routing errors 1 - - 10 - - -
%
[E.10] Sequence errors 1 - 10 - - - -
%
[E.15] Accidental alteration of the information 1 - 1% - - - -
[E.19] Information leaks 1 - - 10 - - -
%
[E.24] System failure due to exhaustion of 1 50% - - - - -
resources
[A.5] Masquerading of identity 1 - 10 | 50 | 100% | - -
% %
[A.6] Abuse of access privileges 1 10% - - - - -
[A.7] Misuse 1 10% | 10 10 - - -
% %
[A.9] [Re-]routing of messages 1 - - 10 - - -
%
[A.10] Sequence alteration 1 - 10 - - - -
%
[A.11] Unauthorised access 1 - 10 50 | 100% | - -
% %
[A.12] Traffic analysis 1 - - 2% - - -
[A.14] Eavesdropping 1 - - 10 - - -
%
[A.15] Deliberate alteration of information 1 - 10 - - - -
%
[A.18] Destruction of information 1 50% - - - - -
[A.24] Denial of service 10 50% - - - - -
[A.26] Destructive attack 0.1 100 - - - - -
%
[A.27] Enemy over-run 1 100 - - - - -
%
[RFID] RFID reader
threat frequenc | [A] [I1 | [C] | [Auth | [A | [V
y ] cc] | ]
[N.1] Fire 0.1 100 - - - - -
%
[N.2] Water 0.1 50% - - - - -
[N.*] Other natural disasters 0.1 100 - - - - -
%
[1.1] Fire 0.5 100 - - - - -
%
[1.2] Water 0.5 50% - - - - -
[I.*] Other industrial disasters 0.5 100 - - - - -
%
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[1.3] Environmental pollution 0.1 50% - - - - -
[1.4] Electromagnetic pollution 1 10% | - - - - | -
[1.5.2] Hardware failure 1 50% - - - - -
[1.6] Power interruption 1 100 - - - - -
%
[I.7] Unsuitable temperature or humidity 1 100 - - - - -
conditions %
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% - - -
[E.23] Defects in hardware maintenance / 1 10% - - - - -
updating
[E.24] System failure due to exhaustion of 10 50% - - - - -
resources
[E.25] Equipment loss 1 100 - 50 - - -
% %
[A.11] Unauthorised access 1 10% | 10 50 - - -
% %
[A.23] Hardware manipulation 0.5 50% - 50 - - -
%
[A.24] Denial of service 2 100 - - - - -
%
[A.25] Theft 0.5 100 - 50 - - -
% %
[A.26] Destructive attack 1 100 - - - - -
%
[UHF] UHF
[InternetP] Internet Provider
threat frequenc | [A] [1] [C] [A | [A]|V
y uth | cc] | ]
]
[1.5.1] Software failure 1 50% - - - - -
[1.8] Communications services failure 1 100 - - - - -
%
[E.2] System / Security administrator errors 1 20% | 20% | 20% | - - | -
[E.8] Malware diffusion 1 10% | 10% | 10% - - -
[E.9] [Re-]routing errors 1 - - 10% - - -
[E.10] Sequence errors 1 - 10% - - - -
[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 10% - - - - -
[E.19] Information leaks 1 - - 10% - - -
[E.20] Software vulnerabilities 1 1% | 20% | 20% - - -
[E.21] Defects in software maintenance / 10 1% | 10% | 50% - - -
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updating
[E.24] System failure due to exhaustion of 1 50% - - - - -
resources
[A.5] Masquerading of identity 1 - 100 | 100 | 100 | - -
% % %
[A.7] Misuse 1 10% | 10% | 50% | - - -
[A.8] Malware diffusion 1 100 100 100 - - -
% % %
[A.9] [Re-]routing of messages 1 - - 10% - - -
[A.10] Sequence alteration 1 - 10% - - - -
[A.11] Unauthorised access 1 - 10% | 50% | 100 | - -
%
[A.12] Traffic analysis 1 - - 2% - - -
[A.13] Repudiation (denial of actions) 1 - - - - 10| -
0
%
[A.14] Eavesdropping 1 - - 10% | - - -
[A.15] Deliberate alteration of information 1 - 50% - - - -
[A.18] Destruction of information 1 50% - - - - -
[A.19] Disclosure of information 1 - - 50% - - -
[A.22] Software manipulation 1 50% | 100 100 - - -
% %
[A.24] Denial of service 10 50% - - - - -
[Power] Electricity
threat frequenc | [A] [1] [CT|[A|TA |V
y ut | cc]| |
h]
[N.1] Fire 0.1 100 - - - - -
%
[N.2] Water 0.1 50% - - - - -
[N.*] Other natural disasters 0.1 100 - - - - -
%
[1.1] Fire 0.5 100 - - - - -
%
[1.2] Water 0.5 50% - - - - -
[1.*] Other industrial disasters 0.5 100 - - - - -
%
[1.3] Environmental pollution 0.1 50% - - - - -
[1.9] Interruption of other services or essential 1 50% - - - - -
supplies
[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 10% - - - - -
[E.19] Information leaks 1 - - 10 - - -
%
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[E.23] Defects in hardware maintenance / 1 10% - - - - -
updating
[A.5] Masquerading of identity 0.2 - 100 | 100 | 10 | - | -
% % | 0
%
[A.7] Misuse 1 50% - - - - -
[A.13] Repudiation (denial of actions) 1 - - - - 10| -
0
%
[A.15] Deliberate alteration of information 1 - 50% - - - -
[A.18] Destruction of information 1 50% - - - - -
[A.19] Disclosure of information 1 - - 50 - - -
%
[A.23] Hardware manipulation 1 50% - - - - -
[A.24] Denial of service 1 50% - - - - -
[A.25] Theft 0.5 100 - - - - -
%
[A.26] Destructive attack 1 100 - - - - -
%
[A.28] Staff shortage 0.5 10% - - - - -
[A.29] Extortion 0.9 10% | 10% | 50 - - -
%
[A.30] Social engineering 0.5 10% | 10% | 50 | - - -
%
[SRV_Room] Server Room
threat frequenc | [A] [1] [C] | [Auth | [Acc | [V
y ] ] ]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
%
[1.2] Water 1 100 - - - - -
%
[I.*] Other industrial disasters 1 100 - - - - -
%
[1.3] Environmental pollution 1 10% - - - - -
[[.4] Electromagnetic pollution 0.1 10% - - - - -
[E.15] Accidental alteration of the 1 - 10% - - - -
information
[E.18] Destruction of information 1 1% - - - - -
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[E.19] Information leaks 1 - - 10% - - -
[E.28] Staff shortage 1 20% - - - - -
[A.6] Abuse of access privileges 1 10% - - - - -
[A.7] Misuse 1 10% - - - - -
[A.15] Deliberate alteration of information 1 - 50% - - - -
[A.18] Destruction of information 1 10% - - - - -
[A.19] Disclosure of information 10 - - 50% - - -
[A.26] Destructive attack 0.1 100 - - - - -
%
[A.27] Enemy over-run 1 100 - - - - -
%
[A.28] Staff shortage 0.5 20% - - - - -
[A.29] Extortion 0.9 50% | 100 | 100 - - -
% %
[A.30] Social engineering 0.5 50% | 100 100 - - -
% %
[Building] Building
threat frequenc | [A] [1] [C] | [Auth | [Acc | [V
y ] ] ]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
%
[1.2] Water 1 100 - - - - -
%
[I.*] Other industrial disasters 1 100 - - - - -
%
[1.3] Environmental pollution 1 10% - - - - -
[1.4] Electromagnetic pollution 0.1 10% - - - - -
[E.15] Accidental alteration of the 1 - 10% - - - -
information
[E.18] Destruction of information 1 1% - - - - -
[E.19] Information leaks 1 - - 10% - - -
[E.28] Staff shortage 1 30% - - - - -
[A.6] Abuse of access privileges 1 10% - - - - -
[A.7] Misuse 1 10% - - - - -
[A.15] Deliberate alteration of information 1 - 50% - - - -
[A.18] Destruction of information 1 10% - - - - -
[A.19] Disclosure of information 10 - - 50% - - -
[A.26] Destructive attack 0.1 100 - - - - -
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%
[A.27] Enemy over-run 1 100 - - - - -
%
[A.28] Staff shortage 0.5 50% - - - - -
[A.29] Extortion 0.9 50% | 100 | 100 - - -
% %
[A.30] Social engineering 1 50% | 100 100 - - -
% %
[AirCon] Climatization
threat frequenc | [A] [1] [CT|[A|TA |V
y ut | cc]| ]
h]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
%
[1.2] Water 1 100 - - - - -
%
[1.*] Other industrial disasters 1 100 - - - - -
%
[1.3] Environmental pollution 1 50% - - - - -
[[.4] Electromagnetic pollution 1 10% - - - - -
[1.5.2] Hardware failure 1 50% - - - - -
[1.6] Power interruption 1 100 - - - - -
%
[[.7] Unsuitable temperature or humidity 1 100 - - - - -
conditions %
[1.9] Interruption of other services or essential 1 50% - - - - -
supplies
[[.11] Electromagnetic emanations (TEMPEST) 1 - - 1% | - - -
[E.15] Accidental alteration of the information 1 - 10% - - - -
[E.18] Destruction of information 1 10% - - - - -
[E.19] Information leaks 1 - - 10 - - -
%
[E.23] Defects in hardware maintenance / 1 10% - - - - -
updating
[E.24] System failure due to exhaustion of 10 50% - - - - -
resources
[E.25] Equipment loss 1 100 - 50 | - - -
% %
[A.5] Masquerading of identity 0.2 - 100 | 100 | 10 | - -
% % 0
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%
[A.6] Abuse of access privileges 1 10% - - - - -
[A.7] Misuse 1 10% - - - - -
[A.11] Unauthorised access 1 10% | 10% | 50 - - -
%
[A.13] Repudiation (denial of actions) 1 - - - - 10| -
0
%
[A.15] Deliberate alteration of information 1 - 50% - - - -
[A.18] Destruction of information 1 50% - - - - -
[A.19] Disclosure of information 1 - - 50 - - -
%
[A.23] Hardware manipulation 1 50% - 50 - - -
%
[A.24] Denial of service 2 100 - - - - -
%
[A.25] Theft 0.5 100 - 50 - - -
% %
[A.26] Destructive attack 1 100 - - - - -
%
[A.27] Enemy over-run 1 100 - - - - -
%
[Blood_Room] Blood Room
threat frequenc | [A] [1] [C] | [Auth | [Acc | [V
y ] 1 ]
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
%
[1.2] Water 1 100 - - - - -
%
[I.*] Other industrial disasters 1 100 - - - - -
%
[1.3] Environmental pollution 1 10% - - - - -
[1.4] Electromagnetic pollution 0.1 10% - - - - -
[E.15] Accidental alteration of the 1 - 10% - - - -
information
[E.18] Destruction of information 1 1% - - - - -
[E.19] Information leaks 1 - - 10% - - -
[E.28] Staff shortage 1 30% - - - - -
l. ZkomeAitng, I. Baowag, Navemotrpo Awyaiou, T, Mnx/kwv MN.E.Z. 154




MeAETn ao@AAEIag TTANPOPOPIAKOU CUOTAUATOG VOOOKOMEIOKAG Jovadag

[A.6] Abuse of access privileges 1 10% - - - - -

[A.7] Misuse 1 10% - - - - -

[A.15] Deliberate alteration of information 1 - 50% - - - -

[A.18] Destruction of information 1 10% - - - - -

[A.19] Disclosure of information 10 - - 50% - - -

[A.26] Destructive attack 0.1 100 - - - - -
%

[A.27] Enemy over-run 1 100 - - - - -
%

[A.28] Staff shortage 0.5 50% - - - - -

[A.29] Extortion 0.9 50% | 100 | 100 - - -

% %
[A.30] Social engineering 1 50% | 100 100 - - -
% %
[Laboratories] Laboratories
threat frequenc | [A] [1] [C] | [Auth | [Acc | [V
y ] ] ]

[N.1] Fire 1 100 - - - - -
%

[N.2] Water 1 100 - - - - -
%

[N.*] Other natural disasters 0.5 100 - - - - -
%

[1.1] Fire 1 100 - - - - -
%

[1.2] Water 1 100 - - - - -
%

[I.*] Other industrial disasters 1 100 - - - - -
%

[1.3] Environmental pollution 1 10% - - - - -

[1.4] Electromagnetic pollution 0.1 10% - - - - -

[E.15] Accidental alteration of the 1 - 10% - - - -

information

[E.18] Destruction of information 1 1% - - - - -

[E.19] Information leaks 1 - - 10% - - -

[E.28] Staff shortage 1 30% - - - - -

[A.6] Abuse of access privileges 1 10% - - - - -

[A.7] Misuse 1 10% - - - - -

[A.15] Deliberate alteration of information 1 - 50% - - - -

[A.18] Destruction of information 1 10% - - - - -

[A.19] Disclosure of information 10 - - 50% - - -

[A.26] Destructive attack 0.1 100 - - - - -
%

[A.27] Enemy over-run 1 100 - - - - -
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%
[A.28] Staff shortage 0.5 50% - - - - -
[A.29] Extortion 0.9 50% | 100 | 100 - - -
% %
[A.30] Social engineering 0.5 50% | 100 | 100 - - -
% %
[FD_Room] Financial Department
threat frequenc | [A] [1] [C] | [Auth | [Acc | [V
y ] 1 1
[N.1] Fire 1 100 - - - - -
%
[N.2] Water 1 100 - - - - -
%
[N.*] Other natural disasters 0.5 100 - - - - -
%
[1.1] Fire 1 100 - - - - -
%
[1.2] Water 1 100 - - - - -
%
[I.*] Other industrial disasters 1 100 - - - - -
%
[1.3] Environmental pollution 1 10% - - - - -
[[.4] Electromagnetic pollution 0.1 10% - - - - -
[E.15] Accidental alteration of the 1 - 10% - - - -
information
[E.18] Destruction of information 1 1% - - - - -
[E.19] Information leaks 1 - - 10% - - -
[E.28] Staff shortage 1 30% - - - - -
[A.6] Abuse of access privileges 1 10% - - - - -
[A.7] Misuse 1 10% - - - - -
[A.15] Deliberate alteration of information 1 - 50% - - - -
[A.18] Destruction of information 1 10% - - - - -
[A.19] Disclosure of information 10 - - 50% - - -
[A.26] Destructive attack 0.1 100 - - - - -
%
[A.27] Enemy over-run 1 100 - - - - -
%
[A.28] Staff shortage 0.5 50% - - - - -
[A.29] Extortion 0.9 50% | 100 | 100 - - -
% %
[A.30] Social engineering 0.5 50% | 100 100 - - -
% %
[MedS] Medical Staff
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threat frequenc | [A] | [I] | [C] | [Auth | [Acc | [V
y ] ] ]
[E.15] Accidental alteration of the 1 - 10 - - - -
information %
[E.18] Destruction of information 1 1% - - - - -
[E.19] Information leaks 1 - - 10 - - -
%
[E.28] Staff shortage 1 10 - - - - -
%
[A.15] Deliberate alteration of information 1 - 50 - - - -
%
[A.18] Destruction of information 1 10 - - - - -
%
[A.19] Disclosure of information 10 - - 20 - - -
%
[A.28] Staff shortage 0.5 50 - - - - -
%
[A.29] Extortion 0.9 10 | 20 | 20 - - -
% % %
[A.30] Social engineering 0.5 10 20 20 - - -
% % %
[IT] IS Engineer
threat frequenc | [A] [1] [C] | [Auth | [Acc | [V
y 1 ] 1
[E.15] Accidental alteration of the 1 - 10% - - - -
information
[E.18] Destruction of information 1 1% - - - - -
[E.19] Information leaks 1 - - 10% - - -
[E.28] Staff shortage 1 20 - - - - -
%
[A.15] Deliberate alteration of information 1 - 50% - - - -
[A.18] Destruction of information 1 10 - - - - -
%
[A.19] Disclosure of information 10 - - 50% - - -
[A.28] Staff shortage 0.5 50 - - - - -
%
[A.29] Extortion 0.9 50 100 | 100 - - -
% % %
[A.30] Social engineering 0.5 50 100 100 - - -
% % %
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[Admin] Administrative Staff

threat frequenc | [A] | [I] | [C] | [Auth | [Acc | [V
y ] ] ]
[E.15] Accidental alteration of the 1 - 10 - - - -
information %
[E.18] Destruction of information 1 1% - - - - -
[E.19] Information leaks 1 - - 10 - - -
%
[E.28] Staff shortage 1 30 - - - - -
%
[A.15] Deliberate alteration of information 1 - 50 - - - -
%
[A.18] Destruction of information 1 10 - - - - -
%
[A.19] Disclosure of information 10 - - 50 - - -
%
[A.28] Staff shortage 0.5 50 - - - - -
%
[A.29] Extortion 0.9 20 20 50 - - -
% % %
[A.30] Social engineering 0.5 20 20 20 - - -
% % %
[OPS] Operators
threat frequenc | [A] | [I] | [C] | [Auth | [Acc | [V
y ] ] ]
[E.15] Accidental alteration of the 1 - 10 - - - -
information %
[E.18] Destruction of information 1 1% - - - - -
[E.19] Information leaks 1 - - 10 - - -
%
[E.28] Staff shortage 1 30 - - - - -
%
[A.15] Deliberate alteration of information 1 - 50 - - - -
%
[A.18] Destruction of information 1 10 - - - - -
%
[A.19] Disclosure of information 10 - - 50 - - -
%
[A.28] Staff shortage 0.5 50 - - - - -
%
[A.29] Extortion 0.9 20 10 | 50 - - -
% % %
[A.30] Social engineering 0.5 20 | 20 | 20 - - -
% % %
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[CU] Common User

threat frequenc | [A] | [I] | [C] | [Auth | [Acc | [V
y ] ] ]
[E.15] Accidental alteration of the 1 - 10 - - - -
information %
[E.18] Destruction of information 1 1% - - - - -
[E.19] Information leaks 1 - - 10 - - -
%
[E.28] Staff shortage 1 10 - - - - -
%
[A.15] Deliberate alteration of information 1 - 50 - - - -
%
[A.18] Destruction of information 1 10 - - - - -
%
[A.19] Disclosure of information 10 - - 20 - - -
%
[A.28] Staff shortage 0.5 50 - - - - -
%
[A.29] Extortion 0.9 10 20 20 - - -
% % %
[A.30] Social engineering 0.5 10 20 20 - - -
% % %
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MAPAPTHMA A. Nivakag ETtimttwong/Aya8o

| asset A] m c1 [Auth] [Acc] ™
[] ASSETS 1] 1] ] ] ] ﬁ
[l ¢ = [B]Essential assets 31 3] ] 3] [€]
| ¢ | [DataP] Data Patients m 51 E)] [61 [€1
[m] A [E.15] Accidental alteration of the information 51 _
o A\ [E.18] Destruction of information M (] Level 3
O A\ [E19] Information leaks ] [B] Level 8
[m] A [A.5] Masquerading of identity 31 81 61 [7] High
[ A\ [A.6] Abuse of access privileges 1 [31 [81 51 [6] Level &
] A [A7] Misuse [51 €1 [5] Level 5
[m] A [A.11] Unauthorised access =] 8] .
O A\ [A13] Repudiation (denial of actions) 161 [jMedium
[ ¢ 1 [DataE] Data Employees B 41 8 B ] | Blleveis
(] A\ [E.15] Accidental alteration of the information ] [2] Level 2
[ A\ [E.18] Destruction of information 31 [1] Low
5] A [E19] Information leaks [4] [0] Negligible
O A [A.5] Masquerading of identity 4] €] 51
[m] A [A.6] Abuse of access privileges 31 [4] [61
] A [A11] Unauthorised access 41 61
O A [A.13] Repudiation (denial of actions) [4] —
g« 1 0] [l B Gl
| A\ [E.15] Accidental alteration of the information 31
| A [E-18] Destruction of information 1]
[m] A [E.19] Information leaks 4]
O A [A5] Masquerading of identity 1 €] 51
] A\ [A8] Abuse of access privileges 1 3] [6]
[m] A [A.11] Unauthorised access (] €1
o A TA.13]1 Repudiation (denial of actions) re1
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OoDDoDOOoOoooDoDoDoDDOooDDoDDoOoDDoDDDDoooDDDDoDoDoDooDDoD

¢ is [S_Blood] Blood Donation and Analysis 71 [61 ©®1 [6] 71
A [NA]Fire 71
A [N.2] Water 61
A\ [N."] Other natural disasters 1
A [.1]Fire 11
A [.2] Water 61
A 1171 Other industrial disasters 1
A D3] Environmental poliution 61
A [1.4] Electromagnetic pollution 4]
A\ [1.5.2] Hardware failure 61
A 0161 Power interruption |
A [1.7] Unsuitable temperature or humidity conditions 71
A\ [.10] Media degradation 71
A [L.11] Electromagnetic emanations (TEMPEST) 3]
A [E.1] User errors 41 31 6]
A\ [E.2] System / Security administrator errors 51 41 M
A [E.15] Accidental alteration of the information 31
A\ [E.18] Destruction of information 1
A\ [E-19] Information leaks 61
A [E.23] Defects in hardware maintenance / updating 71 31 [8]
A\ [E.24] System failure due to exhaustion of resources 61
A [E.25] Equipment loss 4] 8]
A\ [E-28] Staff shortage 41
A\ [A.5] Masquerading of identity 51 8] 6]
A\ [AE] Abuse of access privileges 1 31 81 61
A [AT] Misuse K0 31 61
A TA.11] Unauthorised access 31 81 6]
A\ [A.13] Repudiation (denial of actions) 711
A\ [A.15] Deliberate alteration of information 1G]
A\ [A.18] Destruction of information 1
A [A.19] Disclosure of information 711
A\ [A.23] Hardware manipulation 61 8]
A\ [A.24] Denial of service 61
A [A.25] Theft 41 ¢1
A\ [A.28] Destructive attack 41
A\ [A.28] Staff shortage 61
A [A.29] Extortion 41 41 )
A\ [A.30] Social engineering 41 41 M
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] ? el &1 71 [51 1
m| A [NA]Fire ®1

=] A [N:2] Water 8]

=] A\ [N Other natural disasters [E)]

m| A 1] Fire ©]

=] A 2] Water 3]

] A [1] Other industrial disasters ]

=] A\ .31 Environmental pollution 8]

=] A [15.1] Software failure 8]

] A [I.7] Unsuitable temperature or humidity conditions ]

=] A\ [1.10] Media degradation )]

o A\ [E1]User errors 6] 6] 4]

] A [E.2] System / Security administrator errors 71 71 51

=] A\ [EB] Malware diffusion 6] 6] 41

=] A\ [E.15] Accidental alteration of the information [61

[m] A\ [E.18] Destruction of information E]]

o A\ [E-18] Information leaks 41

] A\ [E.20] Software vulnerabilities 31 71 51

=] A\ [E:21] Defects in software maintenance / updating 31 [6] 61

o A\ [E:24] System failure due to exhaustion of resources ]

] A [E.25] Equipment loss [6] 61

=] A\ [E.28] Staff shortage 61

o A\ [A5] Masquerading of identity 8] 61 51
] A [A.6] Abuse of access privileges 31 [6] 61 [51
=] A [A.T] Misuse 61 61 61

=] A\ [A.8] Malware diffusion [E)] [E]] 1

[m] A\ [A11] Unauthorised access [6] 61 51
=] A\ [A.13] Repudiation (denial of actions) m
] A\ [A.15] Deliberate alteration of information ]

=] A\ [A-18] Destruction of information E]]

o A\ [A-19] Disclosure of information 51

] A [A.22] Software manipulation [8] ] 711

=] A\ [A.24] Denial of service 8]

=] A\ [A.25] Theft 61 1

m| A\ [A.26] Destructive attack 61

=] A\ [A.28] Staff shortage 8]

=] A\ [A.29] Extortion 61 ] 51

m| A\ [A.30] Social engineering I61 71 151

O ¢ is [S_Sup]Supplies B €] ] ! ]
o A\ [E-1] User errors 5] 4] 4]

m| A [E.2] System / Security administrator errors 71 [5] [51

o A\ [E.15] Accidental alteration of the information 4]

=] A\ [E.18] Destruction of information 6]

=] A\ [E.19] Information leaks [4]1

=] A\ [E24] System failure due to exhaustion of resources 8]

m A\ [E.28] Staff shortage G

o A\ [A5] Masquerading of identity 8] 5] 71
] A [A.6] Abuse of access privileges 3] 4] 6] 711
=] A [AT] Misuse 31 41 [41

=] A\ [A.11] Unauthorised access 4] 6] 71
o A [A.13] Repudiation (denial of actions) 5]
=] A\ [A.15] Deliberate alteration of information 6]

] A [A.18] Destruction of information 8]

=] A\ [A.19] Disclosure of information 51

m| A\ [A.24] Denial of service 8]

=] A\ [A.28] Staff shortage 81

[m] A [A.29] Extortion 1G] 51 51

=] A\ [A.30] Social engineering 61 [51 51

O ¢ = [E1Equipment ] =] ] =] ]
] ¢ 3 [SW] Applications ]| ] ]| ] 71
=] o A [Antivirus] Antivirus M1 6] ©1

m| A [15.1] Software failure 61

o A\ [E:8] Malware diffusion 4] @] 5]

=] A\ [E:20] Software vulnerabilities 1 4] 71

=] A\ [E.21] Defects in software maintenance / updating 1 [3] 81

=] A [A.T] Misuse 41 31 8]

=] A\ [A8] Malware diffusion 1 61 [E)]

=] A\ [A.22] Software manipulation 161 r61 o1
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|| asset [A] m (4] | [Auth] | [Ace]
O 5] ] Bl el 1
=] A [N-1]Fire &)
m| A [N-2] Water 8]
o A\ N1 Other natural disasters &)
m| A [.1]Fire 81
[m] A 2] Water 8]
o A "] Other industrial disasters lEl]
] A [1.3] Environmental pollution 8]
=] A\ 4] Electromagnetic pollution €]
m| A [15.1] Software failure 8]
[m] A\ [15.2] Hardware failure 8]
o A\ 161 Power interruption lEl]
] A [I.7] Unsuitable temperature or humidity conditions ®1
=] A\ [1:8] Communications services failure 8]
] A [1.11] Electromagnetic emanations (TEMPEST) 31
=] A\ [E-1] User errors [€] [6] 8]
o A\ [E.2] System / Security administrator errors M g M
] A [E.3] Monitering errors (log) 3]
=] A\ [E-B] Malware diffusion €] 6] 6]
=] A [E-9] [Re-Jrouting errors 61
[m] A\ [E.10] Sequence errors [6]
o A\ [E15] Accidental alteration of the information 6]
] A [E.18] Destruction of information 61
=] A\ [E-19] Information leaks 1G]
o A\ [E.20] Software vulnerabilities 3] M m
[m] A\ [E21] Defects in software maintenance / updating 31 [6] 8]
o A\ [E.23] Defects in hardware maintenance / updating 6]
] A\ [E.24] System failure due to exhaustion of resources [8]
=] A\ [E.25] Equipment loss &) E)]
=] A\ [E.28] staff shortage 1
] A [A.3] Manipulation of activity records (log) [8]
=] A\ [A5] Masquerading of identity 8] 81 [E]|
] A\ [AE] Abuse of access privileges 3] [6] 81 ®]
[m] A [A7] Misuse 61 61 8]
o A [A8] Malware diffusion lEl] =] )]
] A [A.9] [Re-Jrouting of messages 61
=] A\ [A10] Sequence alteration 6]
=] A [A11] Unauthorised access 61 [61 81 [E)]
[m] A\ [A.12] Traffic analysis 41
0l A [A.13] Repudiation (denial of actions) [ra)
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A\ [A.14] Eavesdropping 61
A\ [A-15] Deliberate alteration of information 8]
A [A.18] Destruction of information [B]
A\ [A19] Disclosure of information 8]
A\ [A:22] Software manipulation 8] E]] E]]
A [A.23] Hardware manipulation 8] 8]
A\ [A-24] Denial of service [El]
A\ [A25] Theft ®1 9]
A\ [A-26] Destructive attack [E)]
A\ [A-28] Staff shortage 8]
A\ [A-29] Extortion 8] )] &)
A\ [A30] Social engineering 8] [E)] [E)]
¢ is [SQL]My saL M
A [15.1] Software failure &1
A [E:8] Maiware diffusion 5] 6] 6]
A\ [E-20] Software vulnerabilities 31 7 7
A\ [E:21] Defects in software maintenance / updating [31 6] 8]
A [AT] Misuse 6] [6] 8]
A [A.8] Malware diffusion ] ®] ®]
A [A.13] Repudiation (denial of actions) M

A\ [A-22] Software manipulation

-

= is [RIS] RIS app PACS

¢ 3 [HW] Hardware

o jt [SRVDP] Main Server DB

o is [SRV_LIS] Server LIS

o is [SRV_RIS] Server RIS PACS

o is [SRVF] Server Finance

= is [SRV_Blood] Server Aimodosia

o js [SRVB] Server Back Up

o A [Lan_Pr] Lan Printer

o A [PC_RIS_PACS] Personal Computer_RIS

o A [PC_LIS] Personal Computer_LIS

o« A [PC_S] Personal Computer_Salary

o A [PC_Supply] Personal Computer Supply

HDEII:IEIDDEIDDEII:IEID|D‘EIDDDDDDDDDDDDDDDDDDDD

- A [PC_Blood] Personal Computer Blood

gl e 3 [HW] Hardware 2] &) =1 &) [81
o
=l A [NATFire 18]
| A [N.2] Water 81
] A\ [N] Other natural disasters 9]
| A D1]Fire &)
] A 021 Water &l
O A\ "] Other industrial disasters &l
] A [1.3] Environmental pollution el
O A\ 0.4] Electromagnetic pollution 6]
O A\ [15.1] Software failure 8]
O A [15.2] Hardware failure 8]
| A [1.6] Power interruption ®]
] A\ [.7] Unsuitable temperature or humidity conditions lEl]
O A [1.8] Communications services failure 8]
] A [1.110] Media degradation [E)]
O A\ [.11] Electromagnetic emanations (TEMPEST) 3]
] A\ [E-1] User errors 1G] 61 1G]
O A\ [E:2] System / Security administrator errors | 1 |
| A [E.3] Moniteoring errors (log) 31
O A\ [E-4] Configuration errors 31
| A [E.8] Malware diffusion [6] 6] [6]
] A\ [E9] [Re-Jrouting errors 6]
O A\ [E.10] Sequence errors 61
] A [E.15] Accidental alteration of the information 81
O A\ [E.18] Destruction of information &)
O A [E-19] Information leaks 61
O A\ [E.20] Software vulnerabilities 31 71 |
| A [E.21] Defects in software maintenance / updating 31 6] 8]
] A\ [E:23] Defects in hardware maintenance / updating lEl] 61 8]
O A [E.24] System failure due to exhaustion of resources 8]
] A\ [E:25] Equipment loss lEl] lEl]
O A\ [E-28] Staff shortage 71
] A\ [A3] Manipulation of activity records (log) 81
O A\ [A-4] Manipulation of the configuration files €] 61 €]
| A [A.5] Masquerading of identity 81 [8] El]
O A\ [A8] Abuse of access privileges 6] =1 9] =1
| A [AT] Misuse 8] 81 &)
= A [A8] Malware diffusion 91 o1 91
I. ZkomeAitng, I. Baohag, Navemiotrpio Atyaiou, T, Mnx/kwv M.E.Z. 164



MeAETn ao@AAEIag TTANPOPOPIAKOU CUOTAUATOG VOOOKOMEIOKAG Jovadag

A\ [A8] Malware diffusion [E]] [E]] [E]|

~ A\ [AS] [Re-Jrouting of messages 6]

A\ [A.10] Sequence alteration 61

~ A\ [A11]Unauthorised access 61 E)] E)] 8]

— A\ [A12] Traffic analysis 41

A [A13] Repudiation (denial of actions) 8]
A\ [A.14] Eavesdropping 31

- A [A.15] Deliberate alteration of information E]]

L A [A.18] Destruction of information

- A [A.19] Disclosure of information

A\ [A22] Software manipulation

— A\ [A:23] Hardware manipulation

— A [A24] Denial of service

— A [A25] Theft

— A\ [A.28] Destructive attack

— A [A27] Enemy over-run

— A [A28] Staff shortage

— A [A29] Extortion

~ A\ [A.30] Social engineering

~ is [SRV_LIS] Server LIS

~ is [SRV_RIS] Server RIS PACS

- is [SRVF] Server Finance

- js [SRV_Blood] Server Aimodosia

> ijs [SRVB] Server Back Up

- A [Lan_Pr] Lan Printer

~ A [PC_RIS_PACS] Personal Computer RIS

- A [PC_LIS] Personal Computer LIS

~ A [PC_S]Personal Computer_Salary

~ A [PC_Supply] Personal Computer Supply

> A [PC_Blood] Personal Computer Blood

> A [PC_Grammateia] Personal Computer

>~ A [Router] Router

~ A [SWs] Switch

~ A [Modem] Modem

~ A [AP] Access Point

HOoDoDoDoooDoDDDDDoOoDDoDoDoDoDoDoDDDDDDoDDDDDoDoDoDoDo;

» 4 [COM] Communications

| === [Firewall] Firewall

L @
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3 [PC_Grammateia] Personal Compute [gi @] [9] @1

—
d [8]
| A [N.1] Fire 91
[m] A [N.2] Water 91
o A\ [N.] Other natural disasters 9]
m| A 0] Fire 1
=] A 012] Water 91
] A [1.] Other industrial disasters ]|
=] A\ [.3] Environmental pollution 8]
=] A\ 01.4] Electromagnetic pollution &
[m] A\ [15.1] Software failure 8]
=] A [15.2] Hardware failure 81
] A [1.6] Power interruption ]|
=] A\ [.7] Unsuitable temperature or humidity conditions 1
] A\ [1.8] Communications services failure 8]
=] A\ [1110] Media degradation 01
] A [1.11] Electromagnetic emanations (TEMPEST) 3]
[m] A\ [E.1]User errors 6] [6] [€]
o A\ [E:2] System / Security administrator errors 5] M M
] A [E.8] Malware diffusion 61 [6] 61
=] A\ [E8] [Re-Jrouting errors €]
=] A [E.10] Sequence errors 61
=] A\ [E.15] Accidental alteration of the information 6]
o A\ [E.18] Destruction of information 9]
m| A [E.19] Information leaks 1G]
o A\ [E20] Software vulnerabilities 3] 71 11
] A [E.21] Defects in software maintenance / updating 3] [6] 8]
=] A\ [E.23] Defects in hardware maintenance / updating E)] 6] 8]
=] A\ [E.24] System failure due to exhaustion of resources 81
=] A\ [E:25] Equipment loss 61 8]
=] A\ [E.28] staff shortage 1
] A [A.5] Masquerading of identity [8] 8] ]
o A\ [A8] Abuse of access privileges 61 6] 8] ©1
m| A [AT] Misuse 61 [61 8]
=] A\ [A8] Malware diffusion E)] 8] &l
=] A [A9] [ReJrouting of messages 1G]
=] A\ [A.10] Sequence alteration [6]
o A\ [A.11] Unauthorised access 5] 5] 8] =1
m| A [A.12] Traffic analysis 41
] A\ [A.13] Repudiation (denial of actions) 8]
| A\ [A.14] Eavesdropping 31
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- K [A.15] Deliberate alteration of information E)]

- A\ [A-18] Destruction of information

— A\ [A19] Disclosure of information

- A [A:22] Software manipulation

— A\ [A23] Hardware manipulation

A\ [A24] Denial of service

~ A [A25] Theft

A\ [A:26] Destructive attack

~ A [A:27] Enemy over-un

A\ [A:28] Staff shortage

A [A28] Extortion

- A [A:30] Social engineering

~ A [Router] Router

~ A [SWs] Switch

> A [Modem] Modem

W . [AP] Access Point

> (3 [COM] Communications

- == [Firewall] Firewall

> A [LAN] Local Area Nettwork

~ A [WIFi] WiFi

¢ 3 [AUX] Other elements

> A [Generator] Generator

>- A [Cabling] Cabling

> A [Surveillans] Camera

~ A [UPS]UPS

~ A [Antena] Antena

> A [RFID] RFID reader

" A [UHF]UHF

o == [55] Subcontracted services

+-A [InternetP] Internet Provider

- A [Power] Electricity

o = [L] Facilities

o o o o o o o o o o o o o o o o o

~ A [SRV_Room] Server Room
~ A [Building] Building
~ A [AirCon] Climatization
~ A [Blood RaomlBlood Room
| > A [LAN] Local Area Nettwork
| - A\ [.8] Communications services failure
O - A [E.2] System / Security administrator errors 711 711 711
| A\ [E9] [ReJrouting errors 5]
| A\ [E.10] Sequence errors [6]
] - A [E.15] Accidental alteration of the information [31
] A\ [E.19] Information leaks 61
| - A [E:24] System failure due to exhaustion of resources 81
| A\ [A5] Masquerading of identity 6] [8] @1
] -~ A [AT] Misuse 61 61 61
| A\ [A9][ReJrouting of messages 6]
O L A [A.10] Sequence alteration [6]
| A\ [A11] Unauthorised access 6] 8] ©1
| -~ A [A12] Traffic analysis 4]
| ~ A\ [A.14] Eavesdropping 3]
O - A [A.15] Deliberate alteration of information [6]
| A\ [A.18] Destruction of information 81
] - A [A:24] Denial of service &3]
BRI v e m s s
| ~ A\ [1.8] Communications services failure 8]
] - A [E:2] System / Security administrator errors g} 71 1
| - A\ [E8] [ReJrouting errors 6]
| - A\ [E.10] Sequence errors 61
| - A\ [E.15] Accidental alteration of the information 31
| - A [E.19] Information leaks 61
| - A\ [E:24] System failure due to exhaustion of resources 81
O - A [A.5] Masquerading of identity [6] [8] ©1
| -~ A [AT] Misuse 61 [6] [6]
| - A [A.9] [Re-Jrouting of messages [6]
| A\ [A.10] Sequence alteration 6]
O - A [A.11] Unauthorised access [6] [8] E)]
| A [A12] Traffic analysis 41
] ~ A\ [A.14] Eavesdropping 61
] - A [A.15] Deliberate alteration of information 6]
| - A\ [A.18] Destruction of information 81
| - A\ [A24] Denial of service &1
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O ? =1 [®] [®] [®] 8]

| A [N.1]Fire &)

] A [N.2] Water [El]

| A [N.*] Other natural disasters ]

] A D1]Fire [El]

[m] A 021 Water @]

] A [1'] Other industrial disasters [El]

O A\ .31 Environmental poliution 6]

] A [1.4] Electromagnetic pollution 61

O A\ 091 Interruption of other services or essential supplie [B]

] A\ [E.15] Accidental alteration of the information 61

O A\ [E-18] Destruction of information 6]

| A [E-19] Information leaks 61

O A\ [E:23] Defects in hardware maintenance / updating 31

| A [A.5] Masquerading of identity & ®] ]

[ A\ [A8] Abuse of access privileges 1G]

| A [AT] Misuse 61

O A [A-13] Repudiation (denial of actions) 8]

O A [A.15] Deliberate alteration of information ]

[ A\ [A-18] Destruction of information 8]

O A\ [A.19] Disclosure of information 8]

] A [A23] Hardware manipulation [31

[m] A\ [A.24] Denial of service 8]

O A [A25] Theft 3]

[m] A\ [A.26] Destructive attack #]

O A [A.27] Enemy over-run ]

[m] A\ [A.28] Staff shortage 61

| A\ [A-29] Extortion [61 61 8]

O A\ [A:30] Social engineering 6] 61 8]

| o A [Antena] Antena 21 ] [o] 21

= = A [RFID] RFID reader ] 8] 8]

m] A [UHF] UHF

SR Bl Bl Bl o1 Bl

| A\ [15.1] Software failure 8]

O A [I.8] Communications services failure ®]

] A\ [E.2] System / Security administrator errors 71 1 1

| A\ [E-B] Malware diffusion 6] 6] 61

O A [E.9] [Re-]routing errors [6]

| A [E.10] Sequence errors 5]

O A [E.15] Accidental alteration of the information [6]

] A\ [E.18] Destruction of information 6]

] A\ [E-19] Information leaks 61

O A [E.20] Software vulnerabilities 3] 71 71

| A\ [E.21] Defects in software maintenance / updating 3] 5] 8]

O A [E.24] System failure due to exhaustion of resources 8]

o A [A5] Masquerading of identity 9] =1 El]

] A [AT] Misuse 61 1G] 81

| A [AB] Malware diffusion E)] [E)] [El]

| A [A.8] [Re-Jrouting of messages 61

| A [A.10] Sequence alteration 61

o A [A11] Unauthorised access 5] 81 El]

] A\ [A.12] Traffic analysis 41

B A [A.13] Repudiation (denial of actions) 8]

O A\ [A.14] Eavesdropping 61

| A [A.15] Deliberate alteration of information 2]

| A\ [A.18] Destruction of information 8]

| A\ [A.19] Disclosure of information 8]

| A\ [A.22] Software manipulation 8] [E)] [El]

O A\ [A.24] Denial of service 8]

O o A [Power] Electricity [6] 3] 4] 4] 4]
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OfdooooooooooooooooooooooogD

o o o o o o o o o o

& = [L] Facilities

¢ [SRV_Room] Server Room
A [N.1] Fire
A [N:2] Water
A [N.*] Other natural disasters
A [1.1]Fire
A 2] Water
A [I.] Other industrial disasters
A\ [1:3] Environmental poliution
A [I.4] Electromagnetic pollution
A [E.15] Accidental alteration of the information
A [E.18] Destruction of information
A [E.19] Information leaks
A\ [E.28] Staff shortage
A [A.6] Abuse of access privileges
A [A.7T] Misuse
A [A.15] Deliberate alteration of information
A\ [A.18] Destruction of information
A\ [A.18] Disclosure of information
A\ [A.26] Destructive attack
A [A.27] Enemy over-run
A\ [A.28] Staff shortage
A\ [A.29] Extortion
A\ [A.30] Social engineering

+ A [Building] Building

& A [AirCon] Climatization

o A [Blood_Room] Blood Room

o A [Laboratories] Laboratories

o~ A [FD_Room] Financial Department

¢ == [P] Personnel

¢ A [Meds] Medical Staff
A [E.15] Accidental alteration of the information
A\ [E-18] Destruction of information
A [E-19] Information leaks
A\ [E.28] Staff shortage
A [A.15] Deliberate alteration of information
A\ [A.18] Destruction of information
A [A.19] Disclosure of information
A\ [A.28] Staff shortage
A\ [A.29] Extortion
A\ [A.30] Social engineering

v
A [E.15] Accidental alteration of the information
A\ [E.18] Destruction of information
A [E-19] Information leaks
A\ [E.28] staff shortage
A [A.15] Deliberate alteration of information
A\ [A.18] Destruction of information
A [A.19] Disclosure of information
A\ [A.28] staff shortage
A\ [A.29] Extortion
A\ [A.30] Social engineering

o A [Admin] Administrative Staff

o A [OPS] Operators

o A [CU] Commen User

[8]
[8]

[

[6]

]
=1

[€]

[8]

[8]

[8]

[#]

[6]

8]

=1
1

[6]

[2]

[8]

[8]
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NMAPAPTHMA E. AvakAwpevog Kivduvog (Deflected Risk)
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Export

potential | current | target | PILAR | summary (impact) | summary (risk) |

father |_dimension | child |_dimension | threat

[[][DataP] Data Patients [C] [SRVDP] Main Server DB [€] [A.11] Unauthorised access {8.0} {7.1} {5.7}

[][DataP] Data Patients [C]  [SRVDP] Main Server DB m [A.11] Unauthorised access | moy | gn | e&n P
[][DataP] Data Patients [C]  [SRV_Blood] Server Aimodosia m [A.11] Unauthorised access | ®oy | gu | e&n PG
[][DataP] Data Patients [€]  [SRV_Blood] Server Aimodosia [c] [A.11] Unauthorised access | ®oy | @gn | emn P
[] [DataF] Data Finance m [SRVDP] Main Server DB Ic] [A.11] Unauthorised access | m®oy | gn | #mn PG
[] [DataF] Data Finance m [SRVDP] Main Server DB m [A.11] Unauthorised access | ®oy | on | e&n P
[][DataF] Data Finance m [SRV_Blood] Server Aimodosia m [A.11] Unauthorised access | mo | gn | #&n P
[] [DataF] Data Finance m [SRV_Blood] Server Aimodosia Ic] [A.11] Unauthorised access | m®oy | gun | e&n PG
[1[SRVDP] Main Server DB m [SRVDP] Main Server DB m [A.11] Unauthorised access | ey | gn | msn G
[][SRVDP] Main Server DB [C]  [SRVDP] Main Server DB [c] [A.11] Unauthorised access | m®oy | gu | #&n PG
[1[SRV_Blood] Server Aimodosia m [SRV_Blood] Server Aimodosia m [A.11] Unauthorised access | moy | @n | e&n P
[1[SRV_Blood] Server Aimodosia [C]  [SRV_Blood] Server Aimodosia Ic] [A.11] Unauthorised access | mo | gn | #&n P
[][DataP] Data Patients [C]  [SRVF] Server Finance m [A.11] Unauthorised access | ®o | go | @mn P
[][DataP] Data Patients [C]  [SRVF] Server Finance Ic1 [A.11] Unauthorised access | ®o | go | @mn P
[][DataP] Data Patients [C]  [SRV_RIS] Server RIS PACS Ic] [A.11] Unauthorised access | m®oy | go | #mn PG
[][DataP] Data Patients [C]  [SRV_RIS] Server RIS PACS m [A.11] Unauthorised access | ®o | o | om0 P
[ [DataP] Data Patients Ic1 [SRV_LIS] Server LIS Icl1 [A.11] Unauthorised access (8.0} L pEs
[][DataP] Data Patients [C]  [SRV_LIS]ServerLis m [A.11] Unauthorised access | ®o | go | @mn P
[][DataF] Data Finance m [SRVF] Server Finance m [A.11] Unauthorised access | mo | go | @&n P
[] [DataF] Data Finance m [SRVF] Server Finance Ic] [A.11] Unauthorised access | m®oy | go | #dn PG
[][DataF] Data Finance m [SRV_RIS] Server RIS PACS [c] [A.11] Unauthorised access | ®o | o | om0 P
[] [DataF] Data Finance m [SRV_RIS] Server RIS PACS m [A.11] Unauthorised access | mo | go | #mn PGS
[] [DataF] Data Finance m [SRV_LIS] Server LIS Ic] [A.11] Unauthorised access | ®o | go | @mn P
[ [DataF] Data Finance m [SRV_LIS] Server LIS m [A.11] Unauthorised access (8.0} L @
[][SRV_LIS] Server LIS m [SRV_LIS] Server LIS m [A.11] Unauthorised access | ®oy | go | #mn P
[1[SRV_LIS] Server LIS [€]  [SRV_LIS]Server LIS [c] [A.11] Unauthorised access | ®o | o | om0 P
[1[SRV_RIS] Server RIS PACS m [SRV_RIS] Server RIS PACS m [A.11] Unauthorised access | moy | go | #mn PG
[][SRV_RIS] Server RIS PACS [C]  [SRV_RIS] Server RIS PACS [c] [A.11] Unauthorised access | ®o | go | emn P
[1[SRVF] Server Finance m [SRVF] Server Finance m [A.11] Unauthorised access | mo | go | @&n P
[][SRVF] Server Finance [C]  [SRVF] Server Finance Ic] [A.11] Unauthorised access | ®o | go | #&n P
[][DataP] Data Patients [C]  [DataP]Data Patients [c] [A.11] Unauthorised access | o8 | Een | B2 P
[ [DataP] Data Patients [C]  [S_Blood] Blood Donation and A... [c] [A.11] Unauthorised access | s | E& | E3 |

[][DataP] Data Patients [€]  [RIS]RIS app PACS [c1 [A.11] Unauthorised access | o8 | & | B2 PEE
[][DataP] Data Patients [c]  [us]LS app Ic] [A.11] Unauthorised access | s | E& | B3 |

[][DataP] Data Patients [C]  [PC_RIS_PACS] Personal Compu... Ic] [A.11] Unauthorised access | s | e8| m3 PO
[][DataP] Data Patients [€]  [S_NewP] Hospitalization [c] [A.11] Unauthorised access | o8 | e | B2 P
[][DataP] Data Patients [C]  [PC_S] Personal Computer_Salary Ic] [A.11] Unauthorised access | osr | Ee | m3; PO
[][DataP] Data Patients [€]  [PC_LIS] Personal Computer LIS [c1 [A.11] Unauthorised access | o8 | & | B2 PG
[][DataP] Data Patients [C]  [PC_Supply] Personal Computer ... Ic1 [A.11] Unauthorised access | s | Ee | ma PO
[][DataF] Data Finance m [PC RIS PACS] Personal Compu... [C1 _ [A.111Unauthorised access 7.5) I (5.7}
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[][[DataF] Data Finance
[][DataF] Data Finance
[][DataF] Data Finance
[][UIS] LIS app

[ [RIS] RIS app PACS

[][[DataP] Data Patients
[][DataP] Data Patients
[][DataP] Data Patients
[][DataP] Data Patients
[][[DataP] Data Patients
[][[DataP] Data Patients
[][DataF] Data Finance
[][DataF] Data Finance
[][DataF] Data Finance
[][[DataF] Data Finance
[][UIS] LIS app

[][RIS] RIS app PACS

[][DataP] Data Patients
[][DataP] Data Patients
[][[DataP] Data Patients
[][DataF] Data Finance
[][DataF] Data Finance
[]|[[DataF] Data Finance
[1[ERP] SAP

[][sQL] My saL
Cl[saL] My saL
[][[DataP] Data Patients
[][DataP] Data Patients

DataP] Data Patients

[][DataF] Data Finance
[][DataF] Data Finance
[][DataF] Data Finance
[1[ERF] SAP

[][saL] My saL

[][sQL] My saL

Cl[saL] My saL

[][[DataP] Data Patients
[ ][DataP] Data Patients
[][DataP] Data Patients
[]|[DataP] Data Patients
[][[DataP] Data Patients
[][DataF] Data Finance
[][DataF] Data Finance
[][DataF] Data Finance
[][[DataF] Data Finance
[][[DataF] Data Finance
[1[SRV_LIS] Server LIS

[1[SRVF] Server Finance

[][DataP] Data Patients
[][DataP] Data Patients
[][[DataP] Data Patients
[][[DataP] Data Patients
[][DataP] Data Patients
[][DataF] Data Finance
[][DataF] Data Finance
[][[DataF] Data Finance
[][DataF] Data Finance
[][DataF] Data Finance
[1[ERF] SAP

[1[SRVF] Server Finance

m [PC_S] Personal Computer_Salary €] [A.11] Unauthorised access _
m [PC_LIS] Personal Computer_LIS [cl [A.11] Unauthorised access
m [PC_Supply] Personal Computer ... Icl [A.11] Unauthorised access _
Ic1 [LIS] LIS app Icl [A.11] Unauthorised access | os | ®e | ma b
Ic1 [RIS] RIS app PACS Ic] [A.11] Unauthorised access | gsn | Ee | B2z
[1[PC_RIS_PACS] Personal Compu... [c1 [PC_RIS_PACS] Personal Compu... [c] [A.11] Unauthorised access | gs | Ee | Bz O
[1[PC_LIS] Personal Computer LIS Ic1 [PC_LIS] Personal Computer_LIS Icl [A.11] Unauthorised access | os | wer | m2z DO
[1[PC_S] Personal Computer_Salary ] [PC_S] Personal Computer_Salary Icl [A.11] Unauthorised access | os | ee | mz B
C1[PC_Supply] Personal Computer ... Ic1 [PC_Supply] Personal Computer ... Icl [A.11] Unauthorised access | os | ®e | m2a b
Icl [PC_Supply] Personal Computer...  [Auth]  [A.11] Unauthorised access cs N
Ic1 [RIS] RIS app PACS [Auth]  [A.11] Unauthorised access | ®oy | 5 GRS
] [PC_LIS] Personal Computer LIS [Auth]  [A.11] Unauthorised access | ®oy | w5 G 50) |
Ic1 [PC_S] Personal Computer Salary  [Auth]  [A.11] Unauthorised access | ®oy | 5 GRS 50 |
Ic1 [PC_RIS_PACS] Personal Compu..  [Auth]  [A.11] Unauthorised access | @moy | 5 ENCGEEN (50) |
Ic] [LIS] LIS app [Auth]  [A.11] Unauthorised access | @moy | 55 NG R
m [PC_Supply] Personal Computer...  [Auth]  [A.11] Unauthorised access | ®oy | ®5 G 50) |
m [PC_LIS] Personal Computer LIS [Auth]  [A.11] Unauthorised access | ®oy | 5  GEN 5o |
m [PC_S] Personal Computer_Salary  [Auth]  [A.11] Unauthorised access | ®oy | ©5 GRS 50 |
m [PC_RIS_PACS] Personal Compu..  [Auth]  [A.11] Unauthorised access | @moy | 5 ECGEE 50) |
[Auth]  [LIS] LIS app [Auth]  [A.11] Unauthorised access | ®oy | ©5 GRS
[Auth]  [RIS]RIS app PACS [Auth]  [A.11] Unauthorised access | ®oy | w5 GRS
[][PC_RIS_PACS] Personal Compu... [Auth] [PC_RIS_PACS] Personal Compu... [Auth]  [A.11] Unauthorised access | B0y | ®5 | G 50) |
[][PC_LIS] Personal Computer_LIS [Auth]  [PC_LIS] Personal Computer_LIS [Auth]  [A.11] Unauthorised access | @moy | 51 ENCGEE 50) |
[J[PC_S] Personal Computer_Salary|  [Auth]  [PC_S] Personal Computer_Salary  [Auth]  [A.11] Unauthorised access | @moy | 53 ENGEEN 50) |
[][PC_Supply] Personal Computer ...  [Auth]  [PC_Supply] Personal Computer...  [Auth]  [A.11] Unauthorised access | ®oy | @Es | G 5oy |
Ic1 [ERP] SAP Icl [A.11] Unauthorised access | os | s | sz b
Ic1 [PC_Grammateia] Personal Com... Icl [A.11] Unauthorised access | os | ®sm | m2z D
€1 [PC_Elood] Personal Computer ... €] [A.11] Unauthorised access _
m [ERP] SAP Icl [A.11] Unauthorised access | s | ®s | w2z DO
m [PC_Grammateia] Personal Com... Icl [A.11] Unauthorised access | os | s | m2 DO
m [PC_Blood] Personal Computer ... Icl [A.11] Unauthorised access GG S @
€1 [ERP] SAP Ic] [A.11] Unauthorised access _
[][PC_Blood] Personal Computer ... [c1 [PC_Blood] Personal Computer ... [cl [A.11] Unauthorised access
[1[PC_Grammateia] Personal Com... ] [PC_Grammateia] Personal Com... Icl [A.11] Unauthorised access _
[Ace]  [SRVDP] Main Server DB m [A.11] Unauthorised access 3.9)
[Acc]  [SRV_Blood] Server Aimodosia m [A.11] Unauthorised access 3.9}
€1 [SRV_Blood] Server Aimodosia [Auth] [A.11] Unauthorised access {6.4}
Ic1 [ERP] SAP [Auth]  [A.11] Unauthorised access -m-
Ic1 [SRVDP1 Main Server DB [Authl __ [A.11] Unauthorised access i
m [SRV_Blood] Server Aimodosia [Auth] [A.11] Unauthorised access
m [ERP] SAP [Auth]  [A.11] Unauthorised access
m [SRVDP] Main Server DB [Auth]  [A.11] Unauthorised access
[Auth]  [ERP] SAP [Auth]  [A.11] Unauthorised access
[1[[SRVDP] Main Server DB [Auth] [SRVDP] Main Server DB [Auth] [A.11] Unauthorised access
[1[SRV_Blood] Server Aimodosia [Auth]  [SRV_Blood] Server Aimodosia [Auth]  [A.11] Unauthorised access
[Ace]  [SRVF] Server Finance m [A.11] Unauthorised access
[Acc]  [SRV_RIS] Server RIS PACS m [A.11] Unauthorised access :
[Ace]  [SRV_LIS] Server LIS m [A.11] Unauthorised access
Ic1 [SRV_RIS] Server RIS PACS [Auth]  [A.11] Unauthorised access (35) . an
Ic1 [PC_Grammateia] Personal Com...  [Auth]  [A.11] Unauthorised access -m- @4 @wn
] [SRV_LIS] Server LIS [Auth]  [A.11] Unauthorised access | ®moy | 63 GRS
Ic1 [PC_Blood] Personal Computer...  [Auth]  [A.11] Unauthorised access BT ¢4 | @n
Ic1 [SRVF] Server Finance [Auth]  [A.11] Unauthorised access B G5 @4
m [SRV_RIS] Server RIS PACS [Auth]  [A.11] Unauthorised access BT G5 | 4n
m [PC_Grammateia] Personal Com... [Auth]  [A.11] Unauthorised access E B4  @un
m [SRV_LIS] Server LIS [Auth]  [A.11] Unauthorised access E @5  @n
m [PC_Blood] Personal Computer .. [Auth]  [A.11] Unauthorised access . @n
m [SRVF] Server Finance [Auth]  [A.11] Unauthorised access . an
[Auth]  [SRV_LIS] Server LIS [Auth]  [A.11] Unauthorised access E @5 = @4n
L1[SRV_RIS] Server RIS PACS [Auth]  [SRV_RIS] Server RIS PACS [Auth]  [A.11] Unauthorised access B ©s | @n
[Auth]  [SRVF] Server Finance [Auth]  [A.11] Unauthorised access | ®oy | ®3 GRS
[1[PC_Blood] Personal Computer...|  [Auth]  [PC_Blood] Personal Computer...  [Auth]  [A.11] Unauthorised access B 64 @n
[1[PC_Grammateia] Personal Com... |  [Auth]  [PC_Grammateia] Personal Com...  [Auth]  [A.11] Unauthorised access BT G4 | @n
] [SRV_RIS] Server RIS PACS m [A.3] Manipulation of activity rec... UGN 0 @)
Ic1 [SRVF] Server Finance m [A.3] Manipulation of activity rec... [IIUCEIRN 0 @1
€1 [ERP] SAP m [A.3] Manipulation of activity rec... UG L CE0 @23
Ic] [SRV_Blood] Server Aimodosia m [A.3] Manipulation of activity rec... UG L S0 @ay
Ic1 [SRVDP] Main Server DB m [A.3] Manipulation of activity rec... UGN 0 @1
m [SRV_RIS] Server RIS PACS m [A.3] Manipulation of activity rec... [ UGN 00 @)
m [SRVF] Server Finance m [A.3] Manipulation of activity rec... UGN 0 @1
m [ERP] SAP m [A.3] Manipulation of activity rec... UG L 0 @23
m [SRV_Blood] Server Aimodosia m [A.3] Manipulation of activity rec... UGN 0] @1
m [SRVDP] Main Server DB m [A.3] Manipulation of activity rec... UGN 0 @1
m [ERP] SAP m [A.3] Manipulation of activity rec... UGN 0 @2
[][SRVDF] Main Server DB m [SRVDP] Main Server DB m [A.3] Manipulation of activity rec.. _
[C1[SRV_RIS] Server RIS PACS m [SRV_RIS] Server RIS PACS m [A.3] Manipulation of activity rec..
m [SRVF] Server Finance m [A.3] Manipulation of activity rec.. _
[1ISRV_Blood] Server Aimodosia m ISRV Blood] Server Aimodosia m [A.31 Manipulation of activity rec...

l. ZkomeAltng,

l. Bao\ag, Navemotiuo Awyaiov, Th. Mnyx/kwv MN.E.X.

172



MeAETn ao@AAEIag TTANPOPOPIAKOU CUOTAUATOG VOOOKOMEIOKAG Jovadag

[][DataP] Data Patients Ic1 [SRV_Blood] Server Aimodosia m [A6] Abuse of access privileges [IIRUCIIEN N (@8 37
[][DataE] Data Employees [A] [Router] Router [A] [A.24] Denial of service | g | E3 EECT T
[][DataE] Data Employees [A] [PC_Supply] Personal Computer ... [A] [A.24] Denial of service G @e B8
[ [DataE] Data Employees [Al [SRV_Blood] Server Aimodosia [A] [A.24] Denial of service B @s (¢8)
[][DataE] Data Employees [A] [SRV_RIS] Server RIS PACS [A] [A.24] Denial of service B @s (B8
[][DataE] Data Employees [A] [Modem] Modem [A] [A.24] Denial of service B @ pa)
[][DataE] Data Employees Al [ERP] SAP [A] [A.24] Denial of service B @e B8
[ [DataE] Data Employees [A] [SWSs] Switch [A] [A.24] Denial of service BT @e (38)
[l [DataE] Data Employees Al [SRV_LIS] Server LIS [A] [A.24] Denial of service BTG @s (B8
[][DataE] Data Employees [A] [AP] Access Point [A] [A.24] Denial of service | g | E3 T T
[ [DataE] Data Employees Al [SRVDP] Main Server DB [A] [A.24] Denial of service B @s @88
[ [DataE] Data Employees [A] [SRVF] Server Finance [A] [A.24] Denial of service BT @s (B8
[][DataF] Data Finance m [SRV_Blood] Server Aimodosia m [A6] Abuse of access privieges [V (@48 {37
[1[ERP] SAP [A] [ERP] SAP [A] [A.24] Denial of service B @sy 0 (38)
[][SRVDP] Main Server DB [A] [SRVDP] Main Server DB [A] [A.24] Denial of service A @ ps)
[1[SRV_LIS] Server LIS Al [SRV_LIS] Server LIS [A] [A.24] Denial of service G @e B8
L1[SRV_RIS] Server RIS PACS [Al [SRV_RIS] Server RIS PACS [A] [A.24] Denial of service BT @s (838
LC1[SRVF] Server Finance [Al [SRVF] Server Finance [A] [A.24] Denial of service BTG @s (B8

[1[SRV_Blood] Server Aimodosia [A] [SRV_Blood] Server Aimodosia [A] [A.24] Denial of service | g | E3 T T
[1[SRV_Blood] Server Aimodosia m [SRV_Blood] Server Aimodosia m [A6] Abuse of access privieges [V N (48 = {@&7)

[][PC_Supply] Personal Computer ... [A] [PC_Supply] Personal Computer ... [A] [A.24] Denial of service BT @s (B8
L] [Router] Router [Al [Router] Router [A] [A.24] Denial of service BTG @s (B8
[1[sWs] Switch [A] [SWs] Switch [A] [A.24] Denial of service B @sy @8
[][Modem] Modem [A] [Modem] Modem [A] [A.24] Denial of service B @ pa)
L1[AP] Access Point Al [AP] Access Point [A] [A.24] Denial of service G @e B8
L] [DataP] Data Patients ] [SRV_Blood] Server Aimodosia m [A5] Masquerading of identity [N 0 (48 = {38)
[][DataP] Data Patients Ic1 [SRV_Blood] Server Aimodosia [c1 [A5] Masquerading of identity [V 0 (48 = {38)
[][DataP] Data Patients [c1 [SRVDP] Main Server DB Ic] [A6] Abuse of access priviieges [IRUCIIEN N (@8 387
[][DataP] Data Patients ] [SRVDP] Main Server DB m [A6] Abuse of access privieges [NV (48 = @&7)
[1[DataP] Data Patients ] [SRV_Blood] Server Aimodosia Icl [A6] Abuse of access privieges [V 00 (48 {37
[][DataE] Data Employees Al [Lan_Pr] Lan Printer [A] [A.24] Denial of service B @s (B8
[][DataF] Data Finance m [SRV_Blood] Server Aimodosia m [A5] Masquerading of identity  [IERUOIREN N (48 = {33)
[][DataF] Data Finance m [SRV_Blood] Server Aimodosia Ic] [A5] Masquerading of identity  [IERUTEREIN N (@8 = {(38)
[][DataF] Data Finance m [SRVDP] Main Server DB Icl [A6] Abuse of access privieges [V N (48 = @&7)
[][DataF] Data Finance m [SRVDP] Main Server DB m [A6] Abuse of access privieges [V 000 (@48 = {37
[][DataF] Data Finance m [SRV_Blood] Server Aimodosia [cl [A6] Abuse of access privieges [V (@8 = {37
[1[SRVDF] Main Server DB m [SRVDP] Main Server DB m [A6] Abuse of access privileges [INRUCIIEN 00 (@483 @.7}
[1[SRVDP] Main Server DB Ic1 [SRVDP] Main Server DB Icl [A6] Abuse of access privileges [N 0 = (48
L1ISRV_Blood] Server Aimodosia m [SRV_Blood] Server Aimodosia m rnw__{s_}__

L1[SRV_Blood] Server Aimodosia ] [SRV_Blood] Server Aimodosia Icl [A5] Masquerading of identity VI 00 (48 {38)
L1[SRV_Blood] Server Aimodosia Ic1 [SRV_Blood] Server Aimodosia Icl [A6] Abuse of access privieges [INUOIIIN 00 (@8 @37

[][Lan_Pr] Lan Printer [A] [Lan_Pr] Lan Printer [A] [A.24] Denial of service B s @3
[][DataE] Data Employees [A] [S_Sup] Supplies [A] [E.24] System failure due to exh... {33}
[][DataE] Data Employees [A] [S_Sup] Supplies [A] [A.24] Denial of service 3.3}
(] [DataE] Data Employees [A] [S_Sal] Salary [A] [E.24] System failure due to exh... 5.3
[][DataP] Data Patients Icl [PC_S] Personal Computer_Salary m [A.15] Deliberate alteration of in 3.8)
[][[DataP] Data Patients [c1 [SRV_LIS] Server LIS m [A.15] Deliberate alteration of inf... {3.8}
[][DataP] Data Patients €1 [PC_LIS] Personal Computer LIS m [A.15] Deliberate alteration of inf... 3.8}
[][DataP] Data Patients €1 [SRVF] Server Finance Il [A.6] Abuse of access privileges B
[][DataP] Data Patients 1 [SRVF] Server Finance m [A.6] Abuse of access privileges B
[][[DataP] Data Patients €1 [PC_Grammateia] Personal Com... m [A.15] Deliberate alteration of inf... {3.8}
[][DataP] Data Patients Ic1 [PC_RIS_PACS] Personal Compu... o [A.15] Deliberate alteration of inf... {38}
[][DataP] Data Patients 1 [SRV_RIS] Server RIS PACS €l [A.6] Abuse of access privileges B
[][DataP] Data Patients 1 [SRV_RIS] Server RIS PACS m [A.6] Abuse of access privileges B
[][[DataP] Data Patients [c1 [SRV_Blood] Server Aimodosia m [A.15] Deliberate alteration of inf... {38)
[][[DataP] Data Patients €1 [SRV_LIS] Server LIS m [A.6] Abuse of access privileges {B3.7}
[][DataP] Data Patients 1 [SRV_LIS] Server LIS ] [A.6] Abuse of access privileges B
[][DataP] Data Patients 1 [SRVF] Server Finance m [A.15] Deliberate alteration of inf... 3.8
[][DataP] Data Patients 1 [LIS] LIS app m [A.5] Masquerading of identity 3.8)
[][[DataP] Data Patients €1 [LIS] LIS app €] [A.5] Masquerading of identity {3.8}
[][DataP] Data Patients Icl [RIS] RIS app PACS ] [A.5] Masquerading of identity 3.8}
[][DataP] Data Patients €1 [SRV_RIS] Server RIS PACS m [A.15] Deliberate alteration of inf... 3.8}
[][DataP] Data Patients 1 [RIS] RIS app PACS m [A.5] Masquerading of identity 3.8)
[][[DataP] Data Patients [c1 [SRVDP] Main Server DB m [A.15] Deliberate alteration of inf... {38)
[][[DataP] Data Patients €1 [PC_Supply] Personal Computer ... m [A.15] Deliberate alteration of inf... {3.8}
[][DataP] Data Patients 1 [PC_Blood] Personal Computer ... m [A.15] Deliberate alteration of inf... 3.8}
[][DataF] Data Finance m [PC_S] Personal Computer_Salary m [A.15] Deliberate alteration of in 3.8
[][DataF] Data Finance m [SRV_LIS] Server LIS m [A.15] Deliberate alteration of inf... 3.8)
[][[DataF] Data Finance m [PC_LIS] Personal Computer_LIS m [A.15] Deliberate alteration of inf... {3.8}
[][DataF] Data Finance m [SRVF] Server Finance Ic] [A.6] Abuse of access privileges B0
[][DataF] Data Finance m [SRVF] Server Finance m [A.6] Abuse of access privileges B
[][DataF] Data Finance m [PC_Grammateia] Personal Com... m [A.15] Deliberate alteration of inf... 3.8)
[][[DataF] Data Finance m [PC_RIS_PACS] Personal Compu... m [A.15] Deliberate alteration of inf... {3.8}
[] [DataF] Data Finance m [SRV_RIS] Server RIS PACS €l [A.6] Abuse of access privileges 3.7}
[][DataF] Data Finance m [SRV_RIS] Server RIS PACS m [A.6] Abuse of access privileges B
[][DataF] Data Finance m [SRV_Blood] Server Aimodosia m [A.15] Deliberate alteration of inf... i E 3.8)
[][DataF] Data Finance m [SRV_LIS] Server LIS m [A6] Abuse of access privieges [NUOIIIN O @8 {37
[1rDataF] Data Finance m ISRV LIS]Server LIS el [A.6]1 Abuse of access privileges i
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[][DataF] Data Finance m [SRVF] Server Finance m [A.15] Deliberate alteration of int... [ NNGOEREIN 0N (@8}  {33)
[][DataF] Data Finance m [SRV_RIS] Server RIS PACS m [A.15] Deliberate arteration of int... [TV 0 (@49} {38)
[1[DataF] Data Finance m [S_Sal] Salary m [A.15] Deliberate aiteration of inf... | TETIN 0 (49} {38)
[][DataF] Data Finance m [SRVDP] Main Server DB m [A.15] Deliberate aiteration of int... [ TZTEN U (48} {38)
[][DataF] Data Finance m [PC_Supply] Personal Computer ... m [A.15] Deliberate alteration of int... [ NGOEIEIN 0N (@85}  {38)
[][DataF] Data Finance m [PC_Blood] Personal Computer .. m [A.15] Deliberate alteration of int... NI N (@53  (38)
[][LIS] LIS app m [LIS] LIS app m [A5] Masquerading of identity [N N (48 {38)
[][LIS] LIS app 1 [LIS] LIS app €l [A5] Masquerading of identity [N O (48 {38)
[][RIS] RIS app PACS m [RIS] RIS app PACS m [A5] Masquerading of identity [UOIIIN O (@8 = {38)
[J[RIS] RIS app PACS Icl [RIS] RIS app PACS Ic] [A5] Masquerading of identity  [INRUCIREIN N (@8 = {38)
[1[SRVDP] Main Server DB m [SRVDP] Main Server DB m [A.15] Deliberate aiteration of int... AV SV (49} {38)
L1[SRV_LIS] Server LIS m [SRV_LIS] Server LIS m [A.15] Deliberate aiteration of int... | EETIN 0 (49} {38)
L1[SRV_LIS] Server LIS m [SRV_LIS] Server LIS m [A6] Abuse of access privieges [NUOIIIN O @8 @37
[1[SRV_LIS] Server LIS Ic1 [SRV_LIS] Server LIS Ic] [A6] Abuse of access privileges [IRGOIIERN N (@8 &7
[1[SRV_RIS] Server RIS PACS m [SRV_RIS] Server RIS PACS m [A6] Abuse of access privileges [IIRUTIIEN TN (@8 37
L1[SRV_RIS] Server RIS PACS m [SRV_RIS] Server RIS PACS m [A.15] Deliberate aiteration of inf... | TAVENEN SV (49} {38)

L1[SRV_RIS] Server RIS PACS ] [SRV_RIS] Server RIS PACS Icl [A6] Abuse of access privileges [V (@8 {31
[C1[SRVF] Server Finance m [SRVF] Server Finance m [A6] Abuse of access privieges [V (@8 @37
[1[SRVF] Server Finance m [SRVF] Server Finance m [A.15] Deliberate alteration of int... [ NNCCEREIN N (@53 {38)
[1[SRVF] Server Finance Ic1 [SRVF] Server Finance Icl [A6] Abuse of access privieges [V (48 = @#7)

L1[SRV_Blood] Server Aimodosia m [SRV_Blood] Server Aimodosia m [A.15] Deliberate aiteration of inf... | NTETIIN 0 (48} {38)
[][PC_RIS_PACS] Personal Compu... m [PC_RIS_PACS] Personal Compu... m [A.15] Deliberate aiteration of inf... [ TZTEIN O (@9} = {38)
[][PC_LIS] Personal Computer_LIS m [PC_LIS] Personal Computer_LIS m [A.15] Deliberate alteration of int... [ NNGOEREIN 0N (@8}  {33)
[J[PC_S] Personal Computer_Salary m [PC_S] Personal Computer_salary m [A.15] Deliberate aiteration of int... [ NI 0N (@53 (38)
[1[PC_Supply] Personal Computer ... m [PC_Supply] Personal Computer ... m [A.15] Deliberate aiteration of inf... AV 0 (49} {38)
L1[PC_Blood] Personal Computer ... m [PC_Blood] Personal Computer ... m [A.15] Deliberate aiteration of int... | TETEN O (49} {38)
[1[PC_Grammateia] Personal Com... m [PC_Grammateia] Personal Com... m [A.15] Deliberate aiteration of inf... [T O (@48} = {38)

[][DataE] Data Employees [A] [PC_LIS] Personal Computer_LIS [A] [A.24] Denial of service BT s @S]
[][DataE] Data Employees Al [PC_RIS_PACS] Personal Compu... [A] [A.24] Denial of service PCERR  @e @38
[][PC_RIS_PACS] Personal Compu... [A] [PC_RIS_PACS] Personal Compu... [A] [A.24] Denial of service PCERRTE  @e (88)
[C1[PC_LIS] Personal Computer_LIS [A] [PC_LIS] Personal Computer_LIS [A] [A.24] Denial of service (=15}
[][[DataE] Data Employees [A] [S_sal] salary [A] [A.24] Denial of service {33}
[][DataP] Data Patients [c] [SRVF] Server Finance Ic] [A.5] Masquerading of identity B33}
L] [DataP] Data Patients Icl [SRVF] Server Finance m [A5] Masquerading of identity 38}
[1[DataP] Data Patients Icl [SRV_LIS] Server LIS m [A5] Masquerading of identity B8}
[][[DataP] Data Patients [c1 [SRV_LIS] Server LIS [c] [A.5] Masquerading of identity {38)
[][[DataP] Data Patients €1 [SRV_RIS] Server RIS PACS m [A.5] Masquerading of identity 5 L (:!B}
[][DataP] Data Patients Ic1 [SRV_RIS] Server RIS PACS Icl [A5] Masquerading of identity [V N (485}
[1[DataF] Data Finance m [SRVF] Server Finance Ic1 A w__@__
[][DataF] Data Finance [0} [SRVF] Server Finance m [A5] Masquerading of identity  [INRUOEIREERCOE  {#435) @8
[][DataF] Data Finance [0} [SRV_LIS] Server LIS m [A5] Masquerading of identity [V EEERERCONEN 49 (38
[1[DataF] Data Finance [0} [SRV_LIS] Server LIS Ic1 [A5] Masquerading of identity [V IIEIR GO 48 (38
[][DataF] Data Finance m [SRV_RIS] Server RIS PACS m [A5] Masquerading of identity [IRUCEEEIERCONE 45 (38
[][DataF] Data Finance [0} [SRV_RIS] Server RIS PACS Ic1 [A5] Masquerading of identity  [INRUOEIREERCOE  {#435) @8
L1[SRV_LIS] Server LIS [0} [SRV_LIS] Server LIS m [A5] Masquerading of identity [V EEERERCONEN 49 (38
L1[SRV_LIS] Server LIS [c1 [SRV_LIS] Server LIS Ic1 [A5] Masquerading of identity [V IIEIR GO 48 (38
C1[SRV_RIS] Server RIS PACS m [SRV_RIS] Server RIS PACS m [A5] Masquerading of identity [IRUCEEEIERCONE 45 (38
[1[SRV_RIS] Server RIS PACS [c1 [SRV_RIS] Server RIS PACS Icl [A5] Masquerading of identity [INRUOEIREERCOI {450 @8
[1[SRVF] Server Finance [0} [SRVF] Server Finance m [A5] Masquerading of identity  [IECOIEENRCONN 495 (38
L1[SRVF] Server Finance [c1 [SRVF] Server Finance Ic1 [A5] Masquerading of identity [V EEEIER O 48 (3.8
[][DataP] Data Patients [c1 [PC_LIS] Personal Computer_LIS Ic1 [A.25] Theft | e | o | 50 R
[][DataP] Data Patients [c1 [PC_RIS_PACS] Personal Compu... Icl [A.25] Theft EEEEETE “5 0 @n
[][DataP] Data Patients [c1 [PC_Supply] Personal Computer ... Ic1 [A.25] Theft PCERRTO  “e @n
[1[DataP] Data Patients [c1 [PC_Grammateia] Personal Com... Ic1 [A.25] Theft PCERRTE  “e (35)
[][DataP] Data Patients [c1 [PC_Blood] Personal Computer ... Ic1 [A.25] Theft PR @8 @8
[][DataE] Data Employees [A] [PC_Grammateia] Personal Com... [A] [A.24] Denial of service PEERETEN ©4s @8
[][DataF] Data Finance [0} [PC_LIS] Personal Computer LIS Ic1 [A.25] Theft PCERRTO  “e @n
[1[DataF] Data Finance [0} [PC_RIS_PACS] Personal Compu... Ic1 [A.25] Theft | e | o | L R
[][DataF] Data Finance m [PC_Supply] Personal Computer ... Ic1 [A.25] Theft | w9 | o | 50 R
[][DataF] Data Finance [0} [PC_Grammateia] Personal Com... Icl [A.25] Theft PEREETE  @s @5
[][DataF] Data Finance [0} [PC_Blood] Personal Computer ... Ic1 [A.25] Theft PCERRTO  “e @5
L1[sQL] My saL [Acc]  [PC_RIS_PACS] Personal Compu... ] [A.11] Unauthorised access | e | o | ) BE
Cl[saL] My saL [Acc]  [PC_S] Personal Computer_Salary ] [A.11] Unauthorised access PR @8 @8
rlrsaL) My saL [Acc]  [PC_LIS] Personal Computer_LIS Ic1 [A.11] Unauthorised access PEERETEN ©4s @8
[C1[saL] My saL [Ace]  [PC_Supply] Personal Computer ... Ic1 [A.11] Unauthorised access | 5 | ©0) T
[][PC_RIS_PACS] Personal Compu... [c1 [PC_RIS_PACS] Personal Compu... (3] [A.25] Theft | e | o | L R
[][PC_LIS] Personal Computer_LIS [c1 [PC_LIS] Personal Computer_LIS c1 [A.25] Theft | w9 | o | 50 R
[J[PC_Supply] Personal Computer ... [cl [PC_Supply] Personal Computer ... Ic1 [A.25] Theft EEEEETE “5 0 @n
[1[PC_Blood] Personal Computer ... [c1 [PC_Blood] Personal Computer ... Ic1 [A.25] Theft PCERRTO  “e @5
L1[PC_Grammateia] Personal Com... [Al [PC_Grammateia] Personal Com... [A] [A.24] Denial of service | 8 | 0] B
[1[PC_Grammateia] Personal Com... Ic1 [PC_Grammateia] Personal Com... Ic1 [A.25] Theft PR 48 (38
[][DataE] Data Employees [A] [RFID] RFID reader [A] [E.24] System failure due to exh... BRI {¢43) @3
[][DataE] Data Employees [A] [Aircon] Climatization [A] [E.24] System failure due to exh... ERCONENEERCON 433 @3}
L1 [RFID] RFID reader [Al [RFID] RFID reader [A] [E.24] System failure due to exh... IERCOBENIER O 43 (83}
[ [Aircon] Climatization [A] [Aircon] Climatization [A] [E.24] System failure due to exh... BERCOBEEIR O “43) (33
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NMNMAPAPTHMA Z
[27002:2022] Information security controls (beta 20.6.2022)

project: [GH] General Hospital
1. Project data

GH General Hospital
organisatio | Health Care
n
description | General Hospital in Athens
version 1
date 02/01/2023
system Ioannis Vasilas
owner
library [std] INFOSEC library
(1.2.2022)
roles

is likely to result in high risk? (Art. 35.1; see WP 248)
Evaluation or scoring
Automated-decision making with legal or similar significant effect
Systematic monitoring
Sensitive data or data of a highly personal nature
Data processes on a large scale
Matching or combining datasets
Data concerning vulnerable data subjects
Innovative use or applying new technological or organisational solutions
Prevents data subjects from exercising a right or using a service or a contract
data
controls

License

[edu] Information & Communication Systems Security
Dept. of Information & Communication Systems Eng.
Univ. of the Aegean

[...1.3.2023 ]

maturity levels

LO - non existent
L1 - initial / ad hoc
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L2 - repeatable but intuitive
L3 - defined process
L4 - managed and measurable
L5 - optimised
2. Security domains
[base] Base
3. Project phases
[current] current situation
[target] target situation
[PILAR] recommendation
Stage: [base]

4. Security domain: [base] Base

4.1. [5] Organizational controls /PR CR DC

control leve | R | [current | [target [PILAR]
1 1 1

[5] Organizational controls /PR CR 4| (_-L2) | (_-L5) | L2-L3(L2-
DC L4)

4.2. [6] People controls /PR CR DC
control leve | R | [current | [target | [PILAR]

1 1 ]

[6] People controls /PR CR 4 (L2) (L4) L3 (L2-
DC L3)

4.3. [7] Physical controls /PR DC
control leve | R | [current | [target] [PILAR]

1 1

[7] Physical controls /PR 4 | (LO-L2) (L4- L2-L3 (L2-
DC L5) L4)

4.4. [8] Technological controls /PR CR DC
control leve | R | [current | [target] [PILAR]

1 1

[8] Technological controls /PR CR 4 | (LO-L2) (L4- L2-L3 (L2-
DC L5) L5)
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