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AKpovoa
NIDS Network Intrusion Detection System
>AE YHotua Aviyvevong EitoBoAidv
CAGR Compound Annual Growth Rate
IoT Internet of Things
ENISA European Union Agency For Cybersecurity
DDoS Distributed Denial of Service
TTPs Tactics Techniques Procedures
SIEM Security Information and Event Management
MCDM Multi-Criteria Decision-Making
NIST National Institute of Standards and Technology
DPI Deep Packet Inspection
IPC Inter-Process Communication
SMB Server Message Block
DCE Distributed Computing Environment
RPC Remote Procedure Call
RAT Remote Access Tool
SAM Security Account Manager
SAMR Security Account Manager Remote Protocol
TGT Ticket Granting Service
DC Domain Controller
loCs Indicators of Compromise
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Iepiinyn

To ddikTvo Kot ot GV aVTd TEXVOAOYiEg e€gdiooovtal pe paydaio pvOud. O cuvolikdg aplBudg
YPNOTAOV TOV S1001KTOOL eKTIATAL Vo TdoeL Ta 5.3 di1g péypt to 2023 — amd 3.9 dig 10 2018 —
enpavifovtag ovvleto emoto pvOud avartuéne (Compound Annual Growth Rate — CAGR) 6%.
Me avaywyn oe péyebog mAnbvopov, ot apBpoi avtol avrimpocwnevovy 10 66% kot to 51% tov
naykoouiov minbuopo, avrtictorya. (Cisco, 2020, p. 5)

Yougpwvo pe otoyeio and v Cisco Talos Incident Response (Talos IR), to tpito tetpdunvo
oV 2022 ta ekmatdevTikd Wpovpoto vanpéav o v’ apBuoY Eva otdyog embécewv (Huey, 2022),
EVM TO TEAELTAIO TETAPTO THV TPpwTOKAOESpia £lyov o1 eTanpeieg Aemkowvwvidv (Dontje, 2022).

H mopodca dimhopatikny epyacio eVIAGGETAL GTOV TOUEN TNG ACPAAELNSG TOV TANPOPOPLOKDYV
KOl EMKOWVOVIOK®V GLOTNUATOV. XKOTOC NG elval 1 OLYKPUTIKN HEAETN OVO  EVPEMG
dradedouévav cuotnuatov aviyvevong siwofoimv (Intrusion Detection Systems — IDS), ev ovouartt
Zeek xon Suricata, PBooilouevol o610, GMOTEAEGUATO OV TPOEKLYOY KOTO TNV OVOITOPOY®YT|
KAKOPBOVANG SIKTLOKNG KIVIONG, VIO TNV HOPPN PCaP apyeiwv.

210%0¢ Hag nTav vo, cvykpivoope to gv Aoyw IDSS, péoa amd e&étaon kol kaToypopr g
CLUTEPIPOPAS TOVE, HE OCO TO OVVATOV TEPICCOTEPEG TMEPUTTMOOELS KOKOBOLA®V AOYIGUIKOV,
ueAleTmdvTag o apyeio kKoTaypapmv yo evoeifelg mapafioong (Indicators of Compromise — 10Cs),
¢ cvvemakOAovOa TG emifeon.

Aé€erg Khewdra: Zvotijuara Aviyvevons Eiofolav Aiktbov (XAE), Zeek IDS, Suricata IDS,
apyeio. kaTaypopv, kaxofovln kivyon owtvov, MITRE ATT&CK framework
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Abstract

Internet and related technologies are evolving at a rapid pace. The total number of internet users is
estimated to reach 5.3 billion by 2023 — up from 3.9 billion in 2018 — showing a compound annual
growth rate (CAGR) of 6%. Adjusted for population size, these numbers represent 66% and 51%
of the world's population, respectively.

According to data from Cisco Talos Incident Response (Talos IR), in the third quarter of
2022, educational institutions were the number one target of attacks (Huey, 2022), whilst in the
last quarter, priority was given to telecommunications companies (Dontje, 2022).

But how can we ensure the protection of the information that circulates in a network? How
can we safeguard our data, the smooth and uninterrupted operation of our network and
consequently the services offered?

This thesis joins the domain of information and communication systems security. Its purpose
is the comparative study of two widespread Intrusion Detection Systems (IDS), namely Zeek and
Suricata, based on the results obtained during the reproduction of malicious network traffic, in the
form of pcap files.

Our goal was to compare the IDSs in question by examining and recording their behavior with

as many cases of malicious software as possible, scrutinizing their log files for indicators of
compromise (10Cs), as a consequence of the attack.

Keywords: Network Intrusion Detection Systems (NIDS), Zeek IDS, Suricata IDS, log files,
malware traffic, MITRE ATT&CK framework
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Ewocaywyn

1.1 H avamrtoén twv SIKTOOV WG TAPAYOVTOS AVEHONS THS EMPAVELOS
embéoewv

To 6100iKTVLO KO 01 GLY AVTM TEXVOAOYieg eelicaovTan e paydaio puOud. O cuVOAIKOS aPlOUOG
YPNOTMOV TOV S1AOIKTVOL EKTIHATAL Vo PTdcel Ta 5.3 01¢ puéypt 1o 2023 — amd 3.9 61 10 2018 —
enpavifovtag ovvleto emoto pvOud avartvéne (Compound Annual Growth Rate — CAGR) 6%.
Me avaywyn o péyebog mAnbuopov, ot apBuoi avtoi avrimpocsorevovy 10 66% kar t0 51% tov
naykdopuov mAinbvopov, avtictorya. (Cisco, 2020, p. 5)

6
6% CAGR
2018-2023 5
- 47
Billions of 3 =
Internet
Users 2
;
0
2018 2019 2020 2021 2022 2023

Ewoéva 1. H maykoéopro. avantoln tov yprnotd@v tov intenet. ITyyx: Cisco Annual Internet Report, 2018 — 2023

Tnv 101 oTiypn emyelpnoelg Kot opyavicpoi @wBobvtal vo TPoGAPUOGTOVV GTIC EMLTAYES TNG
emoyns. Evioyvouv ta diktud Toug Kot d1evphvouv TIc vanpecieg Tovg, MGTE v avIomokpliovy
OTIS ALENUEVES amouTNoElS TOGO Yo, HEYOADTEPT TOLTNTO OTNV EmMKOwmvia, 0G0 Kol oTNV
OO HOpEio TV dedopévev ov dlaktvovvtat. Tnv memoifnon avty pyetor va emainBevoet 1
extiumon mog péypt to 2023 n péomn taydra Tev diktvwv 5G, Ba etvar 13 popég vynAdtepn amd
gkeivn omolovdnmote GAlov tomov diktvwv (Cisco, 2020, p. 18), 6nwg PAETOLE KO GTO YPAET L
™mg eovag 2.

‘Ikovtag EppavounA, MNavemotipio Awyaiou, TU. Mny/kwv MN.E.Z. 1
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Ewoéva 2. Méon taydTire Kivijtdv SIKTOOV Taykooping avd tomo dikrvov. ITyyi: Cisco Annual Internet Report, 2018 —
2023

daivetor Tog oty petd-COVID emoyn o d&ovag g avOpodmvng dpactnpotnTog EXEl
LETOTOMIOTEL TPOG TO J10dikTLO o€ afloonueimto Pabud. Toueig dmwg N epyacio, N exkmaidogvon,
T0 MAEKTPOVIKO €UTOPlO, Ol ONUOCIEG VLANPEGIES, O1EIGOVOVY KOl OVATTUGOOVTOL OAO KOl
TEPLGGOTEPO GTOV YMPO TOV JAOIKTVOV. Q6TOGO, ONUOPIAEIS LINPECTIES Ko TEXVOAOYIES QLUNG,
01 0TOiEG OmMOTEAOVV KOl KUPIOPYES «TACEIS Ta TeEAELTain ypovia o0mtws, IoT (Internet of Things),
TEYVITH VONUOGUVT], UNYOvIKy] pabnor, péco kowvmvikng diktomone, Big Data, avédavovv to
pioko (vd TV évvola g £kBeong o mBavn AmE) Yo YPNOTES, EMYEIPTOELS KO OPYOVIGLOVG
(Cisco, 2020, p. 21). Katt t€1010 S1KOUOAOYEITOL OITO TO YEYOVOC WS TOVTOYPOVA VILAPYEL oOENOT
OTOV OYKO T®V OEO0UEVAOV TTOV UETAOIO0VTOL, OTIC EVTAOEIES TOV VTOSOUMY KOl TOV AOYIGUIK®OV
TOL YPNOILOTO0VVTAL KOl oToV Pabud oAAnAemiopacng Tov avOpOTIVOL TOPAYOVIO UE TIG
VANPEGIES KOl TIC TEYVOAOYIEG OVTEC.

O Opyaviopog e Evponaikhg Evoong yio qv KvBepvoaoedeio (European Union Agency
For Cybersecurity — ENISA) og npoocpatn avaeopd tov pe titho “ENISA THREAT LANDSCAPE
2022”7 (ENISA, 2022, p. 102) avoapépel pio «EVOEIKTIKY AOTO TEPLOTOTIKDV OOPEAEIOCH
(Indicative List of Incidents), otnv onoia peta&d dAlwv yivetar Adyog yio:

e 10t00eMdeg TG ['epovasiog, tov Ymovpyeiov Apvvog kot tov EOvikod Ivetitovtov
Yyelag g ItaAiag, ot omoieg tov Mdaw tov 2022, &ywvav oT1OX0G KOTAVEUNUEVNG
enifeong apvnong vanpeoiov (Distributed Denial of Service — DDOS), mov cxomod
etye va mAn el yopeg tov NATO.

e o avagopd, tov Zemtéupplo tov 2021, oty omoio gueaviletal o cuoTNUA £VOG
vocokopeiov oto IMapict va €xel yiver otdyog emiBeong mapaPioong dedopévov, pe
amotélecpo va dtappevcovv dedopéva omd teot COVID 1.4 ekat. moAtdv.

Iopewva pe ototyeio amd v Cisco Talos Incident Response (Talos IR), to tpito tetpdunvo tov
2022 ta ekmadevtikd 10pvpata vpéay o v aplBpdv va otodyog embBécewv (Huey, 2022), evd
T0 TELEVTAIO TETAPTO TNV TPpWTOKAOESpia elyav o1 eTaupeieg TAemkowmvidv (Dontje, 2022).

[Mog dpmg pmopovpe va S106QPAAICOVLE TNV TPOGTAGIO THG TANPOEOPING OV dloKIVEITOL GE
éva dlktvo; Mg mowov Tpdmo pmopolpe v dla@uAdEovpe ta dedopéva Hag, TNV OUOAN Kot

‘Ikovtag EppavounA, Naveniotripo Awyaiou, T, Mnyx/kwv M.E.Z. 2
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ampOGKOTTN AELTOVPYIDL TOL OIKTVOV HOG KOl KOTO CUVEREWL TIS TPOCQPEPOUEVEG OO OQVTO
VINPEGIEG;
O\a ta tpoavapepBévia cuvnyopodv 6Ta EENG:

i.  H mopakorovOnon (Monitoring) xoi avdAivon g dwrvakng kivnong (Network
Traffic Analysis) amoxtd dwaitepn Papvtnta mAéov, pdoov pumopei vo, dpaocel 1060
®¢ HETPO TPOANYNG, 660 Ko ®g péETpo aviyvevonc. I[apakorovbdvag tnv dikTvoKn
kivnon o dlayeplomg ThavOV Vo EVTOTIGEL VTOTTEG OPAGTNPLOTNTEG 1] GUVOEGELS, TIC
omoieg Bo pmopovoE Vo AMOTPEYEL TPV AVTEG TPOKAAECOLV TEPAUTEP® CNud.
Qot600, OKOPN KOU OTNV TEPIMTOGT TOVL OgV dPACEL MPOANTTIKA Ko 1 €mifeom
Bempnbel emTLYNG ®C TPOg TOV OKOTO NG, UECH TNG AVAALONG NG OIKTLOKNG
kivnong o vrevBovvog acedrelng Ba eivar oe B€on va cuAAEEEL oToy el Yia TOAVEG
UETEMELTA VOLUKEG SLOOIKOGIES Y10 TNV amdd0on eVBVVOV KOl {GMOE TO TO GNUOVTIKO,
vo. eviomicel TG €umdbeleg moOv EKUETOAAELTNKOV Ol emTIfEUEVOL, Kot €lxe ®G
OTOTELECLOL O1 OMEINEG VO LLETATPATTOVY GE TPAYHOTIKA YEYOVOTO KOl KOT' EMEKTOO)
{ud yo v emyeipnon.

il.  Anateitan cvveyng a&loloynon Tov EpYOrEi®V TOV YPNGILOTOVVTOL GTHV TOPATAV®
dadkacio kot evogyouEvag 1 eEETAOT TOV OPOL TNG KATOTEAECUATIKOTNTAG» TOVG LE
OLPOPETIKOVG  TPOTOVG KO KPITNPLY, OTOXEVOVTOG TAvIo oty €EEMEN Kot
BeltioTomoinomn Tovg.

iii.  H pelém tov epyodeiov kot  evnuépmon o€ BEpoTo OV ALTOVTAL TOV XMPOV TNG
0CQAAELNG TOV TANPOPOPLOKDOV GLGTNUATOV Bo Tpémel vo elval dlopKNG, OOTE Vo
avtameEEABove otV TPOoTAdEln Yoo TNV SGPAAIOT TNG EUTICTEVTIKOTNTAG, TNG
aKeEPALOTNTOG Kot TNG O100ecUOTNTAG TTOV TA YopaKTnpilovv.

AVTEC etvan Kat 01 YeVIKEG KATELOVVOELS TNG EPYOCIOG LLOC.

1.2 Avtikeiuevo o1mimuatikiyg

H mapovca simhopatiky| epyacio eVIACCETOL GTOV TOUEN TG UCOAAELNS TMV TANPOPOPLOKAOV KOl
EMKOWMVIOK®OV GLUGTNUATOV. LKOTOS NG £fvol 1 GLYKPITIKY HEAETN S0 €VPEMG SLOOESOUEVOV
ocvotnuatev aviyvevong sioPformv (Intrusion Detection Systems — IDS), ev ovopott Zeek kot
Suricata, Bacilopevol oTa OTOTEAECUATO TOV TPOEKLYOV KOTO TNV OVOTOPOy®YN KakOBOvANg
JKTVLOKNG Kivnong, vmo v popen pcap apyeiov.

210%0¢ pog Nrav vo, cuykpivoope ta gv Aoyw IDSS, péoa and eétaon Ko Kataypoen tng
CLUTEPLPOPEG TOVG, HE OGO TO OLVATOV TEPICCOTEPES TMEPMTAOGELS KAKOPBOLA®V AOYICUIK®V,
HeLETOVTOG T opyeio KoTaypaeav yio evoei&elg mapafiaong (Indicators of Compromise — 10Cs),
¢ ovvenakdAovBa g eniBeonc.

H ovykputikny avédivon tov svopnuatov Bo poc emrpéyel apevog Vo OmEKOVICOVE
CLUTEPACLLATO GE EMMESO GVYKPIOTNG TOV dVO ePYOLEl®V GE GYEOT LE TNV OMOTEAEGLOATIKOTNTA
TOVG, APETEPOL VO INUIOVPYNGOLLLE Eva 100G GLUPOVAEVTIKOD gpyaleiov Yo kKdOe evdlapepOLLEVO
avoyvVmoT).

‘Ikovtag EppavounA, Naveniotripo Awyaiou, T, Mnyx/kwv M.E.Z. 3
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1.3 Heprypapij tng uebodoloyiog

Mo v exndévnon g epyaciog HoG TPOYUATOTOMGAUE G TPMTO 6TAd10 pia PifAloypagikn Kot
OLOOIKTLOKT £PEVVOL TTAV® GTO OVTIKEIHEVO, HE AEEEIC KAEWO TOL AVAPEPOVTOL TTO TAV®. XE
dgvtePO TG0, pe TNV Pondela epyoAeimv TPOYOPNOOUE OTNV OVOTAPUY®OYH KOKOPOLANG
dwrvakng kivnong (malware traffic), pe okomd v ocvykoudn otoyeiov kol v e&oyoyn
CLUUTEPOCUAT®V, He PAON TO KATOYEYPOUUEVO OMOTEAEGUOTO 7OV TPOEKLYOV OO TO VIO
ovykplon cvotiuato. ' Tov Adyo avtd, Tpoympnoaue o€ SEE0SIKN HEAETN TOV TOPUYOUEV®V
apyeiov kataypagng (log files), yio v avevpeon evociCewv mapafioong (10Cs). Znv tpitn @don
NG UEAETNG eMKEVTPWONKAUE OTIC EMBESES Kol TO KOKOPOVLAO AOYIGUIKO OV aUTEG TTEPLEyOY.
‘Eyive mpoomdfeto Yo GUYKEVIPOTIKN KATAypopn TV TOKTIKGOV Kot teyvik®v (Tactics Techniques
and Procedures’ — TTPs) (Johnson, Badger, Waltermire, Snyder, & Skorupka, 2016), mov o
OVYKEKPIUEVO AOYIGHIKA  XPNOILOTO00V GTov TpOTo  Agttovpyiog tovg (modus operandi),
ocvpowva pe tov mivaka tov MITRE ATT&CK. 216y0¢ pog tav vo Topovclidcovpe EKEIVEG TIG
TEYVIKEC OV YPNOYOTOOVVTIOL TEPIGGOTEPO (1 OAMMDG TIC GLVNOESTEPES) GTO GLYKEKPYEVO
detypo. Mépog g mpoomdbelo avtig NTOV M €K VEOL PBIAMOYpaPIKT Kot S1adIKTLOKT avalnTnon
Baciopévn aut v eopd 6To KOKOPOLAN AOYICUIKAE TOV TEPLEXOVTAL GTO OElyla, £TGL MOTE Va
perenBet o TpdémOC Asttovpyiog Tovg. Ilepiocdtepa yio T0 ety Kot To. KPITHPLoL EMAOYNG TOV
avaeépovtar otny evotnta 4.2. Oa mpénetl vo onuelwbel Twg dev TPOY®PNCOUE GE AVAKTNGN TOL
KaKOPBOLVAOL AOYIOUIKOD Kot avdAvon Tov HEC® NG OOIKAGIOG TNG OVTIOTPOENG WINYOVIKNG
(reverse engineering), kabmg kATl T£T010 B0l HTAY EKTOC TOL EDPOVE TNG EPYOTINGC.

1.4 Aoun

H moapotvoa epyacio dwapbpodveror yopw ond mévie dwkprrd uépn. o cvykexpuéva, PETE TV
EI0AYMYN, TNV evOTNTA 2 £YOVLE TNV TOPOLGINCT TNG OYETIKNG UE TO Opa poag, Piproypapiog
mov peietnOnke, evd oty evoémta 3 eueavifovial ot amapoaitnTol 0pIGHol Yo T0 BempnTiKO
vdPabpo. H evotnra 4 avagépetor otnv pebodoroyio mov axorlovdndnke. Exel yivetal Adyog yia
™V vrodoun, To detypa g epyaciog , evd akorovbel evoektikd pio mepintoon peAétng. Xtnv
evomta 5 mapovotdloviol To amoTEAESUAT TG GVYKPIONG O TPOS TA EVPNUATO, KAODS emiong
Kot 1 tagwvounon tov embécemv pe okomd v e€aywyn YPCILOV CUUTEPAGUATOV, LLE TA OO in
0AOKANPOVOLLE TNV gpyacio otV evotnTa 6.

1.5 Avayvwortiko koivo

Onwg moid ghotoya avaeépet n Cecil A. (Cecil, 2018), pe v cvveyn avartoén Tov SIKTHOV TV
EMYEPNOEMV, ALEAVETOL KOL 1] VITOYPEMOT TV OOYEPLOTAOV TOVS VAL £fvol EVILLEPOL Kot Ikavol va
YEPIGTOVV TOVG OOPOPETIKOVG TOTOVG TNG Kivnomg mov Opyetol amd to dOiktvd Tovg. Me
ATMOTEPO GKOTO, TEPIGCOTEPO TNV TPOANYT Topd TV Bepameia, 01 S1YEPIOTEG SIKTVWOV TPEMEL VAL
TopaKoAOVBOVV TV KLKAOQOPi KoL TV aOd0GT TOV SIKTLOL Kot Vo tvat o€ BEom va gyyunBovv

! Tactics, Techniques and Procedures (TTP) https://csrc.nist.gov/glossary/term/tactics_techniques and procedures
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TG gV veioTavtol TapoPlicel oy acedielo. Emopévmg, n ev Aoym epyacio amevbiveTal 6To
TPOCMOTIKO OGPOAELNG KOl GTOVG SLUYEPIOTES SIKTV®MV, GTO TPOCMOTIKO TEYVIKNG VITOCTNPIENG Kt
OTIS OMAOES OVTILETOMIONG TEPICTATIKMY AGPAAELNG VTOAOYIGTAOV, Ol 0moiot givar vevhuvol yia
NV TPOANYN, TNV TPOETOYAGIO 1] TNV OVTILETMTIOT TEPIGTATIKOV KOKOBOVAOL AOYIGLUKOV.
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MeiéTny frflioypagiag

Onwg avaepépape kot otn evotnra 1.3, uépog g vAomoinong g mapoHeos SITAMUATIKNAG NTAV 1
BPAMoypapikn Kol ddKTLOKT £€pEvVa, 1 omoic G TPAOTN QAoN &ixe ®G avTIKEIUEVO TNYEC
OYETIKEC e oVyKplon 1 a&loddynon v yével otov xopo tav IDSS. e devtepn gdon 1 avalntnon
neplopiomke ot dvo IDSS mov pag evolagEpouvy Kot amoTeA0VV TO AVTIKEILEVO HEAETNG LOG, EVD
otV Tpitn eaon M avalnon emmAov mepleAdupave myEG OYETIKEG PE KOKOPOVAN OIKTLOKT
kivnon (malware traffic) ka1 to MITRE ATT&CK framework, mepropilovtog akoua meptocdtepo
tov yopo avalnmmong. Ta oamotedéopata tg OANG dSwdikaciog £0€Eav m®G LITAPYOLY
OlPOPeTIKEG TTpooeyyioelg 6cov agopd Tto Bépa g afoddynong evog IDS xor avtég
TaPoVCIALOVTOL O QT TV EVOTNTO.

Y10 peyaAdtepo péPog g vmapyovoag PiAoypagioc, M ovykpon avdpeso oe DS
TPOYUOTOTOEITOL [E YVOUOVO TNV KOTOVOAMON TOP®V TOV GUGTNUATOG KOl PE OCKOTO TNV
petémetta peiwon mmc. Ovowotikd oty mepintwon avtn, 1 obykpon 1 aSloAdynon tov IDSs
Bpioketatl eyyvtepa o€ eminedo ektiumong g amddoong tov IDS, mapd ¢ amoteAeopatikdTnTag
TOV, KOOMOC Kataypdeoviol Kot Aappdvovtor v’ Oy PETPIKEG OGS Y10l TOPASELY O TOL TOGOGTA
YPNONG LVIAUNG, EMEEEPYOOTY| KO SIKTVOV.

Avtd éxave o Albin E. (Albin, 2011), o omoiog mpoympnoe oty cOykpion Tov Snort kot
Suricata kou otnv o&loAdynon peyebmdv OmmG ToOTNTE, OTOUTACELS HVAUNG Kol akpifela tov
unyavav aviyvevong (detection engines) oe pio oepd and mepdpota. o v amortoduevn
TopokolovOnon diktvakng Kivnong ypnowomoinoe to Education Research Network (ERN) tov
Naval Postgraduate School (NPS), kabmg emiong kot epyaieio yioo TNV €KTEAEOT] HOG GEPAC
emféoemv Omwg DDOS, molhomAiéc amotuynuéveg ouvvdéoelg (multiple failed logins) «.d.
Koataliyetl 6to copnépoopo tmg to Suricata sivat o kavo vo d1oyelplotel peyolvtepa @optio
dKTvoKNS kivnong oe oyéon pe o Snort, pe mapdpolo wotdco axpifeta ota anoteréopata. H v
AOY® epyacio dev KOAOTTEL TV TTEPiTTOON TOL ZeeK kat Giyovpa VIOAEITETAL MG TPOG TIG SOKIUES
LLE TPOYUATIKY] KAKOBOVAN Kivnon dtkTvov.

Y10 310 pAkoc kopatog ko o Hanninen M. (Hanninen, 2019), o onoiog ypnoipomoidvtog Eva
anmAd diktvo omd ewovikég pnyavég a&ordynce tpia IDSs (Snort, Suricata, Zeek) pe yvopova to
WWTEPO YOAPOUKTNPICTIKA, TNV TOOTNTO KOl TNV YPNOTIKOTNTA TOV KaBEVOS Kot Kpitnpla Ommg
petald dAAov, t0 mOcOo KoAd Swutnpeital Kot vAomoleiton, OGO €OUKOAN TPocapuOlETOL Kot
puOuiletar kot to OG0 KAAG aviyvevel pia oepd emBécemv (port scanning, password guessing,
SQL injection). Qot660, Yo Tig embécelg ypnoponomdnkay epyaieia 6nmg 10 ARPSpooftool kat
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10 Metasploit. H gpyacia oAokAnpdvetar exepdlovtag v omopic. ov T0 GUUTEPACUATO TTOV
TPOEKLYAV IGYVOLV KO Y10l TPOYLATIKY KIVoT SIKTVOV [LE TPOLYLLOTIKG TEPICTOTIKGL.

Me Cotikovg mapdyovteg mov emnpedlovv kot mepopifovv v gpapuoynq tov IDSS og
VYNNG tayvTTag diktva, acyoAndnkav ot Qinwen, Se-Young kot Muhammad (Qinwen, Se-
Young, Asghar, & Muhammad, 2020). Meketdvtog mapdyoviec énwg o Pabudg ypnong tov
EMEEEPYNOTI] TOL GLGTNUATOC, 1 TAYVTNTA ENEEEPYACIOG TV TAKETWOV, 1 aKkpifela TG aviyvevong
Kot 0 puOUOC OTOAEWG TOKETOV, OGTOXEVOLV VO dMGOVV OTAVTNGY GTO EPOTNUO OV &ivol
amapaitnTog £vag mOAD «1oyVPOc» évmnpetntig (Server) ywo v €yKoTdoTacTn Kot TV Xpnon
evog IDS, 1o omoio pe v oepd tov Ba pmopel va dwyepiotel ovt) TV VYNAR TovTTO. Kot
VTN TV Qopd TaL GLOTAKOTO VIO cVYKplon givar To. Snort ko Suricata.

O pvOudc amdAEWC TOKETOV, KOl TO TOGOGTH ¥pNong emeSepyaotr) Kol pvhung sivor to
avtikeipevo perétme tov Pihelgas M. (Pihelgas, 2012), octoyevoviog o€ piot GUYKPLTIKY
a&oroynon tpwwv IDSs (Snort, Suricata, Zeek). Xtnv dadwkacio avty ypnoipomomdnke t0co
«kaBapn», 060 Kot KaKOPOLAN Kivion OKTOOV, HE TNV TEAELTOAN VO TPOKVTTEL UE YPNON TOL
Metasploit. Ta IDSs eykatactdOnkay o€ S10pOPETIKA AEITOVPYIKA cLOTHUATA TO KoOEva Kot
dtevepynOnkav mepdpato aEloAdYNoNS TPV Kot LETA amd GYETIKEG pLOUIcEIS TOV £yvav GE aVTA,
pe okomd Vv PBertioon g Asrtovpyiag tove. Ao ava@opdg HETOED TOV AMOTEAECUATMOV Elval
g to Suricata Aoym ¢ multi-threaded apyitektovikng tov eixe koA amddoomn, evd 1o Zeek
avTIpHETOMIoE BEpOTa CLUPUTOHTNTOG Kot Yio TOV AOY0 aVTO OEV ¥PNOIUOTOMONKE GE TOALA omd TOL
TEPAUATOL.

Ta dw tpio IDSS BéAnoe va ouykpivel kor o Rodfoss J. (Rodfoss, 2011), avt) v @opd
Opmc OAa gykateoTnUéva 6TO 1010 GVOTNUO. XTNV 01K TOV TEPINTTOOT, 1| GVYKPIoT £0TIALEL GTNV
dad1kacio. yKOTAOTOONG Kol TNV oVYkplon Tev gwdonotceny (alerts) mov avtd mapdyovv,
Kabmdg tpogodotovvtar tOco amd kakdPovAn (ue ypnon Metasploit), 6co kot amd «kabopn»
dwktvokn kivnon. Idwitepn éupaon €dmwoe Kol 6Tov TPocdopiopd g axkpifelag, BELovTOC va
ovykpivet ta  AAMBbOc-AMNON  (True-positive) «kor 1o Wevdwc-AnOn  (False-Positive)
anoteléopota yuo kébe Eva amd Ta IDSS.

H ovykpion tov tpudv open-source IDS (Snort, Suricata kot Zeek) ywa tnv epapuoyn tovg o€
dlktva  pikpopesaiov emyepnoemv (0nwg dAlmote ovpPaivel kot otig mpoavapepBeiceg
gpyooiec), eivar to avtikeipevo £pguvag yioo tovg Abdul W. et al (Abdul, Abdul, & Ammar, 2022).
H oVykpion avt mpaypotonoteiton emiong e PAcn TexvIKA YapoKTNPIGTIKA (KOTAVIA®OT TOP®V,
eneepyacio mokEToV, PLOUOC OTOAEWG TOKETOV, YOPNTIKOTNTO Kot KoBvotépnom). Znv
TEPIMTOON AVTY], £YIVE OVOTOPAY®YT] PLGLOAOYIKNG, OAAG Kot KakOBovANG Kivnong dktdov pe TV
Bonbeion epyodreimv (Ostinato, IPERF3 and Pytbull), «dmow omd ta omoia dAlwote
XPNOYLOTOINGAV KOl Ol TPOTYOVUEVOL GUYYPOUPELS.

O topéag g unyovikng pabnong amotelel pio GAAN mTVYY TG TPOOTAOEWG YO EPELVA,
alordynon kot Pertioon tov IDSs. O Movleviong I1. (Movlevidng, 2022) omnv epyacia tov
OLVOEEL TO TPOPANUO TG OMOTLYIOG TOV GLOTNUATOV HE TNV GLvEYN METAPOAN TV
OPYTEKTOVIKAOV TOVG KOl TPOTEIVEL TNV YPNOT TEXVNTNAG VONUOGHVNG KOl EL0IKOTEPU VELPOVIKDV
SIKTV®V, Y10 TNV VAOTOINGT TPLOV OPYLITEKTOVIKAV KOl TNV TEPALTEP® OEI0AGYNON TOVS LE XPNon
ouvoLoVv dedopévav. Tnv 101 dmoyn oyetkd pe v deicdvorn g TeEYVNTIG VOMUOGUVNG OTa
ocvotiuata oviyvevong ovppepiCetor ko o MMomapaptlifavog A. (Iamopaptlipdvog, 2019).
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2UykpLon twv Zuotnudatwy Aviyveuonc EtoBoAwv Zeek kot Suricata pe xprion kak6BouAng kivnong dtktoou

Ynootpilel mmg o1 péBodor punyavikng nabnong tpocdidovv gveléio 6To GLGTAHOTO AVIXVELONG
eloforldv Ko mpoteivel TOoV oyedllopd Kor TV VAomoinom &vog odyopiBpov ta&vounong
(Dendron), Pactouévo 6€ YEVVETIKOVG OAYOPIOLOVG Kot dEVTPOL OmOPOONG. KOOGS TOV gival va
evioyvBovv ot pébodol emaymyne tov kavovev aviyvevong tov IDSs. Ou Adabi M. et al (Adabi,
Parman, & Aulia, 2022), o€ pio akOpo £pEVVO GTOV TOUEN TOV CLGTNUATOV OViXVELONG EIGROADY
LE XPAON UNYOVIKNG pabnomg, otoxevovv otnv avantuén evog Security Information and Event
Management (SIEM), pépoc tov omoiov eivor 1o Zeek IDS. Embéoelg dpvnong mopoyng
vnpeoidv (DD0OS)  ypnowonomOnkay ywoo Ty dokiun Kot Ty a&loAdynon Tov avioy®v Tov
ovotnuatog. Ot petpnioelg v v aloAdYNoT T0V GLGTHUATOS CPOPOVY TNV ATOI0CT] MG TPOG
MV Katavalmon Topmv (LvAuNG Kot eneEepyaotn), Yo v ekdotote cuviotooo. (IDS — Machine
Learning — SIEM).

Ot Hashem A. et al (Hashem, et al, 2022) =npoywpodv omv a&loAdynon g
AmOTEAEGLOTIKOTNTAS Y10 i ogpd amd IDSS pe v fonbeia evog ohokAnpouévov fuzzy MCDM
(Multi-Criteria Decision-Making) povtéAov kot 0dnyodviol GTO GUUTEPAGHO TMG TOPO TO
yeyovog 6tL to Snort givor pion gupémg dwadedopévny Abon otov yopo tev IDS, eviovtolg 1o
Suricata eppavilel onuavtiké mheovektnuata. Xtnv gpyacio tov Hafizul A., Hir G. (Hafizul &
Ilir, 2022) mpayuotomoteitar SVVAIKT VAAVGT TN TOKIAOUOPPING TOL OPOPA TO GUVOAD TOV
KavOvoVv Tev cvotnudtov Snort kot Suricata.

Ot Neha V. S. et al (Neha, Kavita, Gaurav, & Saurabh, 2021) die&nyayov pio peiétn yuo v
amddoon twv Snort kou Suricata, extelmdvtag pio celpd and emBEcelg pe ypnorn 1oV epyoreiov
Metasploit. H cuykekpipévn epyacio eEetdlel Ot LOVO UETPIKES, OTTMG 1 ATOAELN TOKETMV KOL 1)
Katavalmon oépov tov cvotiuatoc. Enekteivetan kot otig eidomomoelg (alerts) mov npoxdmrovv
and ta ovo IDSs kat diepevvd T avtég emnpedloviar amd oAAAYEG OTNV OPYITEKTOVIKY TOL
OLOTNOTOG, 6TO OTO10 €lvall EYKATECTNUEVA, KOOMOC Kot amd TV adénomn Tov SIKTLoKo» GopTiov.
To ocvumépooua oto omoio odnyovvtal givar Twg to Suricata vreptepel évavtt Tov Snort otov
topuéa tov alerts, dumg sivor a&loonueimta o apyod.

210 onueio avtd Ba BEAape va avapepbovue oe pio epyacio 1 omoio Tapovstaletl 1dloitepo
evolpépov (Méutoag, 2020). O cuyypapEoc oTnY TEPITTMOT OVTY AGYOAEITOL LE TNV UEAETN TV
VOV TOV aPNVEL 1 KAKOPOLAN OpacTnplOTNTO GE £Vl GUGTNUO, OTMG ALTA AVIXVEDOVTIOL GTO.
apyeia kataypoaeng (log files) tov idov Tov cvetuartoc. Eotidlet ds og ovykekpévn katnyopio
emBéoewv mov gvidooovtat 6to mhaiolo tov MITRE ATT&CK (T1569.002 — Service Execution),
Onmg emiong kat o€ cvykekpyévo Aettovpykd cvotnua (Windows 10). Kot mapd to yeyovog mog
dev aocyoAieiton pe kdmoo IDS, eviovtolg avoaeépetar apevog o€ aviyvevomn KakOBovAng
dpaotnpomrog Paciopévn o apyeio kataypaeng (log files), apetépov omv gpoppoyn tov
mioiciov MITRE ATT&CK. Kot mapovsidlet 101aitepo evOloQEPOV ENEWN MG TPOG TO TPAOTO
oK€AOG, akolovOncape v 1010 péBodo otV Tapovoa epyacio (6To deHTEPO GTAO GCOLPOVA LE
mv gvotra 1.3), 6mov peletioape to apyeion KoToypaens, Vo mg TPoG To 0e0TEPO GKEAOG
EVTOOOETAL TNV evOTNTA 5.2, Katd TNV omoio epaprocape 10 cvykekpyévo miaicto. H dwapopd
etvar mog epeig pelemoape apyela Kotaypaens tov IDSS kot e@apudGape TO GLYKEKPYLEVO
TAaic10 610 cHVOAO TOL delylaTog TV EMBECEDV, YOPIC VO EGTIAGOVUE GE KATOW0 AEITOVPYIKO
cvoTnpo N Katnyopio emBécewy.

‘Ikovtag EppavounA, Naveniotripo Awyaiou, T, Mnyx/kwv M.E.Z. 8
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Amd ta mopandve kobictatol cagés, Tmwg 1 eV AOY® gpyacio dtaupépel amd TG UEXPL TOPQ
TPOGCEYYIGELS, KATL TOV CNUAIVEL TOG TPOSPEPEL GAAN L0 OTTIKY GTNV TOALTPIGUOTIKY Bemdpnon
TOV YOPOL TOV GUGTNUATOV aViYVEVOTG EIGPOAMY SIKTVLOV.

2y evotTo auTn £Yve Topovciaon e vdpyovsos PiPAoypapiog Tov EVIAGGETOL GTOV
evpvtepo ympo twv IDSS kot oyetileton pe v odykpion kot v a&loddynon tove. Eidape mmg
Exouv yivel TOALEG epeuVNTIKEG TPOooTAOEIEG TPOC TNV KOTEVOBLVGN QLTI), TPAYLO TTOV PAVEPDVEL
mv a&ilo Tov B€patog v v gpevvnTiky Kowvdtnto kot oyt povo. Kot avtd stvar Loykd epocov
pe TNV 0E0AOYNOT OVOKOADTTOVHE TO TPOTA oNueiol TOLG Kl EMOUEVAOS OOMNYOVUOCTE OTNV
Beltiotomoinon tovg. Kot pe avtd o¢ andtepo okomod, €100UE VO YPNCUOTOI0VVTAL OUPOPETIKA
KPUTNplo, SpOPETIKEG TEYVOLOYiEG Ko OlopopeTikéc mpooeyyioels. H evotnra mov akoAovOel
TEPLEXEL TIC amOPaiTNTES Yot TO BempnTiKd LIOPaOPO Evvoies.

‘Ikovtag EppavounA, Naveniotripo Awyaiou, T, Mnyx/kwv M.E.Z. 9
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Boaoikég évvoieg

Xy evotta auTr Topoovctdlovtol ot Pactkég EVVOIEG TOV TEPEXOVTOL GTNV £PYACIA, £TGL OCTE
va VTApEEL £val Kovd onueio avapopds e TOV avayvadoTn kot va 1eel 1o e0pog TG epyaciog oe
BempnTiKd emimedo.

3.1 Ti &ivou 1DS (Intrusion Detection System)

Kobodg o puBuog ekonimong embécemv Kol 0 OVTIKTUTOG MOV OLTEG TPOKAAOVV GLVEX(MG
avéaveton ta tedevtaio ypdvia, o Zvotiuata Aviyvevong EiofoAidv (IDSS), yio thv cuvipurtikn
TAEOYN PO TOV ETYEIPNCE®V, OATOTEAOVV GNUOVTIKO TUADVO GTNV LITOJOOUT ACPAAENG KAl GTNV
vlomoinon tov povtélov defense-in-depth? (NIST, 2011, p. B3). IIpw 6poc dodue Tt sivar éval
11010 cvotnuo Oa Tpénel va e€gtdoovpe Tt eivon 1 aviyvevon ewsPoing (intrusion detection).

Aviyvevon Eicfolnc (intrusion detection) opiletar og 1 dwedikooio TopakoAovdnone twv
TEPLOTATIKMOV TOV cLUPaivouy og éva TANpoPoplakd cHoTNUA 1 OTKTVO KOl 1) AvVAAVGT TOVG Y10
evOEiEelg oL apopovV THOVA TEPIGTATIKA, TOL OTTOL0 OTOTEAOVV TOPUPLAGEIC N EMIKEIUEVT OMEIAN

Yo mopafioon T@V TOMTIKOV OGQAAENG, XPNONG Kol TOV TPOTLIMV TPOKTIKOV OCOAAELNG
(Scarfone & Mell, 2007).

Koat’ enéktaon, pe tov 0po Zdotqua Aviyvevons Eicfoladv (Intrusion Detection System)
AVOPEPOLACTE GE GUGTHUOTO AOYIGUIKOD 1 LAKOV, TO OTOi0. GUTOUOTOTOOVV TNV OadtKaGio
TopokorlovOneng (Monitoring) Tv TePIGTUTIKOV TOV GLUPOIVOVY GTA TANPOPOPLAKE GVGTHLOTO,
N ota dikTvo Kot To. avolbovy Ttapéyovtag evoeilels yuo mpofanuata aopdielong (Bace & Mell,

2001).

3.2 Tati va ypyoruonoijcoovue éve 1DS

H aviyvevon e6folg enttpénel € 0pyavIGHOVG KOl ETLYEPNCELS VO TPOGTOTEVOVY TO GUGTILLOTE
TOVG amd TG OMEWAEG TOV GLVOOEVOVV TNV OAOEVO KOl OVEAVOLEVT] GLUVOEGIHOTNTO TOV SIKTVOV
(Bace & Mell, 2001). Emopévmg, t0 €pdTNUO TOV TPOKLATEL dgv €ival T0 «av Oo mpémel va

2 Defense-in-depth: Ttpatnykn g ac@EAEIG TANPOPOPLOV TTOV EVEOUATOVEL OVOPOTIVO SUVOIKO, TEXVOAOYi0, KoL
EMYEIPNOLOKES OeELOTNTEG, LE OKOMO TNV €YKOTACTOON HETAPANTOV eumodi®v o€ TOAAAMAQ emimedo og Evov
opyaviopd. https://csrc.nist.gov/glossary/term/defense in_depth#

‘Ikovtag EppavounA, Naveniotripo Awyaiou, T, Mnyx/kwv M.E.Z. 10
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ypnowomomoovpey IDSS , oAAG LdALOV TO «TTio amd TO YOPOKTNPLOTIKG Kot TIG SLVOTOTNTEG TOVG
00 TPEMEL VO YPTCIULOTOGOVEN.

H gykatdotaon kar a&omoinon evog IDS mpoopépel onpavtikd o@EAN yio Tovg €ENG AOYoug
(Bace & Mell, 2001):

Me avtd oV TPOTO OLEAVETOL GTOVG €V dLVAEL EMTIOEUEVOLG 1) TTETOIONON TG pmopel va
amToKaALPOOVV, LE OTOTEAEGLO VO ATOTPETOVTOL KAKOPBOVAEG EVEPYELEC.

Me ta IDS sipoote og 0éom va aviyvedoovpe emiBéoelg Kot Tapafldcelg 6Ty ac@dAELa, ot
omoieg dev gival SuVATOV VO, ATOTPATOVY ATTO AAAL LETPOL AGPAAELDG,.

Mmropovpe va eVIOMIGOVHE KO VO OVTILETOTIGOVUE OPACTNPOTNTES OTTWG 1 OviyveELOT
dwtvov (network scanning), ot omoieg amotelovy Kat’ e€oynv TPooipo enibeong.
Mmnopovpe vo evtomicovpe kot vo ototyelofetioovpe pio omeld; mov mbavov
avTipeTonilel o opyoviouog.

Mmnopeil vo Aertovpynoel oG €yyOMon TOWOTNTOS Y10, TOVG OLUYEPIOTEG KOl GYESOOTEG
OIKTO®V, EOIKOTEPO O PEYOANG KAILOKOG EMLYEPTOELS.

Mog mopéyer ypnoweg mAnpoeopiec oyetikd pe ewoPoréc mov AauPdvovv yopa,
EMTPEMOVTOG TNV OIYVMOT], TNV avakapyn Kot v 010pbwon twv Aabmdv mov odnyncav
otV mopafioon.

EmnAéov, doev mpémer va mapayvopilovpe 10 yEYOVOG TS TO ZvoThuoate Aviyvevong
Ewporodv coumepiroppdvovionr otic PEATIOTEG TPOAKTIKEG OCPAAIONG TNG OIKTLAKN VITOOOUNG
evog [TAnpogopilaxkov cvotiuatog (Ianndg, 2021, c. 51).

3.3 Tovror IDS

Yougpwvo pe tov opyoviopd NIST (National Institute of Standards and Technology), vrapyouvv
noAhoi ool XAE. Mg kpitiiplo 10 €100¢ T®V YEYOVOT®V TOV TOPOKOAOVOOVV Kot TOV TPOTO e

TOV 07010 VAOTO0VVTOL SLOKPIVOVTOL O TEGTEPIS KT YOpiec, ol omoieg paivotal otnv Ewkdva 3

Kol Teptypapovtot cuvontikd otov Ilivaka 1 (Scarfone & Mell, 2007, o. 6)

Network
-Based

Host-
Based

Network
Behavior
Analysis
(NBA)

Ewova 3. Orvtomor tov IDS pe Baon to £idog TmV yeyovéT@V mov TapakorovBolv Kot Tov Tp6mTo vAoToINoNG

‘Ikovtag EppavounA, Naveniotripo Awyaiou, T, Mnyx/kwv M.E.Z. 11
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Intrusion Detection Systems

[MopakorovBeil v kivnon tov S1KTOOV (G CLYKEKPYEVO TUNUA TOV M
YlO. GUYKEKPUEVO OPOLO GLUGKELMV) KOl OVOADEL TO TPOTOKOAAQ
Network-Based EMMESOL OIKTOOV KOL EQPOPUOYNG LE OKOMO VO OVIYVEDCEL VITOMTN
dpactnprotnra. uviBwg viomoieital oe onueia (w.y. firewalls, routers,
VPN servers) mov fpickovial 6o dplol ToL SIKTOLOV.

[MopakoiovBei ™V kivnon oacVppoTOV OIKTO®V Kol OVOADEL TO
TPOTOKOAAQ, LE GKOTO VAL OVIYVEVGEL DTTOTTN OPOGTNPLOTH T TOV APOPd.
To 10100 To. TPOTOKOAAQ. Agv aviyveDel VTOTTN OPOoTNPLOTNTO GE
Wireless EMIMEDO EQPAPUOYNG M OTO LVYNAOTEPO, GTPDOTO ETTEGOV SIKTOOV (TT.Y.
TCP, UDP). Tomofetgitan o€ onueio &ite €viog TtV opiov TOL
acVPLOTOV SIKTOOV TNG EMXEIpNONG/0pYaVIGHOD, it o€ onueio Tov Ba
Uopovoe Vo vapEet un e£0Vo1030TNIEVO 0GVPLLATO STKTVO.

[Moaparxorovbel v kivnon Tov SIKTOOL HE OKOTO VO OVOYVEOPIGEL
OTENEC TPOEPYOUEVEG AMO 0aoLVNOIOTEG POEG Kivnomng OedouéEVmV
(DD0S emBéoelg), OLYKEKPUEVEG WHOPPEG KAKOBOLAOL AOYIGUIKOD

Network Behavior Analysis
(NBA)

(worms, backdoors), kabmg kot mopafidcels oy molMtikny (m.y. éva
oVGTNUO TEAGTN VO TOPEXEL VANPECIEG G AAAN CLOTNHATE). ZVVIO®G
YPNOLOTOLOHVTOL Y10l TOV EAEYXO EGMOTEPIKMV OIKTLMV 1] Y10 TOV EAEYYO
NG EMKOIVMOVIOG TOV ECMTEPIKOV LE EEDTEPIKA dIKTLAL.

IMapakorovbel ta yapakmplotikd evog kot povo host, kabmg kot ta
yeyovoto mov  cuvpPaivovv 6€ VTOV, OOTE VO, OVOYVOPICEL VTOTTN
Host-Based dpaotplomra (T.). apyelo KUToypop®V GUGTAUATOS, JOOIKACIES Kot
EPUPHOYES TTOV EKTEAOVVTAL, TPOGPOOT) KOl TPOTOmMOoinon apyeiwv kot
aAAOYEG pLOUIGEMY TOV GLGTNHOTOG 1) TOV EPAPUOYADV).

Mivaxag 1. Zvvorrtikn weprypat] Tov Tomov IDS

Abo amd ta mo dwdedopéva open-source IDS givar ta Zeek ko Suricata, mTov omoteAovv Kot
TO OVTIKEINEVO pEAETNG NG mapovoos epyacioc. Ta VO OLTA GLOTHUATO OVIKOLV OTNV
kotnyopio tov Network-based IDS, tov ITivoka 1.

2mv ovvégela, Ba avaeepbodue GLVORTIKA GE OVTA, CKLLYPAPOVTOG OPICUEVES TEXVIKES
dpopég tove. Agv Bo emektafode MGTOCO GTA TEYVIKA YOPAKTNPIOTIKE TOVS, KOOMG 1 HEAETT
pog eotidlel Kupiwg OTNV GLUTEPLPOPA TOVG OMEVOVTL G KAKOPBOLAN dSiktvaky Kivnom kot
oLYKEKPUEVD oTa TopoyOpeva alerts.

3.4 Suricata IDS

To Suricata® eivon évo. ZAE, 10 omoio extehei deep packet inspection®(dpi,) tavtilovtag potipa
(pattern matching) dSwrtvaxng kivnong, upe ekeiva koakOfoviwv Aoyiopikdv. Xty Ewova 4

8 https://suricata.io/
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eaivetar m multi-threaded oapyttektovik TOV GLOTAOTOC, 1 OO0 TO KAVEL VO VIEPEYEL GE
am6ooon évavtt Tev vroroinwv IDSs (Prenosil, Hammoudeh, Ghafir, & Svoboda, 2016).

'l Ny

[ Packet Capture ] !
I [ Decoder 1 ]

M !
[Packet DeCDding] [ Decoder 2 J

|
‘If \ v )

e o )
A/ \A
lf [ Detection 1 ] [ Detection 2 ]

[ Output ] \L 4/

Ewova 4. H apyrektoviki Tov Suricata 1DS

‘Exst viomomBsi pe yldooo mpoypoppotiopod C kor yr tovg kovovee (rules) aviyvevong
xpnoonoteiton n Lua.

[Tpokerton ya £va IDS mov avikel oty kotnyopia towv signature-based. Avtd onpaivel Tmg
YL VO OVIYVEDGEL KATO10 KakOBOVAO Aoyiopko, Oa mpénel mpdta avtd va £xel amokaivedei (1
avakaAvedei). Me dlha Aoy, ta IDS g ovykekpévng katnyopiag pelovektodv otig 0-day
emBEoelg o Tov anlovoToTo AOYo g dgv vITapyovy akdua signatures. To kevd avtd Epyeton va,
KaAvyel o Zeek, 1o onoio akolovbel dtapopetikn péBodo aviyvevong, Omme O dodue TapaKdTo.

Oa npémel va onuewwbdei Tmg To Suricata dabéter ko Aertovpyia IDPS (Intrusion Detection
and Prevention System). Xtnv Asrtovpyio avti mapéyetor eMmAEOV 1 SLVOUTOTNTO, OTOTPOTNG
(Prevention) tng anetnc mov evdeyopévag éxel aviyvevbei. To yeyovog oumc mwg to Zeek degv
dlBéTeL ot TNV AEITOLPYIDL GNUOLVEL TTMG OEV VTTAPYEL CVYKPIOT] KOl GUVETMOC Y10, TOV AOYO OVTO
dev AapPavetor voyy.

3.5 Zeek IDS

To Zeek® amotehei pion GAAN emhoyy otov ydpo tov IDSS. Extedel eniong deep packet inspection
(dpi) ypnowomoidvtag Opwg avaivon event-based. Avtd onuaivel nog Pacifetar oto events mov
Aappévovy yodpa avdioya pe o Tt supPaivel oty kivnorn tov diktvov. Kot avtd pe v cepd
0V, TOG HE ovTOV TOV TOmo dpi mpayuatomoteitor oviyvevon upe Phon v onuactoloyio
(onuactoroyikd taiplacpo — semantic matching), oe avtibeon pe to Suricata, to omoio ekteAel
onwg TpoavapépOnke pattern matching. v ewdva 5 paiveton 1 single-threaded apyttextovikn
10V cvotpatog og standalone Asrrovpyia (Prenosil, Hammoudeh, Ghafir, & Svoboda, 2016).
Emiong, pmopei va Asrtovpynoet kot g katavepnuévn multi-threaded spappoyn vwd v popen
cluster. Exet viomom0ei pe yAdwooa mpoypappaticpod C, opoing pe to Suricata, ®otdéco yio ta,

4 https://www.techtarget.com/searchnetworking/definition/deep-packet-inspection-DPI
5 https://zeek.org/
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scripts ypnowomoteiton Bro Language. tov Ewdva 6 yiveton pio GLYKEVTPOTIKY TOPOVGIOCT TOV
BaotKOV TEYVIKOV d1apop®dV avapesa oto dvo IDSS.

logs

execute

Ewova 5. H apyprektoviki] Tov Zeek 1DS

Suricata Zeek
| Signature- | Event-
based based
Multi- || Single-
threaded threaded
— IDS/IDPS — IDS
i Lua || Bro Script
Lang.

Ewova 6. Ov kuprétepes amod Tig TevIKES droopéc perald Suricata ko Zeek

2myv evomta avtn, sidoape opopéveg Pacicés évvoleg ya tor IDSS. Apyikd avapepOnkope
010 Tt €ival, o M a&lo Tovg Kot G€ MO0VG JOPOPETIKOVS TOTOVG dakpivovtal pe Baon tov
TpOTO VAOTOINONG Kol TO €i00¢ T®V YeEYOVOTOV TOL mopakoAovBolv. Znv  cuvvEéyela,
nopovoldoape ta v e&étoon Zeek wour Suricata avagépovtag opiopévo amd to Pooucd
YOPOKTNPLOTIKA TOV SL0POPOTOLOVY TO £VAL OO TO AAAO.
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Ta IDS anotedovv £va TOADTIHO £PYOAEID TTOV TPOCPEPEL GTOV JAYEPIOTH EVOG OIKTHOL TNV
duvatdHTNTO VoL avTIOPE EyKapa oTNV aviyveuoT KAToog VTOTTNG dpacTnPldTNTOS 1| AKOUO KOl GE
pio gvdeyduevn enibeon. ([ommdg, 2021)

H evémta mov énetan, mephapfavel tv pebodoroyia mov akorovdnOnke yio v vAomoinon

™G epyaciog. EeKVA e AETTOUEPELEG GYETIKA LLE TNV VTTOJOUT Kot TO JEYI Kot OAOKANPOVETOL
pe o mepintwon PeAETNG.
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MeBoooloyia

H evomta g pebodoroyiog amoteAeiton amd 3 pépn. Lto mpdto o avapepbodue oe LAIKO
(hardware) kot Aoyiopko (software) mov ypnoomomcape. Akolovbei To dedTEPO PEPOC, OTTOL
TEPLYPAPOVUE AETTOUEPEIEG VIO TO Oelypa TV emBécewv, OTMC YL TOPASEIYHO TOL KPLTpLaL
EMAOYNG TOV KOl KAEIVOLUE HE TNV TEPLYPAPT EVOEIKTIKA WiOG TEPIMTOONG UEAETNG KOl TOV
avTiIoTOl(®V EVPNUAT®V.

4.1 Ymoooun

[Ma v exkmovnon g epyociog ypnopomomOnkay ot KatwoL mépot:
4.1.1 Hardware

Ta mepapara deénydnoav o évav H/Y, tov omolov ta ypaxtnpiotkd PAénovpe otov Iivaka 2.
Host PC
Intel® Core™ i7 10750H CPU@2.60GHz
16GB
Windows 10

MMivekag 2. To yepoxktpretikd tov host PC

4.1.2 Software

210 mapamdve pnyévnua eykatactioape to epyaieio VirtualBox® ékdoon 6.1.16, pe ckomd va
EKTEAEGOVLE TO TEPAUATE OGS GE Pi0 EIKOVIKY] U ovY| LE Ta yopakTnplotikd tov Ilivaxa 3.

Virtual Machine
4 cores
8GB
Ubuntu Desktop 20.04.05 (Focal Fossa)

100GB
MMivaxog 3. Ta (apoKTNPIETIKA TG ELKOVIKIG PYOVIS

6 https://www.virtualbox.org/
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Ev cuveyela, £yKOTOGTAGALE TO TOPAKAT® EPYOAELD GTNV EKOVIKY| UNYAVT|.

‘ Tools version ‘
Suricata NIDS 6.0.9
Zeek NIDS 5.0.4
tcpreplay’ 432

Mivaxog 4. Ta epyodeia Tov eykoTACTAONKOY 6TO VM

Agv Qo enektafodpe oty O1001KOGI0 £YKATACTAONG TOV gpYoreinv kabmg Bewpoldue mwg
TPOKELTOL Y10, TETPYUEVT dladtKacia. Oa avapepBovie OU®G 0 KOVOVEG TOV TPOGHEGULLE.

e Suricata

H mopokdto evioln emiotpéeel pio Aioto amd repositories (dopedv kot un), amd Omov
umopovue va. elodyovpe kavoves (rules) yio to Suricata.

manos@myServer: ~

:~S sudo suricata-update 115t-59urce5|

-

Ewova 7. H evtoli yra to repositories pe Tovg kavoveg

Yty Ewoéva 8 gpupavifovtar to repositories and ta omoio mpoundeutiKape ToVG KavOVeS Yo
T1G OOKIUEG O,

Ewova 8. To 6vvole TV Kavovev mtov tpocdicaps oto Suricata

7 https://tcpreplay.appneta.com/
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To cdvoro kavovav sslbl/ja3-fingerprints mpoceépel «amotvnduaTOy 1| QAADG VITOYPUPES
v tov éleyyo tov SSL cuvoécemv Kol TOV ToTOTOMTIKGOV, evd to Mmalsilo/win-malware tig
avtiotoyeg v enbéoec oe WINdows Aertovpyikd GUGTANOTO. XTNV GUVEYELD, EVEPYOTOLOVLE
TOVG KOVOVEG, O™ eaivetal otnv Ewdva 9

S sudo suricata-update enable-source malsilo/win-malware
<In Using data-directory /fvar/lib/suricata.
<I Using Suricata configuration /etc/suricata/suricata.yaml
<I Using /etc/suricata/rules for Suricata provided rules.
=In Found Suricata version 6.0.6 at fusr/bin/suricata.

=In Creating directory /var/lib/fsuricata/update/fsources
<In Enabling default source et/open
<I Source malsilo/win-malware enabled

S sudo suricata-update

Ewova 9. Evepyomoinon Tov kavovov

210 onueio awto, Yo vo ehéyEovpe av OAo Aeltovpyohlv cwOTH, dNUOVPYOVUE TPMTO EVOV
VIOTLTIMON Kovova Tov aviyvevsl ICMP Ping.

GNU nano 4.8
alert icmp any any -= SHOME_NET any (msg:"ICMP Ping"; sid:1; rew:1)

Ewoéva 10. 'Evog amhog kavovag (rule) yre ICMP ping

Kot oty ouvéyewn evepyomoovpe to IDS

:~% sudo systemctl start suricata.service
:~$ sudo systemctl status suricata.service
suricata.service - LSB: Next Generation IDS/IPS
Loaded: loaded (/etc/init.d/suricata; generated)
Active: since Tue 2022-89-27 18:16:25 EEST; 65 ago
Docs: man:systemd-sysv-generator(8)
Process: 5893 ExecStart=/etc/init.d/suricata start (code=exited, status=0/SUCCESS)
Tasks: 1 (limit: 9449)
Memory: 264.1M

CGroup: /system.slice/suricata.service
L5982 Jusr/bin/suricata -c fetc/suricata/suricata.yaml --pidfile fvar/run/suricata.pid --af-packet -D -vvv

ver systemd[1]: Starting LSB: Next Generation IDS/IPS...

er suricata[5893]: Likely stale PID 978 with /var/run/suricata.pid exists, but process is not running!
suricata[5893]: Removing stale PID file /var/run/suricata.pid
suricata[5893 Starting suricata in IDS (af-packet) mode... done.
systemd[1]: Started LSB: Next Generation IDS/IPS.

Ewoéva 11. To Suricata o€ LAertovpyia

KOl EKTEAOVLE piot 6e1pd amd Pings and pio dAAN ewovikn unyavn Kali, Ewova 12.
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Jing 192.168.1.1@

PING 192.168.1.1@ (192.168.1.10)

from 192. icmp_
from 2 @: icmp_
from . @: icmp_
from 2 @: icmp_
from 2 B: icmp_
from 2 @: icmp_
from 2 @: icmp_
from B: icmp_
from 2 B: icmp_
from 2 @: icmp_
from 2 @: icmp_
from 2 B: icmp_
from 192. B: icmp_
from 192. @: icmp_
from 192. B: icmp_
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ransmitted, recelive 1C ke K ime 21418ms
‘mdewv i /

Ewoéva 12. Mio oeipa armé pings mpoepyopevae amé Kali Linux

Téhoc, eréyyovpue 1o apyeio fast.log ywo xataypagés, Ewkova 13.

Ewoéva 13. To apysio fast.log pe karaysypoppéva pings mov ektelécops

Epdcov 6ha Aettovpyohv cmotd mpoympdpe oto enopevo IDS mov givar to Zeek.
o Zeek

Ocov agopd oto Zeek, 1 pdvn mpocdikn mov mpaypoTomocoue ivar to mokéto bzard
(Marx, 2017). TIpokerton yio. éva. makéto vAomomuévo omd tov Fernandez Mark kot v kowotnto,
tov Zeek, pe okomd vo Oomuiovpyodvror Kotaypapéc oto notice.log kabe @opd mov Oa
nopatnpeital vromtn dpactnpotra ota SMB logs.

8 https://docs.zeek.org/en/master/logs/smb.html
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Installed "zeek/mitre-attack/bzar" (master)

Loaded "zeek/mitre-attack/bzar"
.t I

Ewova 14. Eykarostdon Tov bzar package

[Tépa amd ovtég TIg MTPoohnkeg dev MPAYUOTOTOMOOUE Koo GAAN oArayn. Emiong, dev
Kévape kdmow mepartépm pvOuion oe apyeio, EKTOG amd TIG AmOPUiTNTEG. XKOTOG OGS NTAV VOl
a&lohoynoovpe v ocvumepipopd Tov IDS pe pvbuicelg 660 mo Kovid otic apykés. Me avtd Tov
TpOTo, Ba Eyovpe emiong TV dSLVATOHTNTO VO OEIOAOYCOVLE KO TOVS KOVOVEG TOV TPOGHEGALLE.

4.2 Aciyua

To detypa tov embBéoewv mov ypnowomomnke ota TAAICI TOV OOKIYU®V TNG OMAMUOTIKNG,
amoptileTon amd 91 pcap apyeia amokAEIGTIKA He KakOBOVAN dikTLOKY Kivinon. £10yo¢ pog stvor n
a&loAOyNo™n va YIVEL LE TPOYHOTIKA TEPLOTATIKGL.

Emumiéov, embBopovpe va alohoynoovue ta 6vo IDSS pe 660 10 duvatov mepiocdtepa £idn
KakOBovAov Aoyiopkod. Emopévmg, kot n emioyn tov pcap apyeiov &ywve pe 10 1010 GKENTIKO.
Emiong, emAélope apyeion katd 10 ypovikd odotnua 2017 — 2022 £to1 dote, agevog vo
TOPUTNPNOOVUE TUXOV OAAOYEG TOL umopel v veiotavior to ddpopa €idn KakOBoviov
AOYIGLIKOV UE TNV TAPOOO TOL YPOVOL, GPETEPOV VO SOVUE TG CLUTEPIPEPOVTAL ToL OVo |DSS
TOG0 LE TPOYEVESTEPES OGO KO LE LETAYEVESTEPEG EKOOGELS TOV AOYICUIKDOV OVTOV.

O yég mpoérevong Tov apyeiov avapépovtal oto [oapdptua l.

4.3 Iepinrwon puciétng

4.3.1 H dwadikacia

‘Exovtag mAéov ta pcap apyeion GLYKEVIPOUEVO Kol TO OmopoitnTo epyorcion eykoTeoTnUEVO
pumopovpe vo Eekvnoovpe Tig dokipég pag. H dwowasio mov akoiovdnbnke mepirapfdvetr ta
&g Prinaro:
[Na k60 éva amd ta pcap apyeio:
1. Avamapdyovpe v KokOBovAn dikTLOKN Kivion pe ypniomn tov epyaieiov tcpreplay,
&yovtag gvepyomompévo uovo o Suricata IDS.
2. Emavoloppdvoupe v avamapoymyr He EVEPYOTOUUEVO GVTH TV POpa novo 1o Zeek
IDS.
3. XZvAloyn tov logfiles mov mapryayoav ta 600 IDSS kot evéeleyn épeuva TOVG e GKOTTO
v €bpeon otoyeinv Kot evdeiemv mapafioong 1 vTapéng KaKOBoVAOV AOYIGUIKOV.
Evdeikeig, 6nmg yo mapdadetypo ta ektedéoipa apyeio (portable executables) and 6mov
Eexivnoe n mapoPioon, to MA. unvOLOTO TOL EGTAANCAY KATO TNV OdpKew piog
malspam exotpateiog (malspam campaign) 1 axdpo Kot TIC KIVAGELS, GTIG OTOiES
TPOYDPNCE TO AOYIGUIKO UETE TNV HOAVLVOT).
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4. XV CLVEKELN, TPOYOPTNCOUE GE KOTAYPOPT Kol GUYKPIOT] TOV ELPNUATOV OVAUEGO
ota 6vo IDSS, ta aroteAéspota TG 0moiog Tapovstdlovtal 6Ty voTnTa 5.

Mo Adyovg mAnpoéTTag TG epyociag, o mapabécovpe eVOESIKTIKA To VPOULOTO HidG €K TOV
nepmtdce®v. Duokd dev Bo NTav duvatdv va coumeptAdfoope OAa ta evpOpaTe omd OAES TIG
emBéoelg eviog g epyaciag, AOy®w tov peydiov peyébovg mov Bo amoktovoe. Qotdc0, €lvan
Srbéorua og KaBe evalapepduevo Tpog peré?.

4.3.2 EvVOeIktTiKN TEPInTmon HEAETHS

To pcap apyeio ue T0 omoio Oa acyoAnBovpue glvan 10 “81.
20210601_Hancitor_with_Cobalt_Strike_and_netping_tool”. TIpoxertar vy pio  mepintowon
malspam mov ocuvvdvaler downloader'® (Hancitor), Remote Access Tool (RAT), «at
amopakpLGpEVN ektédeon apyeiov (portable executable) pe lateral movement. To gvpApata amod
v enifeon aut| Tapovc1dlovTol ToPaKATE.

e Suricata
To mpdto apyeio oto omoio avatpéyovpue sivar to fast.log. Xto apyeio owtd gppaviCovror ta
alerts mov mapdyet o IDS, ywpic avtd vo onuaivel mog alerts speaviCovion navta. Exeiva mov
TNPOLE oTd TO GLYKEKPIUEVO Pcap apyeio elvat:
1. SURICATA HTTP gzip decompression failed

2. SSLBL: Malicious JA3 SSL-Client Fingerprint detected (Dridex!?!)
3. SURICATA HTTP unable to match response to request

omw¢ eaivetol otig Ewkdveg 15 ko 16 mov akoAovBovv.

Ewova 16. Suricata alerts — fast.log pt2

Amd 10 apyeio avtd pmopoe vo SoVpE HETAED GAA®MV TS aviyvedBNKe £vo GLUTIECUEVO
apyeio, avayvopiomke kamoo malware kot va minpogopnbodue vy tic IP drevbdvoeig tov
gumiekopévav hosts. EmumrAéov, amd 1o devtepo alert cvumepaivovpe mog ot kovoveg JA3 tovg
omoiovg mpocBécape, OVImg Aettovpyovv.

To enduevo apyeio, amd 10 omoio Ba mpoomabncovEe Vo avtAcove TAnpoeopieg etvat to
eve.json. Xto apyeio avtd gueavifovior Kotoypagéc vod v popen “event_type”. Ta mpdTa TOL
eléyyovpe givar ta event_type alert. Edd Bpiokovpe mepattépm nAnpoopiec oyetikd pe ta alerts
7oV gupaviotnkayv oto apyeio fast.log mov idape Tponyovuévmg.

9 https://github.com/Manos01/Network-Intrusion-Detection-Systems-N1DS-Comparison.git
10 Avt| 1 kaTnyopion malware ypnowomnoteitat yio vo Loldvel to cotuo petogépoviog dAlo malwares.
11 https://attack.mitre.org/software/S0384/
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"timestamp": "2022-12-08T11:29:58.005155+0200",
"flow_1id": 1449494261879890,
"in_iface": "enp0Os8",
"event_type": "alert",
"src_1ip": "67.222.131.174",
"dest_1ip"
"dest_port":
"proto”: "TCP",
"metadata": {
"flowints": {
"http.anomaly.count”: 1
3
¥,
"community_id": "1:RzecbLFg+lKLZACXbL50zZWSP5N4="",
"tx_id": 1,
"alert”: {
"action": "allowed",
"gid": 1,
"signature_1id": 2221001,
"rev": 1,
"signature": "SURICATA HTTP gzip decompression failed",
"category”: "Generic Protocol Command Decode",
"severity": 3
} »
"http": {
"hostname": "e-learning.iskandariah.perubatan.org”,
"url”: "/swaging.php",
"http_user_agent”: "Mozillaf5.0 (Windows NT 10.0; Win64; x64) ApplelebKi
"http_content_type": "text/html",
"http_refer”: "http://e-learning.iskandariah.perubatan.org/swaging.php",
"http_method": "GET",
"protocol”: "HTTP/1.1",
"status": 200,
"length": 8604188

Ewova 17. event type alert ptl

Ymv Ewoéva 17 PAémovpe TANPOQOpiec GYETIKA TO GLUTIECUEVO OPYELD TOV UETOPEPONKE,
O6mwc hostname kau http_content_type, evd n Ewodvo 18 pag minpogopel yio 10 mowor hosts
EUTAEKOVTOL OTNV LETAOOGT TOL KAKOPBOVAOV AOYIGUIKOV.

1 1277420692342083,

: 906200059,

Ewova 18. event type alert pt2

H Ewova 19 mov axolovdel mapéyel mAinpoopieg oxetikd pe 1o tpito alert. Ewwodtepa, 10
nedio http_content_type avapépeton o€ éva binary apyeio (application/octet-stream).
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1590820160972195,

»

2221010,

Ewova 19. event type alert pt3

Kat 8w tov Adyov 10 aAnbéc, eléyyovtag ta http event type mpoxvmiel to €dpnua ™G
Ewovag 20.

"timestamp": "2022-12-08T11:29:58.236379+0200",
"flow_id": 319849143638538,
"in_iface": "enp@s8",
i : "http",
_ip": "10.6.1.101",
"src_port": 49549,
"dest_ip": "8.211.5.232",
"dest_port": 80,
"proto”: "TCP",
"tx_id": @,
"community_id": "1:0biHIWCQzwPKRRVRG6nhx+wmuUgEk=",
"http": {
"hostname": "kor@leva.ru",
"url": "/3105.bin",
"http_user_agent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64; Trident/7.0; rv:11.0) like Gecko",
"http_content_type": "application/foctet-stream”,
"http_method": "GET",
"protocol”: "HTTP/1.1",
"status": 280,
"length": 879

Ewoéva 20. event type http ptl

To nedio url oty Ewova 20, avtictotyei o binary apyeio kot avtd dactovpddnke kot and
to event_type “fileinfo” (Ewova 21).
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319849143638538,

Ewova 21. event type fileinfo ptl

Eniong aviyvebbnkav, éva exteléoo apyeio javascript (Euova 22)

"timestamp": "2022-12-08T11:29:58.261907+0200",
"flow_id": 1231863974130157,
"in_iface": "enpGs8",
"event_type": "http",
"src_ip": "16.6.1.181",
"src_port": 49552,
"dest ip": "108.62.141.234",
"dest_port": 88,
"proto": "TCP",
"tx_1d": @,
"community_id": "1:WxuILffdykKald2wiz2yWpTouqqOc=",
"http": {
"hostname”: "188.62.141.234",
"url": "/fga.js",
"http_user_agent": "Mozilla/5.8 (Windows NT 6.1; Trident/7.8; rv:11.0) like Gecko"
"http_content_type": "application/octet-stream",

Ewova 22. event type http pt2

10 cvumiecpévo apyeio (Ewova 23)

‘Ikovtag EppavounA, Naveniotripo Awyaiou, T, Mnyx/kwv M.E.Z. 24



2UykpLon twv Zuotnudatwy Aviyveuonc EtoBoAwv Zeek kot Suricata pe xprion kak6BouAng kivnong dtktoou

"timestamp": "2022-12-08T11:29:58.276793+0200",

"flow_id": 2031290531844353,

"in_iface": "enpBs8",

"event_type": "http",

"src_ip": "10.6.1.161",

"src_port": 49553,

"dest_ip": "23.47.50.232",

"dest_port": 860,

"proto": "TCP",

"tx_id": o,

"community id": "1:LPg2bRX31F+95K53FBORXhjgMHB=",

"http": {
"hostname": "ctldl.windowsupdate.com",
"url": "/msdownload/update/v3/static/trustedr/enfauthrootstl.cab?c7ba64d52f9213c5",
"http user_agent": "Microsoft-CryptoAPI/f10.0",
"http_content type": "application/vnd.ms-cab-compressed"”,
"http_method": "GET",
"protocol”: "HTTP/1.1",
"status": 200,
"length": &6e080

Ewova 23. event type http pt3

Kol éva ektedéoipo .exe apyeio (Ewdva 24).

"timestamp": "2022-12-88T11:29:58.283182+06200",
"flow_1id": 319849143638538,
"in_iface": "enpOs8",
"event_ty : "http",
"src_ip": "10.6.1.181",
"src_port": 49549,
"dest_ip": "8.211.5.232",
"dest_port": 80,
"prote™: "TCP",
"tx_id": 2,
"community_id": "1:0biHIwCQzwPkRRvVR6nhx+wmuUgEk=",
"http": {
"hostname": "kor@leva.ru",
"url": "/6haBua.exe",
"http_user_agent "Mozilla/5.0 (Windows NT 6.1; Win64; x64; Trident/7.8; rv:11.0) like Gecko",
"http_content_type": "application/octet-stream”,
"http_method": "GET",
"protocol”: "HTTP/1.1",
"status": 200,
"length": 273422

Ewova 24. event type http pt4

To ovumieopévo apyeio oyetiletoan pe v vanpeoio windows update (Ewova 23). Avtd
umopei va cupPaivet gite wg process injection og kamola diepyacio Tov AETOVPYIKOH GLGTHUATOG,
elte va givol amhdg £va Voo TOL YPNCIUOTOLEITOL (OC TAUGTOTPOSMTIN, ETCL DGTE VO TEPACEL
amapatipNTo 10 KakOBovAo Aoyiopko (oo antivirus kol ypnotn ovtiotoya). Xe kd@Oe
nepintmon, ovtd amnotehel yvootq mpoktiky (Defense Evasion) kot m cuykekpyévn eyypoon
PN el mepartépm depelvnong.
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Kat avtd mov oiyovpa ypnlet mepartépm depgvvnong sivar kot 1 SMB chvdeon mov eaiveton
nopakdto vo el mpoocPoon oe apyeio Registry.pol. Tlpokerror yoo opyeio, ot omoio
amoOnkevovtar pvbuicerc ywoo ta Group Policies, dnladn opyeic oyeTiKd pe SKOOUATO,
npocPaocnc. Avtd Bpickovtar oto Group Policy Template, o omoio pe v ogpd tov prro&eveitan
oto sysvol share directory evoc Domain Controller. Kot avtd emodnfedetar amd to eupripoto g
Ewovocg 25.

: 1851958467353339,

)

: )
: 202310139510825,

Ewova 25. event type fileinfo pt2

To evpnuo avtd pog odnyel va gpevvioovue ta event type smb. Exei Ppiokovupe v
eykadidpuon evog kavaliov emkowaviag pe IPC (Inter-Process Communication'?), 6nmg gaiveton
ko otV Ewcova 26.

: »
: 202310139510821,
i,

Ewova 26. event type smb ptl

12 hitps://attack.mitre.org/techniques/T1559/
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Kat amonepa avayvoong tov apyeiov samr (Security Account Manager Remote Protocol)
(Ewdva 27)

: 1851958467353339,

»

»

E

: ]
: 2023160139510829,
1,

Ewova 27. event type smb pt2

Yty cvvéyela, tpocPaocn oto Shared file tov Domain Controller (Ewova 28)

1 2112551313022435,
: B

»
1 49721,

: 445,

: 2023160139510833,
1,

Ewova 28. event type smb pt3

Kot avalntnon oto interface Tov diktvov Yo oyeTikég TAnpogopie (Ewova 29).
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]

H 3
: 2023101395160833,
-4 ol

Ewova 29. event type smb pt4

‘Emerta, akolovbei amdmepa yo persistence, péowm tov Autorun service (Ewova 30)

¥

: 202310139510833,
i 1,

Ewova 30. event type smb pt5

oVOvdeon oto <share root> (Ewova 31) k1 and exei mpdocPacn (Session Setup)
host: DESKTOP-41SH6EJ kotuser: “elaine.hammil” (Ewova 32).
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3

Ewova 31. event type smb pt6

: 844359139840947,

]

¥

»

: 2023101395106845,
: o,
: {

Ewoéva 32. event type smb pt7

Metd akolovBel amdmepo yioo emkowvovio pe apyeio (WKSSVC), oxetikd pe Service tov
Windows™, 1o omoio givat vebbvvo yio oo pakpuopéveg cuvdioelg pe servers (Ewova 33).
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: 844359139840947,

¥

)

: ’
: 202310139510845,
: 1,

Ewova 33. event type smb pt8

H embuevn xataypagn pag, avikel ota event type krb5 mov apopodv 10 mpmtoK0oAL0
Kerberos, vmevbvovo yio v avbeviikonoinon oaunudtov vanpeoidv. Xty Ewdvo 34
napatnpovue emkowvovia pe to TGS (Ticket Granting Service) tov Kerberos. ITwo cuykekpiuévo
10 “krbtgt” eivar évag mpokabopiouévog hoyaplaoudsg (default account) mov dwbétovv Ol ta
domains evog Active Directory. O polog tov de, givan va Aertovpyel mg KDC (Key Distribution
Center), dnladn v vanpecio Tov SlovENEL TOL KAEOIA Y10 ACQOAT EXTKOVOVICL.

Ewova 34. event type krb5

Emmpdobeta, oty Ewodva 34 moapatnpodpe nog npopavog tpoxerror yio. LDAP server. Ou
GLYKEKPIUEVOL SEIVErs ypnoipomolohvTal yio. v amobfkevon usernames, passwords kot GAAwv
oTolElov TV ¥PNOTAV, J10TL AVTA ¥PNOYWELOLY KATE TV AWBEVTIKOTOINGN TOVG OTAV GTEAVOLV
T0. avaroyo artiuato (Requests). Mg dAla Adyia, to kakdPfovro Aoyiopkd emyepet Credential
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Access (TA0006) kot mBavov System Owner/User Discovery (T1033). A¢ unv Egxvape nog o
Aoyiopkd mov aviyvevdnke givarl to Dridex, to omoio givar évag banking trojan, mov ypnoiuedet
Y10L TNV VITOKAOTI TPOCOTIKAV KOl 31 OIKOVOUIK®Y 0EO0UEV®V.

Avtd peto&h Gy NTav o suprpate Tov avakolvyoue and to. log files tov Suricata. Xtnv
ovvéyeln Oa aoyoAnbovpe pe To avtiotory o Tov TPoékvyay omd to Zeek yia vo avakaidyovue ov
HETOED TOVG GLULPOVOVV 1] OV UITOPOVLE VO OTOKOUIGOVLE KATO10 GTOXELD TAPOUTAVE®.

o Zeek

To Zeek axorovbei éva dAlo oxfuo g Tpog v mapovoiacn tov log files, to onoio éyetl va
KOVEL PE TNV OPYLTEKTOVIKN KOl TOV TPOTO Agrtovpyiag tov. Agv Oa emextabovpe o avtd, aAld
amotelel pio €100TO0 OLPOPA TO YEYOVOS TG Katd kdmowo Tpdmo yw KGbe event_type tov
Suricata, to Zeek mapdyst Eexwpiotd log file. 'H ailidg, 6ia to log files tov Zeek sivan
EVOMUOTOUEVO GE £VOL EVE.JSON oTo Suricata yopiopéva avd event_type.

Yty mepintwon tov Zeek to mpmdTo apyeio oto omoio avorpéyovue givar to notice.log ko
givon avtiotoyo pe to fast.log tov Suricata. AnAadn €dd epgpaviCovror To alerts wov mapdyst 10
IDS. Exeiva mov mpoékvyay omd 1o cuykekpuévo peap oapyeio eivar (Ewoveg 35 — 36):

1. SSL certificate wvalidation failed with (unable to get local
issuer certificate)
2. SSL certificate wvalidation failed with (certificate has

expired)

1 1670492117.166249,

+ 49699,

: 443,

Ewoéva 35. notice.log ptl

13 https://attack.mitre.org/
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+ 1670492117.166249,

1 49704,

443,

Ewoéva 36. notice.log pt2

[Mapatnpodue mwg ta alerts tov Zeek emkevipdvovtar oe Anyuévo Kot pn £ykopa
TOTOMOMTIKA. X& TOAAEG TepmTdoelg ol emrtifépevor ayopalovv kaum kAéPovv SSL/TLS
TGTOTOMTIKE, TO OO0, Ko PHETEMELTA. YpN\oIomoovy ot embéoelg (T1588.00414).

[Mpoywpovtag oto http.log mapatnpodue mmg aviyvevdnkav OAa ekeivo Ta apyeioc. mTOL
avakdAvye kat to Suricata (mapd 1o yeyovog Tmg HOVO T TIGTOMOWTIKA supaviotnkay mg alerts).
Yvvendg Eekvape pe to binary file and tov host, mov cdupwva pe v KatdAnén eépetat va givat
and Pocio (Ewova 37).

"ts": 1670492117.582169,

"uid": "C4iYzi3ImmmSS5sDeolj",

"id.orig h": "1©.6.1.101",

"id.orig_p": 49549,

"id.resp_h": "8.211.5.232",

"id.resp_p": 80,

"trans_depth": 1,

"method": "GET",

"host": "kor@leva.ru",

"uri": "/3165.bin",

"version™: "1.1%,

"user_agent”: "Mozilla/5.0 (Windows NT 6.1;

"request body len": O,

"response_body len": 879,

"status_ code": 200,

"status msg": "O0OK",

"tags": [1],

"resp_fulds": [
"FBLZ35F3BJe3EzdJ9"

Ewoéva 37. http.log ptl

YvveyiCoupe pe to javascript file (Ewova 38)

14 https://attack.mitre.org/techniques/T1588/004/
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{

"ts": 1670492117.615417,

"uid": "CR9Z2v1h6d7I4Yv4u8",

"id.orig_h": "10.6.1.101",

"id.orig_p 9560,

"id.resp_h": "108.62.141.234",

"id.resp_p 0,

"trans_depth": 1,

"method": "GET",

"host": "108.62.141.234",

"urit: " js",

"versio 1",

"user_agen "Mozilla/5.0 (Windows NT 6.1; Trident/7.8; rv:11.0) like Gecko",

"request_body len": 0,

"response_body_len": 48,

"status_code": 200,

"status_msg": "OK",

"tags": [],

"resp_fuids": [
"FxPHeI3jdbAJyibLi6"

]

)
Ewova 38. http.log pt2

akoAovBei to ovumespévo apyeio (Ewova 39)

{
"ts": 1670492117.594403,

"uid": "Cvzb4g3TleL5sFN1O01",
"id.orig h": "16.6.1.161",
"{d.orig_p": 49553,
"id.resp h": "23.47.50.232",
"{d.resp p": 80,
"trans depth": 1,
"method": "GET",
"host": "ctldl.windowsundate.con",
"url": "/msdownload/update/v3/static/trustedr/en/authrootstl.cab?c7ba64d52f9213c5",
"version": "1.1",
"user_agent": "Microsoft-CryptoAPI/16.0",
"request_body len": 0,
"response_body len": 60080,
"status code": 200,
"status_msg": "OK",
"tags": [],
"resp_fuids": [
"FRCurm1rRgtMDOT13"
1,
"resp_mime types": [
"application/vnd.ns-cab-compressed"

]

}

Ewova 39. http.log pt3

Kot to .exe exteAéoyo (Ewdva 40)
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{

"ts": 1670492117.582627,
"uid": "C4iYzi3mmmS5sDeo0j",
"{d.orig_h": "10.6.1.101",
"id.orig_p": 49549,
"id.resp_h": "8.211.5.232",
"id.resp_p": 80,
"trans_depth": 3,

: "GET",

kor@leva

. ’
"user_agent": "Mozilla/5.8 (Windows NT 6.1; Win64; x64; Trident/7.8; rv:11.8) like Gecke",
"request_body len": @,
"response_body len": 273422,
"status_code": 200,
"status_msg": "OK",

"tags": [1,

"resp_fuids": [
"FeimZj30uheIvolpC6”

]J

"resp_mime_types": [
"application/x-dosexec”

]

}
Ewova 40. http.log pt4

Yty ovvéyxewn to Zeek dapopomoteitan Aydkt. H vmopén tov pe.log vrmodnidver tnv
aviyvevon evog portable executable apysiov (Ewova 41)

1670492117.5909609,

Ewova 41. pe.log

YvveyiCovtac v épevva pe to smb_files.log mapoatnpodpe o idia evppoto pe to Suricata.
Amndnepa tpdocPacnc oto Registry.pol (Euwova 42)
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1 1670492117.114628,

)

: 49679,

i 445,

2802,
t 1620336404.574736,
i 1620336404.574736,
¢ 1620336404.574736,
t 1620336404.5901654

Ewova 42. smb_files.log ptl

kot TpdoPacn otov Shared file tov domain controller (Ewova 43)

: 1670492117.317292,

49721,

445,

b |

1620685028.1571152,

1620685028.1571152,
1620337906.7978642,
1620685028.1571152

Ewova 43. smb_files.log pt2

To emduevo apyeio mpog épevva givar To sSmb_mapping.log. Ed®d £yovue v mpdécPacn oto
IPC (Ewcova. 44)

: 1670492117.099775,

Ewoéva 44. smb_mapping.log ptl

kobm¢ kot otov Shared file tov domain controller (Ewova 45)

‘Ikovtag EppavounA, Naveniotripo Awyaiou, T, Mnyx/kwv M.E.Z.



2UykpLon twv Zuotnudatwy Aviyveuonc EtoBoAwv Zeek kot Suricata pe xprion kak6BouAng kivnong dtktoou

: 1670492117.189904,

: 49721,

: 445,

Ewova 45. smb_mapping.log pt2

Yepad £xer to apyeio dee_rpc.log (Distributed Computing Environment / Remote Procedure
Call), oto omoio avakaAOTTOVUE EVOPEPOVGEC TANPOQOPIEG MOV Ogv Elxe OVIXVELGEL
nponyovuévmg to Suricata. 'Etotl mopatnpodue Kotoypagy mov avaeipsl avbeviikomoinon pe 1o
netlogon service (Ewova 46). To netlogon eivaw éva Local Security Authority service, to onoio
avBevTiKomolel Tovg ypnoteg viodg Tov domain.

: 1670492117 .089883,

: 49672,

. s

: 49671,

: 5.1021575927734375e-05,
H »

k]

Ewova 46. dce_rpc.log ptl

‘Enerta, avalntd nAnpogopiec vy tov domain. Towg kdamowo scripts tov netlogon ta omoia
YPNOLOTOOVY 01 ¥PNOTES Yol TV awbevTIKOTOINGoN TOVC.
: 1670492117.090182,

: 49672,

: 49671,
: 5.2928924560546875e-05,

k]

Ewoéva 47. dce_rpc.log pt2

Mio dAAN katoypoen avagépetat oto drsuapi (Ewova 48). TTpdxerton yioo API g Microsoft,
10 omoio vAomotei To Tpwtokolho MS-DRSR (Microsoft Directory Replication Service Remote
Protocol). Ta va vadpyel cvvéneia oty TAnpogopia petaé&d tov Domain Controllers, npénet ta
avtikeipevo tov Active Directory va ovamapdyovtor e 6Aovg tovg Domain Controllers. To
TPoavVaPEPHEV TPMTOHKOALO APOPE LT TNV Ol0dIKAGTAL.
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: 1670492117.097469,

49677,

Ewova 48. dce_rpc.log pt3

Yvveyilovtac, oto 010 apyeio mopatnpovue pic cvvdeon oto Security Account Manager
(SAM), éva onueio 6mov amodnkevovton usernames kot passwords (Ewova 49).

1670492117.185499,

49679,

¥

: 445,
: 06.00011396408081054688,

L]

1670492117.185699,

49679,

L]

445,
: B.296966552734375e-05,

]

1670492117 .185839,

49679,

445,
6.103515625e-05,

1670492117 .185964,

49679,
»
: 445,
: 7.390975952148438e-05,
H k]

Ewova 49. dce_rpc.log pt4
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2V Topandve Kovo tépa and v chvdeon eaivetal pia avalntnon yi tov aplfud tov
domains otov server, émeita piocn GAAN avalimon Yo ocvykekpiuévo domain kot amdmepa
avayvoong apyeiov ywo cuykekpipuévo domain. Axkodovbel avalitmon g MoTtog TV OVOUaT®Ov
7oV cvumepropfdavovtal otov domain, avayvoon apyeiov GLYKEKPIUEVOL ¥pHoTN Kot ovalnTnon
Y TANpoPopieg mov tov agopovv (Ewova 50)

: 1670492117.186274,

: 49679,
: -
: 445,
: 6.29425048828125e-05,

H ¥

¥

: 1670492117.186392,

: 49679,
: s
: 445,
5.3882598876953125e-05,
H ¥

¥

: 1670492117.186516,

: 49679,

- ¥

: 445,

5.2928924568546875e-05,
H ¥

¥

: 1670492117.186629,

: 49679,
: s
: 445,
5.1975250244140625e-05,
H ¥

k]

Ewoéva 50. dce_rpc.log pt5

Y10 apyeio kerberos.log Bpickovpe evdeitelg ya npocPaor otov LDAP server (Ewova 51)
Kot oto Kerberos service (Ewova 52), 6poteg pe ekeives tov Suricata.
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: 1670492117.091938,

: true,
: 2136422885,
: true,
: true

Ewova 51. kerberos.log ptl

: true,
2136422885,

: true,
: true

Ewova 52. kerberos.log pt2

Téhoc, oto ntim.log, Bpickovue Tic TANpoPopieg yio. Ta. username kou hostname (Ewova 53)

1670492117.938756,

: 50406,

HEE &

Ewoéva 53. ntim.log

Avtd ftav o Kupdtepa amd To gvpHpata mov Tpoékvyav amd to log files twv dvo IDS.
AVt OV TOPATNPNCALE GE YEVIKESG YPAUUES lvar To¢ To Suricata vreptepei Evavtt Tov Zeek mg
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npog ta alerts, £yoviog KoAOTEPO AMOTELEG AT, MOTOGO EPELVAOVTAS TIG KATAYPUPEG TV APYEIDV
elpaotav o Béom vo amokoicovie TePlocdTEPES TANPOPOpies and T0 Zeek, oe oyéon e exeiveg
and to Suricata, TovAd(IGTOV OGOV APOPA TIG EVEPYELES TOV KAKOPOLAOL AOYIGHIKOD UETE TNV
HLOALVGT TOV GLGTNULATOG.

2y evotto ovT aoyoAntnkope pe v pebodoroyio mov akolovdnOnke yuo TV ekmdvnon
™G epyoaciog. EEKWWNOOUE UE TNV TOPOVCINCT) TNG VTOSOUNG KOl GUVEXICOUE OVAPEPOVTOG
TANPOPOpPieg Yoo To delypa, OT®G TIC TNYES KOl TOVG AOYOLG oV eMAEEANE TA apyeiol TOV TO
araptiCovv. Emerta acyoinOnxoape pe plo mepimtroorn peAémng, emidéyoviag pio ek toV
emBécemv mov meplhapufdvovtal ota pcap apyeio kot tapabEcape to. KUPLOTEPO ELPNUOTO TOV
avtiyoape omd ta log files kot povo. L1oxo¢ poc rav apevog va deiovpe v pebodoroyia mov
aKoAovONGapE Yoo TNV GLALOYN TV evoeitewv mapaPiaons, QPETEPOV VA VIOYPUUUIGOVUE TO
yeyovog mwg vy v e€aymyn ovumepacpdtov o pion emifeon oamatteiton 0 GLVOLOGUOG
TANPOPOPIOY Kot otoyeinv omd dweopetikd log files kot 6yt poéovo. Me owtd tov TpoOTTO
KOTOA|YOVUE VO OMOVINCOVUE GE EPMTNCES ONMWG TO TOG EUTAEKETOL GTO TEPICTOTIKO
aoQAAELNG, TL GLVEPRT, TOTE GLVEPT, Yiati cLVEPN, TG GVVEPN Ko TOV;

Ymv enduevn evotnta Ba yivel Topovcioon TOV ATOTEAECUATOV OTMG TPOEKLYAY AO TO
oUVOAO TOV eMBECEDV.
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Anoteiéouata kol avdioon

Yvveyilovpe 6TV EVOTNTO LTI, LE TNV TOPOVGINCT] TOV AMOTEAECUATMV TOV TPOEKLY AV e Pdon
v pebodoroyio mov meprypdyape Topandve. Ao TPENEL VoL GCNUEIMGOVUE TWG TPOKELTOL Yol pio
TOLOTIKY HEAETN GVYKpPIoNg avauesa ota dvo IDS. Qg ek 100TOV, 6T0 TAMIGIO AVTO JAKPIVOVUE
TPELG LITO-EVOTNTEC.

5.1 Xdykpion wc mpog to ninbog twv alerts

H npdtn amod 115 Tpelc vmo-evotnTeG 0GYoAEITOL PE TNV amoTEAESHOTIKOTNTO TV 0V0 IDS wg mpog
ta alerts. 'Eva IDS eivon ypriocwo, otav givar e 0éon va aviyvedel Kol vo, TPOEOTOLEL yio
KOKOPOVAEG OPOUCTNPLOTNTEG, YWOPIG PUOIKA VO VTOTIWOVUE TNV oo TG KOTOypoeng TV
ovpPavtov. Emmiéov, kpiveton okOmo va ava@épovpe mmg Ogv AaUPavovpe Loy v
axkpifela tov IDSS, dnAadn to katd TOco eivon axpiPn Ta aroteléopata Kot av Exovpe Yevdms-
Alnbelc meputtdoelg oamotedeocpatwv. Epyootmikope kavovtog TV mopadoyr oG  TO
OTOTEAECUOTOL TTOV TTPOEKLYOV £Vl £YKVPOL.

Kdtt dAho mov Ba mpémet va opicovpe €lval TNV «OMOTEAEGUATIKOTNTOY. Oempove AoV,
Yo TNV &v AOym epyooia, tog to péyebog e anotelecpatikdtntag Taipvel Tic Tiuég low, medium
kot high, obpemva pe tov mivaka mov akolovbei.

Alerts 10Cs ‘ Effectiveness

No No Low
No Yes Medium
Yes No Medium
Yes Yes High

Mivakag 5. H amoteleocpatikdétnTo 010g 0pileTor ota whaicia TG epyaciog

Me aiha Aoy, Bswpodue mmg 6tav to IDS mopdyer alerts ywo pio enifeon ko emumiéov
Bpiokovpe evdeitelg mapafiaong (lIoCs — Indicators of Compromise) ota log files, tote €xel
VYN omotelEcHATIKOTNTA. TNV 0vTifen Tepintmon mov dev Eyovpe alerts kai dev vapyovv
10Cs, t6te 10 IDS eppaviCer younAn omoTeAECUATIKOTNTO. L& OTOWONTOTE ALY TEPIMT®ON, M
OMOTEAEGLOTIKOTNTA TOV €ivorl PETPLO. AKOUO KOL 6TV TEPITTO®OT OV Tpokvyet alert, ahdd dev
elpoote oe Béon va Ppovpe 10Cs, Bewpovpe péTplo TV amoTEAEGUATIKOTNTO Yot kot To alert
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etvan éva €i6o¢ évoetne (10C) amd povo tov. Ta epOTAHATO TOV KOAEITOL VO OTOVTIGEL VTN 1
VIO-eVOTNTA EIVOL «OE TTOIEG KOl 6€ TOoES and TiS embéoelg epeavioe alerts to kabe IDS;», «oe
moleg kot o€ Tooeg and Tic embéoelg eiyape 10Cs and 10 kébe IDS;», «oe mdoec embéoelg ta dvo
IDS mapovcidlovv anoterespatikotnto High/Medium/Low;»

Hexkwvape Aowmdv pe tov mivako mov gupoavilel mv amoteleopatikdtnta tov dvo IDS oto
obvolo ToV embécemvy, dNAodn o€ motec omod Ti embéoeig nnpape alerts kot o moieg 10Cs.

Peap Name Alerts loCs Effectiveness

Suricata Zeek Suricata Zeek Suricata Zeek

1. 20161215 ccnotice.net_malspam_traffic L L Medium | Medium

2. 20161216_Locky_malspam_traffic_example Low Lowr

3. 20161222 Cerber_from_malspam_traffic Medium | Medium

4,20161226_pseudoDarkleech_Rig_V_sends_Cerber_ransomwar

e

5. 20161228 _1st_run_Sundown_EK_sends_Chthonic

Medium | Medium

Medium | Medium
Medium

6.20161230_Sundown_EK_1st_run_sends_Terdot.A_Zloader

7. 20170201_Hancitor_Pony_malspam_traffic
8. 20170202_Cerber_from_adibas.top

9,20170215_EITest_HoeflerText_Chrome_popup_traffic 1 of 6

10.20170215_EITest_HoeflerText_Chrome_popup_traffic_2_of 6

11, 20170221 Hancitor_malspam_traffic

12. 20170221_ZeusPandaBanker_malspam_traffic

13. 20170302_Nebula_EK_1st_run

14, 20170302_Nebula_EK_2nd_run

15. 20170302_MNebula_EK_3rd_run

16. 20170313 _Kovter_Locky_malspam_traffic

17. 20170314 Kovter_malspam_traffic

18. 20170315_ElTest_Rig_EK_sends_Revenge_ransomware
19, 20170330_Dridex_confirmation_letter_Dridex_traffic
20. 20170405_Terror_EK_sends_Andromeda_1st_run

21, 20170405_Terror_EK_sends_Andromeda_2nd_run

22, 20170421_Locky_malspam_traffic

23, 20170429_CVE_2017_0199_attempt_from_horsezangd
24, 20170516_laff_ransomware_malspam_traffic
25.20170518_WannaCry_ransomware_using_EnternalBlue_expl
oit

26. 20170601_ZeusPandaBanker_malspam_traffic

27. 20170612 _Loki_Bot_malspam_traffic

28. 20170612_Trickbot_malspam_traffic

29, 20170612 _Ursnif_malspam_traffic

30. 20170710_Kovter_Memucod _malspam_traffic

31. 20170724 _Trickbot_malspam_traffic

32. 20170726_Emotet_malspam_traffic

33. 20170803_Hancitor_malspam_traffic
34.20170812_Trickbot_infection_from_carriereiserphotography.c
om

35. 20170812 _Trickbot_infection_from_carriereiter.com.exe
36. 20170828 Phobos_campaign_Rig_EK_sends_Bunitu

37. 20171010_Emotet_malspam_traffic

R N I N N N N N ) I O ) S I

%,

bt

R N N N O I O O N I O O I S I Y

I Y

38.20171017_post_infection_traffic_from_Terror_EK_payload

‘Ikovtag EppavounA, MNavemotipio Awyaiou, TU. Mny/kwv MN.E.Z. 42



2UykpLon twv Zuotnudatwy Aviyveuonc EtoBoAwv Zeek kot Suricata pe xprion kak6BouAng kivnong dtktoou

39. 20171017 _Terror_EK_example

40. 20171018 _Locky_Bot_traffic

41. 20171031_Necurs_Botnet_malspam_pushing_Locky

42, 20171102_Smoke_Loader_traffic

43. 20171129 Emotet_malspam_1st_run

44, 20171204 _Dridex_malspam_trafic

45. 20171220 smb_at_schedule
46.20171220_smb_metasploit_psexec_pth_download_meterpret
er

47. 20171220_smb_mimikatz_copy

48. 20171220 _smb_mimikatz_copy_to_host

49, 20171220 smb_net_user

50. 20171220 smb_psexec_add_user

51. 20171220 _smb_psexec_mimikatz_ticket_dump

52. 20171222_malspam_pushing_RemcosRAT

53. 20180102_fake_Flash_player_installs_coinminer_malware

54, 20180104 _PCRat_ghOst_traffic
55. 20180104 _PCRat_ghOst_traffic_pcap

56. 20180109 Emotet_and_Zeus_Panda_Banker_traffic

57.20180111 Rig EK_sends_Smoke_Loader_and_Monero_coin_
miner

58.20180717_Necurs_Botnet_pushing_Flawed_Ammyy_traffic

59.20180821_MNeutrino_infection_traffic_from_password_protect
ed_Word_doc

60.20181008 Trickbot_sat75_infection_with_powershell_empire
_traffic

61. 20181019 _malspam_pushing_MNymaim_infection_traffic

62. 20181210_Imminent_Monitor_RAT_infection

63. 20181227 _shade_malspam_infection

64. 20190104_Nanocore_RAT _infection_traffic

65. 20190207 _cred_stealer_via_FTP_traffic

66. 20190306_Flawed_Ammyy_traffic

67. 20190522_Rig_EK_sends_Gandcrab_ransomware
68. 20190802_Lord_EK_sends_Eris_Ransomware

69. 20190812_Rig_EK_sends_MedusaHTTP_malware

70. 20190904 _Ursnif_infection_with_Trickbot
71. 20190913 WSHRAT _infection_traffic
72. 20200115_RevengeRAT_infection_traffic

N N I N I N N
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73. 20200226_Trickbot_spreads_from_infected_client_to_DC

74a. 20200414_Guloader_for_MNetWire_RAT_two_pcaps

74b. 20200414 Guloader_for_MNetWire_RAT_two_pcaps

75. 20200701_pitty_tiger_1hr

76. 20200701_Valak_infection_with_lcedID

77.20201229 Emotet_infection_with_Trickbot_and_spambot_ac
tivity

78. 20210105_PurpleFox_EK_and_post_infection_traffic

SN A [ s ss] s s
SN A [ s ss] s s

79. 20210223 _lateral_backup_c2_1hr

80.20210513 Hancitor_traffic_with_Ficker_Stealer_and_Cobalt_
Strike

bt
bt

81. 20210601_Hancitor_with_Cobalt_Stike_and_netping_tool

82. 20210715_TA551_Trickbot_infection_with_Cobalt_Strike

83. 20220101_thru_03_server_activity_with_logdj_attempts

T N I N

eternalblue_success_unpatched_win7

B5. LM_psexec_smb_dcerpc_epm_svoctl

B6. LM_smbexec_smb_dcerpc_svoctl_epm

B7. mmcexec

88. 20211215_thru_20_server_activity_with_log4dj_attempts

89. usecased_spearphishing_EKC2_lateral_move

b O I N I S I O I Y N I O O O I 8

. 20220722 _lcediD_with_DarkVNC_and_Cobalt_Strike

Mivaxog 6. H amoteheopatikomra TV Vo 1DS oto 6hvoro Tov emBicemv

Ta dwypdupota mov akoAovHovV OTTIKOTOOVV TOV TOPATAVE® VUK KOl TPOGPEPOLY Liial
eIKOVA Y10 TNV GLUTEPLPOPA T®V dv0 IDS.

EFFECTIVENESS

M Suricata ' Zeek

G 82,42 80,22

Ewoéva 54. To 0606716 TV embiccmv 611G omoicg sppavicay alerts f)/kor 10Cs

‘Ikovtag EppavounA, MNavemotipio Awyaiou, TU. Mny/kwv MN.E.Z. 44



2UykpLon twv Zuotnudatwy Aviyveuonc EtoBoAwv Zeek kot Suricata pe xprion kak6BouAng kivnong dtktoou

1o ypapnua g Ewovag 54 Aémovpe nog to Suricata veptepel 6Ty cuyvoTITa EUPAVIONG
tov alerts pe mocootd 50.55%, évavtt 41.76% tov Zeek. Evod oto 0épa towv 10Cs ta dvo IDS
Bpiokovtar moAD xovtd, 82% wor 80% avtictoyo. Avtd axpdc TO  YOPOUKTNPLOTIKA
CUUTEPAVOLE KO KATA TNV TEPIMTOON HEAETNG 6TV evotnTa 4.3.

To endpevo ypapnua (Ewdva 55) givar exeivo mov avtikatontpilel TNV amoTEAEGUATIKOTNTO
pe TV KMpoKo tov Tpltov Badpidwy.

EFFECTIVENESS

m Suricata = Zeek

50,55
4066
17531868 . l :

Low % Medium % High %

l

el

Ewoéva 55. H amotehespoTikotnta TV §v0 IDS sdppova pe tny khipake Low — Medium — High

Edd eivar pavepd mmg ta dvo IDS — e€apovuévng e Pabuidag “Low” — gupaviCovv pia
dapopd ¢ tééewec ov 9 — 10% oty anotelecpatikdtntd Tovg. Tnv otyun mov to Suricata
Topovctdlel VYN amoteleopoTkOTNTO 670 50% TV EMBécEwY, T0 Zeek £xsl v 1610 6t0 40%
TV emBécewv. To aviioTpopo mapatnpovuE Yo TIG TEPMTM®OELS OTov T 0vo IDSS gppavifovv
uétplo. anddoon. Téooepig otig déka Popéc 10 Zeek eiye pétpuo amddoon, evd to Suricata
eLPavile TPELS OTIC OEKA POPEG.

5.2 X¥ykpion wc mpog tov timo twy alerts

H vno-gvoétta ovt épyxetor va omovincel o epotnuata OTwe, «ti alerts eppdavice 1o kdbe
IDS;», «omdpyovv KAmolo TOV EUEAVIGTIKOY TEPIGGATEPES A0 Lid POPES KOL OV VO TOGES;».

Ytov mivaka mov axkolovbel mapovsidlovior povo ot embéoelg, oTIg omoieg eiyope MV
gpeavion kamotov alert, kabmg eniong ko Tt alerts Tpoékvyav kot amd ta dvo IDSs.
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SURICATA STREAM excessive retransmissions

7. 20170201_Handtor_Pony_malspam_traffic
SURICATA Applayer Detect protocol only one direction

551 certificate validation fadled with [self signed certificate)

9.20170215_EITest_HoeflerText_chrome_popup_traffic_1_

of & ESURICATA HTTP Reguest abnormal Content-Enceding header

10.20170215_EITest_HoeflerText_chrome_popup_traffic_2

of & ESURICATA HTTP Reguest abnormal Content-Enceding header

12, 20170221_FeusPandaBanker_malspam_traffic

551 certificate validation falled with [unable to get local issuer certificate)

13, 20170302_Nebula_EK_1st_run SURICATA HTTP invalid response chunk len

SURICATA HTTP invalid response chunk len

15, 20170302_Nebula EX_3rd_run
SURICATA HTTP gzip decompression faled

5SLBL: Malicious JA3 S5L-Client Fingerprint detected [Tofsee)

16, 20170313 _Kovter_Locky_malspam_traffic SURICATA Applayer Detect protocol only one direction

SURICATA HTTP Request line incomplete

551 gertificate validation falled with [unable to get local issuer certificate)

SURICATA HTTP unzable to match response to request

5L certificate validation fadled with [self signed certificate)

17. 20170314 Kovter_malspam_traffic SURICATA Applayer Detect protocol only one direction

SURICATA HTTP Request fine incomplate

551 certificate validation faled with (cerfificate has expired)

SURICATA HTTP Request abnormal Content-Encoding header

18, 20170315_EITest_Riz_EK_sends_REVENZe_ransomware SURICATA HTTP gzip decompression faled

SURICATA HTTP invalid response chunk len

19, 20170330_Dridex_confirmation_letter_Dridex_traffic S5LBL: Malidous JA3 55L-Client Fingerprint detected [Tofsee)

551 certificate validation faded with [self signed certificate)

551 certificate validation fadled with [unable to zet local issuer certificate)

24, 20170516_Jaff_ransomware_malspam_traffic SURICATA HTTP invalid response chunk len

- SURICATA ICMPwE invalid checksum
25,20170518_WannaCry_ransomware_using_EnternalBlue

_exploit

ET EXPFLOIT ETERMALBLUE Exploit MZ M517-010 / Attempted
inistrator Privilege Gain

26, 20170601_ZeusPandaBanker_malspam_traffic S5L8L: Malidous JA3 s5L-Client Fingerprint detected [Tofsee)

551 certificate validation fadled with [unable to zet local issuer certificate)

S51 certificate validation faded with (self sizned certificate)

SURICATA HTTP Request line incomplete

551 certificate validation fadled with [unable to zet local issuer certificate)

30, 20170710_Kovter_Nemucod_malspam_traffic SURICATA Applayer Detect protocol only one direction

551 certificate validation fadled with [self signed certificate)

SURICATA HTTP METHOD terminated by non-compliant character

551 certificate validation faled with (cerfificate has expired)

31. 20170724_Trickbot_malspam_traffic

551 certificate validation faded with [self signed certificate)

55LBL: Malidous 143 s51-Clent Fingerprint detected

33. 20170803 _Handitor, m_traffic
| _mialspam_| f e

551 certificate validation fadled with [unable to get local issuer certificate)
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3420170812 _Trickbot_infection_from_carriereiserphotogr
aphy.com

35.
20170E812_Trickbot_infection_from_carrierester.com.exe

37. 20171010_Emotet_malspam_traffic

3B.20171017_post_infection_traffic_from_Terror_EK_paylo
ad

42, 20171102 _Smoke_Loader_traffic

43, 20171129 _Emotet_malspam_1st_run

44, 20171204 _Dridex_malspam_trafic

46.20171220_smb_metasploit_psexec_pth_download_mete
rpreter

50, 20071220_smb_psexec_add_user

52, 20171222_malspam_pushing_RemcosRAT

53,
20180102 _fake_Flash_player_installs_coinminer_mahware

56, 20180109_Emotet_and Zeus Panda_Banker_traffic

57.20180111_Riz_EK_sends Smoke_Loader_and_Monero_
Coin_miner

59,20180821_Neutring_infection_traffic_from_password_p
rotected Word_doc

551 certificate validation falled with (certificate has expired)

551 certificate validstion failed with (seff signed certificate]

551BL: Malidious JA3 S5L-Client Fingerprint detected
(Ransomware]

SURICATA HTTP invalid response chunk len

SURICATA Applayer Detect protocol only one direction

551 certificate validation fadled with [certificate has expired)

SURICATA SMTP invalid reply

ET POLICY Outbound nultiple Non-SMTP Server Emails / Misc
activity

SURICATA STREAM FINL FIN with wrong seq

SURICATA TLS invalid record)traffic

551 certificate validation falled with [unable to get bocal issuer certificate]

S5LBL: Maliious 143 S51-Chient Fingerprint detected (Tofsee)

551 certificate validation fadled with [certificate has expired)

S5LBL: Maliious 143 S51-Chient Fingerprint detected (Tofsee)

551 certificate validation falled with [unable to get bocal issuer certificate]

SURICATA HTTP invalid response chunk len

SURICATA HTTP invalid response chunk len

551 certificate validation failed with (self sizned certificate)

SURICATA 5MB malformed response data

SURICATA 1Pv4 invalid checksum

S5LBL: Maliious 143 S51-Chient Fingerprint detected (Tofsee)

551 certificate validation falled with [unable to get bocal issuer certificate]

SSLBL: Malicious JA3 S51-Chient Fingerprint detected [Tofsee]

551 certificate validation faded with (certificate has expired)

SURICATA HTTP invalid response chunk len

551 certificate validstion failed with (seff signed certificate]

S5LBL: Maliious 143 S51-Chient Fingerprint detected (Tofsee)

551 certificate validation falled with [unable to get bocal issuer certificate]

SSLBL: Malicious JA3 S51-Client Fingerprint detected [Tofsee]

551 certificate validation failed with (unable to zet local issuer certificate]

551 certificate validation falled with (certificate has expired)

SURICATA STREAM ESTABLISHED invalid ack

SURICATA STREAM Packet with invalid ack

SURICATA STREAM FIN invalid ack

SURICATA STREAM ESTABLISHED packet out of window

SURICATA STREAM FIN out of window

‘Ikovtag EppavounA, MNavemotipio Awyaiou, TU. Mny/kwv MN.E.Z.

47



2UykpLon twv Zuotnudatwy Aviyveuonc EtoBoAwv Zeek kot Suricata pe xprion kak6BouAng kivnong dtktoou

60.20181008_Trickbot_sat75_infection_with_powershell
_empire_traffic

551 certificate validation failed with (self signed certificate) I

62, 20181210_Imminent_Monitor_RAT_infection SSLBL: Malicious JA3 SSL-Client Fingerprint detected (Tofsee)

BSL certificate validation failed with (unable to get local issuer cﬂﬁl’matel

SSLBL: Malicious JA3 55L-Client Fingerprint detected
R Troldesh)

63. 20181227 _shade_malspam_infection ET POLICY TLS possible TOR S5L traffic / Misc activity

BSL certificate validation failed with (unable to get local issuer cu‘l'rﬁcaml

ET POLICY Cleartext WordPress Login / Potential Corporate
Privacy Violation

S5L certificate validation failed with (certificate has expired)

66. 20190306_Flawed_Ammyy_traffic SURICATA STREAM bad window update

67.20190522_Rig_EK_sends_Gandcrab_ransomware SSLBL: Malicious JA3 SSL-Client Fingerprint detected (Tofsee)

Fl certificate validation failed with {unable to get local issuer cen'rﬁcate'

68. 20190802_Lord_EK_sends_Eris_Ransomware SSLBL: Malicious JA3 SSL-Client Fingerprint detected (Tofsee)

LSL certificate validation failed with {unable to get local issuer cen'rﬁca‘hel

SSLBL: Malicious JA3 SSL-Client Fingerprint detected (Tofsee)

551 certificate validation failed with (self signed certificate)

70. 20190904_Ursnif_infection_with_Trickbot
SSLBL: Malicious JA3 SSL-Client Fingerprint detected (Adware

BSL certificate validation failed with (unable to get local issuer cﬂ'ﬁﬁcaﬁel

S5L certificate validation failed with (certificate has expired)

71.20190913_WSHRAT _infection_traffic SURICATA Applayer Detect protocol only one direction

72.20200115_RevengeRAT_infection_traffic SSLBL: Malicious JA3 SSL-Client Fingerprint detected (Tofsee)

BSL certificate validation failed with (unable to get local issuer ca'l'rl'lcamel

SSLBL: Malicious JA3 SSL-Client Fingerprint detected (Tofsee)
73.

551 certificate validation failed with (self signed certificate) I

20200226_Trickbot_spreads_from_infected_client_to_D

C SURICATA STREAM Last ACK with wrong seq

551 certificate validation failed with {certificate has expired)

BSL certificate validation failed with (unable to get local issuer cﬂftﬁcaﬁel

74a. 20200414_Guloader_for_NetWire_RAT_two_pcaps

55L certificate validation failed with (certificate has expired)

74b. 20200414_Guloader_for_NetWire_RAT_two_pcaps

SSL certificate validation failed with (certificate has expired)

SURICATA IPv4 invalid checksum

BSL certificate validation failed with (unable to get local issuer cen'rﬁcatel

75. 20200701 _pitty_tiger_1hr

SURICATA UDPv4 invalid checksum

SSL certificate validation failed with (certificate has expired)

76. 20200701 _Valak_infection_with_lcediD

551 certificate validation failed with (self signed certificate)

SURICATA

both

Appiay P =

551 certificate validation failed with (self signed certificate)

I55LBL: Malicious JA3 55L-Client Fingerprint detected {Tr'lckl!mI‘

SURICATA Applayer Detect protocol only one direction

LSL certificate validation failed with (unable to get local issuer certificate!

77.20201229_Emotet_infection_with_Trickbot_and_spa

mbot_activity SURICATA SMTP invalid reply

SURICATA SMTP tls rejected

SURICATA SMTP data command rejected

551 certificate validation failed with (certificate has expired)

ET POLICY Outbound Multiple Non-SMTP Server Emails [ Misc

activity

v S L T T L A (e | SSLBL: Malicious JA3 SSL-Client Fingerprint detected (Tofsee)

BSL certificate validation failed with (unable to get local issuer certificate;

55L certificate validation failed with (certificate has expired)

$0.20210513_Hancitor_traffic_with_Ficker_Stealer_and

Cobalt_Strike SSLBL: Malicious JA3 55L-Client Fingerprint detected (Dridex)

B5L certificate validation failed with (unable to get local issuer certificate!

SSL certificate validation failed with (certificate has expired)

SURICATA HTTP gzip decompression failed

B5L certificate validation failed with (unable to get local issuer certificate!

el T [ BT T T T TR G SSLBL: Mialicious JA3 SSL-Client Fingerprint detected (Dridex)

SURICATA HTTP unable to match response to request

SSL certificate validation failed with (certificate has expired)

B2.

20210715_TASS1_Trickbot_infection_with_Cobalt_Strike L e =

SSL certificate validation failed with (certificate has expired)

551 certificate validation failed with (self signed certificate)

ET DOS Possible NTP DDoS Inbound Frequent Un-Authed
MON_LIST Requests IMPL 0x03 / Attempted Denial of Service

83.
20220101 _thru_03_server_activity_with_log4j_attempt

5 SURICATA UDPv4 invalid checksum

ICMP Ping

ET NETBIOS DCERPC DCOM ExecuteShellCommand Call -
Likely Lateral Movement / Potentially Bad Traffic
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SURICATA UDPv4 invalid checksum

ET DOS Possible NTP DDoS Inbound Frequent Un-Authed
MON_LIST Requests IMPL 0x03 / Attempted Denial of Service

ET SCAN Mirai Variant User-Agent (Inbound) / Attempted
Administrator Privilege Gain

ET SCAN JAWS Webserver Unauthenticated Shell Command
Execution / Web Application Attack

SURICATA ICMPv4 invalid checksum
BB. 20211215_thru_20_server_activity_with_logdj_attem,

ET SCAM Zmap User-Agent (Inbound) / Detection of a
Netwaork Scan

URICATA STREAM 3way handshake right seq wrong ack evasig

SURICATA Applayer Mismatch protocol both directions

SURICATA HTTP missing Host header

SURICATA STREAM Packet with invalid timestamp

SURICATA Applayer Detect protocol only one direction

SURICATA IPv4 invalid checksum 551 certificate validation failed with (certificate has expired)
B9. usecased_spearphishing_EKC2_lateral_mowve SURICATA UDPv4 invalid checksum

551 certificate validation failed with |
SSLBL: Malicious JA3 55L-Client Fi i

¢

ble to get local issuer certificate;

SURICATA Applayer Detect protocol only one direction 551 certificate validation failed with (certificate has expired)

90. 20220722_IcedID_with_DarkVNC_and_Cobalt_Strike

S5L certificate validation failed with (self signed certificate)
SSLBL: Malicious JA3 S5L-Client Fi

(Dridex)

Fslcaﬁﬁcam lidation failed with (unable to get local issuer certificate]

IMivokag 7. Xvykevrpotikd to alerts tov dvo IDS 610 6vvolo Tov embicewv

Avt0 TOV Giyovpo UITOPOVUE VO GUUTEPAVOVLE OO TOV TOPOTAVE® TIVOKa €ivol mTmG TO

Suricata sugaviCer pio mowilopopeion ®¢ mpoc o alerts kot KoOAVTEPN GLUTEPIPOPA GTNV
aviyvevon KakOBovAov AOYIGHIKOV.

e Suricata

Ymv ovvéyew, okolovBel to ypaenua g Ewdvag 57, pe otoyeio yioo tov apiBud
gneovicewv o kaOe alert mov mpape povo amd to Suricata.

Suricata Alerts

- m e m

P &gx AL y,fﬁ;ffx f,xwx
5\.«'0{‘?‘4’@ ”f(f ‘:#,,«"", *“);?}1\ ‘! f

& R g“f:
RLer f;’#"’s’“ f g
st LAy

g”

Ewova 56. O apOpog epgavicsov yia ka0s alert Tov Suricata
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Suricata Alerts

SURICATA STREAM excessive retransmissions.
SURICATA Applayer Detect protocol only one direction
SURICATA HTTP Request abnormal Content-Encoding header
SURICATA HTTP invalid response chunk len
SURICATA HTTP grip decompression failed
SSLBL: Malicious JA3 S5 ent Fingerprint detected (Tofsee)
SURICATA HTTP Request line incomplete

SURICATA HTTP unable to match response to request

SURICATA ICMPw6 invalid checksum

ET EXPLOIT ETERNALBLUE Exploit M2 M517-010 / Attempted
Administrator Privilege Gain

SURICATA HTTP METHOD terminated by non-compliant character
SSLBL: Malicious JA3 SSL-Client Fingerprint detected (Ransomware)
SURICATA SMTP invalid reply
ET POLICY Outbound Multiple Non-SMTP Server Emails / Misc Activity
SURICATA STREAM FIN1 FIN with wrong seq
SURICATA TLS invalid record/traffic
SURICATA SMB malformed response data

SURICATA IPva invalid checksum
SURICATA STREAM ESTABLISHED invalid ack

SURICATA STREAM Packet with invalid ack
SURICATA STREAM FIN invalid ack
SURICATA STREAM ESTABLISHED packet out of window

SURICATA STREAM FIN out of window

SSLBL: Malicious 1A3 S5L-Client Fingerprint detected
(Ransomware.Troldesh)

ET POLICY TLS possible TOR S5L traffic / Misc activity

ET POLICY Cleartext WordPress Login / Potential Corporate Privacy
Viclation

SURICATA STREAM bad window update
SSLBL: Malicious JA3 5SL-Client Fingerprint detected (Adware)
SURICATA STREAM Last ACK with wrong seq
SURICATA UDPv4 invalid checksum
SURICATA Applayer Mismatch protocol both directions
55LBL: Malicious JA3 55L-Client Fingerprint detected (TrickBot)
SURICATA SMTP tls rejected

SURICATA SMTP data command rejected

SSLBL: Malicious 1A3 S5L-Client Fingerprint detected (Dridex)

ET DOS Possible NTP DDoS Inbound Frequent Un-Authed MON_LIST
Requests IMPL 0x03 / Attempted Denial of Service

ICMP Ping
ET NETBIOS DCERPC DCOM ExecuteShellCommand Call - ely Lateral
Movement [ Potentially Bad Traffic

ET SCAN Mirai Variant User-Agent (Inbound) / Attempted Administrator
Privilege Gain

ET SCAN JAWS Webserver Unauthenticated Shell Command Execution /
Web Application Attack

SURICATA Applayer Wrong direction first Data

Occurrences

Malware

Hancitor_Pony

Hancitor_Pony, Kovter_Locky, Kovter_Nemucod, Emotet, WSHRAT, Trickbat, logaj, IcedID, DarkVNC, Cobalt Strike

ElTest

Nebula, EITest, Rig_EK_| Jaff_| Emotet, Dridex, ZeusPanda

Nebula, Emotet, ElTest_Rig FK_ ige | _Cobalt_Strike_netping_tool

Kovter_Locky, Dridex, ZeusPandaBanker, Terror_EK, Smoke_Loader, Remcos_RAT, coinminer, Emotet,

Rig_EK, monitor RAT, Eris. Ursnif, Lord EK,

Kovter/Kovter_Nemucod

Kovter, Hancitor_Cobalt Strike_netping tool

‘WannaCry_EternalBlue

WannaCry_Eternalglue

Kovter_Nemucod

Hancitor, Emotet

Emotet, Trickbot

Emotet, Trickbot

Emotet

Emotet

psexec

psexec, EK_C2_lateral_move

Neutrino

Neutrino

Neutrino

Neutrino

Neutrino

Flawed_Ammyy

Ursnif, Trickbot, EKC2_LM

Trickbot

Pitty_tiger, EKC2_LM

Emotet, Trickbot, logdj

Emotet, Trickbot

Emotet, Trickbot

Emotet, Trickbot

Hancitor_FickerStealer_Cobalt_Strike, Hancitor_Cobalt_Strike_netping_tool, lcedID_DarkVNC_Cobalt_Strike

logaj

ETSCAN Zmap User-Agent (Inbound) / Detection of a Network Scan

SURICATA STREAM 3way handshake right seq wrong ack evasion

SURICATA HTTP missing Host header

SURICATA STREAM Packet with invalid timestamp

IMivoxag 8. Ta alerts tov Suricata pali pe Tov apOpo speovicewv ko To malware, 610 omoio gp@ovicTnKe T0 KaOiva
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Y10 ypaenua ™¢ Ewdvog 57 mapatnpodpue mmg to alert exeivo mov £xel Tig meplocdTeEpPES
eugovioel eivor to «SSLBL: Malicious JA3 SSL-Client Fingerprint Detected (Tofsee™®)» ue 16
enpavicelg, evd to ouéomg emduevo eivor to «Suricata Applayer Detect protocol only one
direction» pe 9 eppaviceig. Xtov Iivaka 8, ektdg amd Tov aplfud tov eppavicewnv yio kabe Tomo
alert, pAémovpe Ko 6€ O KAKOBOLAO AOYIGUIKO TOPOVGLACTNKE TO KOOEVA. AVTO TOL UTOPOVUE
VO GUUTEPAVOLUE amd TO TAPATAV® Eivol TG — 6T0 delypa Tov enbéoemv — 10 €idog malware
7OV Ypnoomoinke meplocoTEPO amd tovg emtifépevoug givarn trojan (Tofsee). Kau givar Aoyikd
d10tL amoteloVy e€aupeTikd péco petadoong GAlwv malwares. Emumdéov, mapatnpodue mmg
Kanowo alerts Exavay v euedvion Tovg pia kot pévn opd pe cvykekpuévo malware kot icog va,
LopoVUE VoL ToL TOTIcoVHE peta&d Tovg, £Tol dote va yvopilovue aueca PAEmovtag éva alert, pe
oo malware €yovpe £pbet avtipétomol. Avtd Ouwc gival KATL TOV Yoo vo Tpaypotomombei Ha
pEneL va yivel Epguva o€ PAB0C xpdvoL Kat e HEYOADTEPO €DPOC G TTPOG TO OETYILA TNG EPEVVAG.

YvveyiCovpe pe to ototyeio yuo to Zeek. O Ilivaxog 9 mapovoidlet ta alerts mov mpoékvyay,
Kabmg emiong kat ta malware ota omoia epgaviotke to kabéva.

Zeek Allerts

Handtor_Pony, Kovter, Dridex, ZeusPandaBanker, Kovter_Nemwcod, Trickbot, Emotet, Ursnif, valak_lcediD,
TAS51_Trickbot_Cobalt_Strike, IcediD_DarkVNC_Cobalt_Strike

551 certificate validation falled with [self signed certificate)

ZeusPandaBanker, Kovter_Locky, Dridex, Kovter_Memucod, Handitor, Emotet, Smoke_Loader, RemcosRAT,
RIG_EK_Smoke_Loader_Monero_coin_miner, Imminent_monitor_RAT, shade, RIG_EK_Gandcrab, Lord_EX_Eris_ransomware,
Ursnif, Trickbot, Revenge_RAT, Pitty_Tiger, PurpleFox_EK, Handtor_Ficker_stealer_Cobalt_Strike,
Handitor_cobakt_strike_netping_tool, EKCZ, lcediD_DarkvNe_cobakt_strike
Kowter, Kovter_Memuced, Trickbot, Emotet, Terror_EX, coinminer, Rig_EK_Smoke_Loader_Monere_coin_miner, shade, Ursnif,

551 certificate validation failed with (certificate has expired) 20 GULpader_NetWire_RAT, pitty_tiger, PurpleFox_EK, Handtor_Ficker_stealer_Cobalt_Strike,
Handitor_Cobalt_strike_netping_tool, TAS51_Trickbot_cobalt_Strike, EKCZ, lcediD_DarkVNC_cobalt_strike

551 certificate validation falled with [unable to get local issuer certificate) 25

IMivokag 9. Ta alerts tov Zeek poli pe tov apdpéd epgavicewv kKo To malware, 6to omoio sp@avicTnke 10 KaOiva

Evd 10 Topakdtom ypaenua mapéyet pio ikova, yia Tig epeavicelg tmv alerts mov nfpape amod
t0 Zeek.

Zeek Alerts

SSL certificate validation failed with (certificate
has expired)

SSL certificate validation failed with (unable to
get local issuer certificate)

SSL certificate validation failed with (self
signed certificate)

Ewova 57. O apOpog epgavicsov ia kabs alert Tov Zeek

15 hitps://www. f-secure.com/v-descs/backdoor w32 tofsee.shtml

‘Ikovtag EppavounA, MNavemotipio Awyaiou, TU. Mny/kwv MN.E.Z. 51


https://www.f-secure.com/v-descs/backdoor_w32_tofsee.shtml

2UykpLon twv Zuotnudatwy Aviyveuonc EtoBoAwv Zeek kot Suricata pe xprion kak6BouAng kivnong dtktoou

AT T mapamdve yivetor pavepd nog to alert mov emkpdnoe ota log files tov Zeek givar to
«SSL certificate validation failed with (unable to get local issuer certificate)», pe 25 mopovcieg,
ko devtepo to «SSL certificate validation failed with (certificate has expired)» pe 20. To np®dto
apopd Aavboaouéves pubuicelg oto SSL motomomrikd tov host ko cvviBwg mpokaAeiton amod
self-signed miotomomtikd Kot To d£HTEPO APOPE TGTOTOMTIKA TOV £XOVV ANEEL.

Yy vro-evotnra 5.1 acyoAndnkope pe ta vrd perétn IDSS kot v omoteAecHATIKOTNTA
tovg (Low —Medium — High). ‘Enetta, otnv vro-evotnto 5.2 pedetioape ta alert mov mpoékvyav.
Yy enduevn vmo-evotnta o acyoAnBolpe pe T emBECEIS KOl TO KOKOPOVAO AOYIGUIKO TTOV

xpnoyLonomOnke.
5.3 Taéwvounon tov embécewv oo miaicto too MITRE ATT&CK

EEKIVAOVTOG QLTI TNV LITO-EVOTNTO KPIVETOL GKOTO Vo avapepBolpe AlYyo TO GUYKEKPILEVO GTO
g kotoAnEape ota otoyein mov Bo mwopPovcldcovpE. XTOXOG HOG NTAV VO UEAETIGOVUE TO
KakOPBovAo A0YouIKd Kol Vo, KoToypayovpe Tig TokTikég kot teyvikég (Tactics, Techniques and
Procedures — TTPs), coupwvo pe to poviého MITRE ATT&CK, ot omoieg  ypnoytomolodvtan
O TO CLYKEKPEVO AOYICUIKE. ATOTEPOS OKOTOG NG OANG dradikaciog ivol va coumepdvove
molo TEYVIKY amd KAOe taxtikn givor 1 cvvnBéotepn 1N dAM®OG e TOlES EPYOUACTE O GUYVA
avTipétonol. Ot teyvikég mov evromiotnKay avagépovrtal oto [Hopdptua Il

Ta omoteléopota mov mopovolaloviar 6 avuti| TV LRo-gvotnta Paciloviol oe Tpelg
GUVIGTMOGEG:

1. Avalntmon og BiAoypa@ikég Kot S100KTVOKES TTNYES Y10 TANPOPOPIEG CYETIKA LLE TO
KaKOPBovAo AoyiopIKO NG KABe emiBeong kot avagopég avdivong embécewv Le TO
avaroyo kakoPfovio Aoyiopkd. Evdeiktikd ovagépovue v epyacio tov Akbanov
M., Vassilakis V. kot Logothetis D. (Akbanov, Vassilakis, & Logothetis, 2019)

2. Tig evdeiéeic mapaPioong mov eiyape amo ta log files.

3. To MITRE ATT&CK'® (ATT&CK Matrix for Enterprise)

‘Epeuva

Log Files

MITRE
ATT&CK
Matrix

AmnoteAéopata

Ewova 58. H peBodoloyia wov akorovdicaps yio tnv e£ayoyi TOV GUUTEPACRATOV

Ev cuveyela, mapovsidlovpe o vprjiata Kot eE0YOVIE GUUTEPAGLOTO OV TOKTIKT).

16 hitps://attack.mitre.org/
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Pcap Name [ Mitre Attack

120161215 _ccnotice.net_matspam_traffic
2.20161216_Locky_malspam_traffic_sxampie

3.20161222_Cerber_from_makspam _traffic

420161226_pzeudcDarkleech_Rig V_sends_Cerber_ransom
ware

5. 20161228 1st_run_Sundown_EK_sends_Chthonic
6.20161230_Sundown_EK_1st_run_sends_Terdot A Zicader
7. 20170201_Hancitor_Pony_malspam_traffic

8. 20170202_Cerber_from_sdibes.top
920170215 _EMe=t HoeflerText Chrome_popup_traffic_1 o

Eest_HoeflerText_Chrome_popup_traffic_2

11. 20170221 _Hancitor_melspem_treffic

1220170221 ZewsPandaBanker_mskpam_traffic
13 20170302_Nebusis_EK_1st_run

14. 20170302 Nebuls EK_2nd_run

15. 20070302 Nebuls EK_3rd_rum

16. 20070313 Kowter Locky melzpsm_traffic
17.20170314_Kovter_malspam_traffic

18. 20170315 _Elest_Rig EK_sends_Revenge_ransomware
19. 20170330 _Dridex_confirmation_letter_Dridex_traffic
20, 20070405 _Terror_EK_sends Andromeds 1st run

21. 20170405 _Terror_EK_sends_Andromeda_2nd_run
2220170421 _Locky_melspam_traffic

2320170429 CVE_2017_0199_sttempt_from_horsezangd
24, 20170516 _J=ff_ransomware_malspem_traffic
2520170518 _WsnnaCry_ransomware_using EnternaiBlue_s
xpioit

26. 20170601_ZeusPandsBanker_makspam_traffic

27. 20170612 _Loki_ Bot_malspem_traffic

2B. 20170612 _Trickbot_melspam_traffic

29. 20170612_Ursnif_mekspeam_traffic

30. 20170710_Kovter_Nemucod_malcpam_traffic
3120170724 _Trickbot_malspam_traffic

32. 20170726_Emotet_mabspam_traffic

33. 20070803 _Hancitor_melspem_trffic

34 20170812 _Trickbot_infection_from_camiereiserphotogra
phy.com

35. 20170812_Trickbot_infection_from_cariereiter com.exe

36.20170828_Phobos_campeign_Rig EK_sends_Bunitu

Resource Development

TI583.004/ T1583.005/ T1SE7.001/ T1587.004/
2 1 1 1 1
T Y T 005 T1583.006 T 001 T1587.003 T15BE.004 T 005 T160E.001 T1G0E002 T160E003 TIG0EO004 TIGOEDDS T160E.006
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37. 20171010 Emotet mabspam _traffic - v v
38 20171017_post_infection_treffic_from_Temor_EK_paylos ] - v v v

38. 20171017 _Temor_EK_example v v v

40. 20171018 Loki ot traffic v

41. 20171031 _Necurs_Botnet_melspam_pushing Locky o o - -

“

42.20171102_Smoke_Losder_traffic v v -

43.20171129_Emotet melspam_1st_run - - -

44. 20171204 _Dridex_malspam_trefic v - - -

45. 20171220 _smb_st_schedule
4620171220 _smb_metasploit_psexec_pth_downiced_mete =
rpreter

47. 20171220 _smb_mimikatz_copy

48 20171220 smb_mimikstz_copy_to_hast

49. 20171220 _smb_net_user

50, 20171220_smb_psexec_sdd_user

51. 20171220 _smb_psexec_mimikstz_ticket_dump

52. 20171222 _melspem_pushing RemcosRAT v

53.20180102_feke_Flesh_pleyer_installs_coinminer_mahvare

54. 20180104 _PCRat_ghDst_trafhic

55. 20180104 _PCRet_ghDst_trafhic_pcep

56. 20180109 _Ematet_snd_Zews_Pands_Banker_traffic
57.20180111_Rig EK_sends_Smoke_Loader_snd_Monero_c
gin_miner

58.201B0717_Necurs_Botnet pushing Flawed Ammyy_traffi v 7 -« -

[ LW S N S

<
58.20180821_Neutring_infection_traffic_from_pessword_pr = = = =
stected Word_doc
6020181008 Trickbot_sat75_infection_with_powershell_c - - - = -

62. 20181210 _mminent_Manitor_RAT_infection * -

63. 20181227 _shade_mabspam_infection < L * b L

. 20190104 _Nanocore_RAT_infection_traffic v

. 20190207 _cred_stesler_vis FTP traffic

. 20190306 _Flawed_Ammyy_traffic v v v v

. 20190522 _Rig EK_sends_Gendcreb_ransomwere - J - - = -

. 20190802 _Lord_EK_sends_Eris_Ransomware - - -

. 20190812 _Rig EK_sends MedussHTTP_mahware - - v v

Fection_with_Trickbot v - - - P

72. 20200115 _RevengeRAT i X - v -

7320200226 Trickbot_spresds_from _infected_chient_to_DC v v -

742 20200414_Guloeder_for_NetWirs RAT two_pcaps - - v -

T4k 202004 18_Gulosder_for_ NetWire_RAT two_poaps - - v v v

75. 20200701 _pitty_tiger_Lhr
76. 20200701 _Velek_infection_with_lcediD J - -

77.20201229_Emotet_infection_with Trickbot_snd_spambot
_sctivity
78.20210105_PurpleFox_EK_snd_post_infection_traffic b4 o - v

79. 20210223 atersl_backup_c2_Lhr

80.20210513_Hancitor_traffic_with_Ficker_Stesier_and_Cob
=it_Strike

81. 20210601 _Hancitor_with_Cobalt_Stike_snd_netping_tool - v v - -

B2.20210715_TAS51_Trickbot_infection_with_Cobeh_Strike v b v -

83. 20220101 _thru_03_server_sctivity_with_logd]_sttempts * v

eternalblue_success_unpstched_win?

B5. LM_psexec_smb_deerps_epm_svect]

86.LM_smbexec_smb_dcerpe_svect]_spm

BB mmcexec

89.20211215 thru_20_server_sctivity_with_logdj_sttempts 4 4

90. usecazed_spearphishing EKCZ_lstersl_move

91.20220722_lcediD_with_DerkVNC_and_Cobeh_Strike v + -

Mivaxag 10. O tegvikég T katnyopiag Resource Development 6to cdvoro Tov emBice@v

Ta anoteréopata tov [Tivaxa 10 cuvoyilovtol oto ypdonua g Eucova 59.
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Resource Development

Ewova 59. Resource Development techniques

[Mapatnpodue mog n teyvikn mov Eeympiler sivar n T1608.001: Stage Capabilities/Upload
Malware, axolovbovuevn and tig T1583.004/1584.004. Acquire Infrastructure/Server -
Compromise Infrastructure/Server ka1 T1583.005: Resource  Development/Acquire
Infrastructure/Botnet.

ZvveyiCoupe pe v taxtikny Initial Access. O endpevog mivakag Topovctdlet Tig ovTioToyES

TEYVIKEG QLTS TNG Katnyopiog.
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Pcap Name / Mitre Attack Tactic

- 20161215 _conotice.net_mealspam_traffic
220161216 _Lochky_meslspesmi_traffic_exsmiple
. 20161222 Cerber from melspem_traffic

420161226 psewdoDarklesch Rig V sends Cerber rsnsom
ware

5. 20161228 1=t run_Sundown_EK_semnds_ Chthonic
620161230 Sundown_EK_1st_run_sends Terdotf Flosder
7. 20170201_Hancitor Ponry_mesls pemi_treffic

B. 20170202 _Certeer_firom_sdibes tops

920170215 EHTest HoeflerText Chrome_popup traffic_1 o
6

1020170215 HTest HoeflerText Chrome_popup_treffic_2_
of B

20170221 Heasrecibor_mes pesmi_traffic
2. 20170221 FewsPandaBanker_malspam_traffic
. 20170302 Nebuls_EK_lst run
. 20170302 Nebuls_EK_Zrd_run
. 20170302_Nebuls EK_Jrd run
. 20170313 Kovter Locly mesbspamtreffic
. 20170314 _Kowter_mabspeam_traffic
. 20170315_FTest_Rig EK_sends_Revenge mnsomssne
. 20170330_Dridex_confirmation_letter_Dridex_traffic
. 20170405_Terror_EK_sends_Andromeds_1st run
. 20170405 _Terror_EK_sends Andromeds_2nd_ron
2. 20170421 Locky malspam_traffic
. 20170429 CVE 2017 D199 sttempt from_horsezangd
. 20170516 _J=ff_ransomawesre malspsm_treffic
2520170518 WannaCry_ransomwere_using EnternslBlue_e
xpiloit
26. 20170601 IewsPandesBanker malspam_traffic
. 20170612 Loki_Bot_malspeam_traffic
. 20170612 Trickbot melspam_treffic
. 2010612 Ubrsnif_meskspesmi_traffic
. 201707 10_Kovter_Nemucod_melkspem_treffic
. 20170724 Trickbot meilspam_treffic
2. 20170726_Emotet_melspam_traffic
. 200T70E03_Hancitor_melkspam_traffic

34 20170812 Trickbeot_infection_from_camiereiserphotogra
phy.com
. 201TDE12 Trickbot_infection_from_camiererter.comoexe

. 201TDE2E_Phobos_campsign_Rig FK_sends Bunito

Initial Access

T1566.001
TIOTEODZ TIO7EMOS TIO9L T1133 T11E9 TlSEE.DDi
- +
L
+
+
+
L
Ll
+
-
-
+
+
+
+
L
Ll
+
- +
L
L L
+
L
+
+ +
+
Ll
+ +
+
+
-
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37.20171010_Emotet_malspam_traffic * L
3E 20171017 _po=t_infection_traffic_from_Terror EK_perylos L +

359. 20171017 Temor EK_example « L

40. 20171018 _Loki_Bot_traffic

. 20171031 Necuwrs Botnet malspsm pushing Locky

2 20171102 _Smoke_Loader_traffic

20171129 Emotet melspam Ist_ron L

L L N

201712084 Dridex melkspam_trafic

. 20171220 smb_st_schedule

4620171220 smb_metssploit_psexec_pth downlosd_mete
rpreter
A47. 20171220 =mb_mimiletz_copy

20171220 smb_mimikstz_copy_to_host

20071220 _smb_net_wser

. 20171220 _smb_psexec_sdd wser

20171220 _smb_psexec_mimikstz_ticket domp

2. 20171227 mestspam_pushing RemoosRAT L

3320180102 _fake Flesh_plesyer_installs_coinminer_mshware L

54 201E0104_PCRet_ghilst_traffic v

55. 20180104_PCR=t_ghlst_traffic_pcap

56. 20180109 Emotet and_fews_Pands Banker treffic L
ST.20180111 Rig EK sends Smoke Losder and_Monero c
AN _Imeiner

20180717 Necurs Botnet pushing Fewed Ammyy treffi
[

5920180821 Newtrino infection_traffic_firom_pessword_pr
otected_Word doc

G0 20181008 Trickbot =at¥5_infection_with_powershell =
mupsire_traffic

. 20181019 _meskspeam_pueshing Mymsim_infection_treffic -

2. 201B1210 Imminent_Monitor RAT infection

. 20181227 shade mealspam_infection -

. 20190104 Nanocore RAT infection_traffic

. 20190207_ored_stealer_via_FTP_traffic

. 201590306 _Fleweed Armmryy_traffic L

. 20190522 Rig FK_sends Gandorab_rensomvsene L «

6E. 20190802 _Lord EK_sends_Eris_Rsnsomware - L L »

. 20190812 _Rig EK_sends_MedussHTTP mabware - L L L »

| 20190004_Ursnif_infection_with_Trickbaot + -

20190013 _WSHRAT infection_traffic v

. 20200115 RevengeRAT infection treffic L

T320200226 Trickbot_spresds from_infected dient_to C

Tda 20200414 Gulosder_for_NetWire RAT two _posps -

Tadb. 20200414 Gulosder_for NetWire RAT two posps L

75. 20200701 _pitty_tiger Lhr

T6. 20200701 _Velsk_infection_with_lcedID v
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T720201229 Emotet infection with Trickbot_snd spemibot - -
_sctivity
| TE. 20210105 _Purplefox_EK_snd_post_infection_traffic
| TO. 20210223 lstersl_beschkup c2_1hr

B0.20210513 Hancitor_traffic_with_Ficker_Stesler_snd_Cob - ” 7
aift_Strike
| B1. 20210601 _Hancitor_with_Cobelt_Stike_snd_netping tool « L «
B2 20210715 TAS51 Trickbot_infection with_Cobalt Strike L L L
B3. 20220101_thru 03 _server_sctivity_with_logdj sttempts L
eternalblue_swooess unpatched_win?
| B5. LM_psexec_smb_dcoerpc_epm_swoctl

BE. LM _smbexec_=mb_dcerpc swoctl epm
| EE. mmcexec

B0, 20211215 thru_20_server_sctivity_with_logd] sttempts -
| S0. usecased_spearphishing EKC2_lsters]l move
| 0120220722 leediD_with DarkVNC_and Cobslt Strike L - L

IMivokag 11. Ov tgvikés g katnyopiog Initial Access 61o 6Hvoro ToV emBicewv

Kat 1o ypdonua g Ewkovag 60 ontikonotet ta amoteAécpara.

Initial Access

® Occurences

Ewova 60. Initial Access techniques

Edd  eivon  EexdBapo  mwg  vmeptepovv ot Teyvikég  T11566.001:  Initial
Access/Phishing/Spearphishing Attachment Ko T1566.002: Initial

Access/Phishing/Spearphishing Link.

YvveyiCoovpe pe v konyopia Execution tov wivake MITRE ATT&CK. Ot teyvikég mov
KOTOYPOYOAUE GE VTN TNV TAKTIKY gppavifovtor otov [Tivaka 12.
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Pcap Name / Mitre Attack Tactic

1.20161215 _ccnotice.net_ malzpam_traffic
2. 20161216 _Locky_malspam_traffic_exampie
3.20161222_Cerber_from_matspam_traffic

420161226 _pseudaDerkleech_Rig W_sends_Cerber_ransom
ware

5.2016122E _1st_run_Sundown_EK_sends_Chthonic
6.20161230_Sundown_EK_1st_run_sends Terdot A Zioader

7.20170201_Hancitor_Pony_melzpem_traffic

8.20170202_Cerber_from _sdibestop

920170215 _Eest HoeflerText_Chrome_popup_traffic_1_o
6
10.20170215_ETest_HocfierText_Chrome_popup_treffic 2_
of 6

11. 20170221_Hancitor_malspam_traffic

12. 20170221 ZeusPandaBanker_malspeam_traffic

13. 20170302_Nebuls_EK_1st_run

14. 20170302_Nebuls_EX_2nd_run

15. 20170302_Ncbuls_EK_3rd_run

16. 20170313 _Kovter_Locky_matspam_traffic
20170314_Kovter_malspam_traffic

18. 20170315 _EMest_Rig EK_sends_Revenge_ransomware

19. 20170330_Dridex_confirmation_letter_Dridex_traffic

20. 20170405 _Terror_EK_sends_Andromeds_lst_run

21. 20170405 Termror_ EK_sends_Andromeds_Znd_run

22. 20170421,_Locky_maispam_traffic

2320170428 CVE 2017_0189_sttempt_from_horsezangd

24. 20170516 _leff_ransomwere_malspam_traffic

2520170518 WannaCry_ranscmwere_uzing EnternslBlue_e
xplait
26. 20170601 ZeusPandsBanker_malzpam _traffic

27. 20170612 _Loki_Bot_matspam_traffic

28. 20170612 _Trickbot_meabspam_traffic

29. 20170612 _Ursnif_mabspam_traffic

30. 20170710_Kovter_Nemucod_matspam_treffic

31 20170724 _Trickbot_metspam_traffic

32. 20170726 _Emotet_mabspam_treffic

33. 20170803 _Hencitor_makspam_traffic

3420170812 Trickbot_infection_from_carmiereiserphotogrs
phy.com

35. 20170812 _Trickbot_infection_from_camiereiter.com.exe

36. 20170828 _Phobos_campaign_Rig EK_scnds_Bunitu
37.20171010_Emotet_mabspam_treffic

TL050.001/ TL059.005,
T1050.003 T1059.007

T1047 T1053.002 T1053.005

Execution

TI059006 Ti106 T1129 Ti1203 Ti204.001 TI1204002 T1204.003 T1550.001 T15500002 T1569.002

LN N Y L I N N

L L LN IS N L N N N

LN NN

‘Ikovtag EppavounA, MNavemotipio Awyaiou, TU. Mny/kwv MN.E.Z. 59



2UykpLon twv Zuotnudatwy Aviyveuonc EtoBoAwv Zeek kot Suricata pe xprion kak6BouAng kivnong dtktoou

3820171017 _post_infection_traffic_from_Terror_EK_payloa I v g
39. 20171017 _Terror_EK_sxampie ' - -
40. 20171018 Loki Bot_traffic g v - g -
41.20171031_Necurs_Botnet_melspam_pushing Locky - - v - -
42.20171102_Smoke_Losder_traffic - -
43.20171129_Emotet_malspam_lst_run - - - - - -
44.20171204_Dridex_mslspam_trafic - -
45.20171220_smb_st_schedule -
4620171220 _smb_metesploit_pzexec_pth_downlosd_mete p
rpreter
47.20171220_smb_mimikstz_copy
48.20171220_smb_mimikstz_copy_to_host
49. 20171220 _smb_net_wser
50.20171220_smb_pzexec_sdd_user -
51.20171220_smb_psexec_mimikstz_ticket_dump -
52.20171222_melspam_pushing RemcosRAT - - -
5320180102 _feke_Fiash_player_instslls_coinmines_mshware - -
54. 20180104_PCRet_ghist_traffic v b v -
v - v -
56. 20180109_Emotet_and_Zeus_Pands_Banker_traffic - - - -
5720180111 Rig EK_sends_Smoke_Losder_and_Monero_c e
gin_miner
5820180717 Necurs_Botnet_pushing Flewed_Ammyy_tr=rfi [N e
c
5820180821 Neutring_infection_traffic_from_pessword_pr - = -
stected_Werd_doc
6020181008 _Trickbot_s=t75_infection_with_powershell e P - P =
62. 20181210 Imminent_Monitor_RAT_infection - - -
63. 20181227_shade_malspem_infection - - -
64. 20190104_Nanocore_RAT infection_traffic - -
65. 20190207_cred_stesler_vie_FTP_traffic
- -
- - - - -
6. 20190802_Lord_EK_sends_Eris_Ransomware - - - - -
69. 20190812_Fig EK_sends_ Medus=HTTP_mahware - - - - -
T0. 20190904_Ursnif_infection_with_Trickbot - - - - - - -
71 20190913 WSHRAT_infection_traffic - '
72.20200115_RevengeRAT infection_traffic - - -
7320200226 Trickbot_spresds_from_infected_cient_to_DC - - - - -
T42. 20200414_Gulosder_for_NetWire RAT_two_pcaps - - - -
74b.20200418_Guloader_for_NetWire_RAT_two_pcaps - - - -
75. 20200701 _pitty_tiger_Lhr
76. 20200701_Valsk_infection_with_lcediD - - - I’ g - -
7720201229 _Emotet_infection_with_Trickbot_snd_spambot = =
" mctii
78.20210105_PurpleFox_EK_snd_pest_infection_traffic v
79.20210223 leteral_backup_c2_1hr
85020210513 Hencitor_traffic_with_Ficker_Stesler_and_Cob: D8 - - > > > P > B
ait_Strike
£1. 20210601_Hancitor_with_Cobelt_Stike_snd_netping tool [ - - - - - - - -
82. 20210715 _TAS51 Trickbot_infection_with_Cobait Strike [ - - v - - - ' v v
53. 20220101 _thru_03_server_sctivity_with_logdj sttempts - -
etemnalblue_success_unpetched win?
B5.LM_pzexee_zmb_dearpe_epm_svect -
B6. LM_smbexec_smb_dcerpe_svoctl_epm
B8 mmcexec
£9.20211215_thru_20_server_scthity_with_loglj sttempts - -
90. usecesed_spearphishing EKCZ_lsters] move
91 20220722 _lcedID_with_DarkVNC_snd_Cobsh_Strike - - - - - - - - -

Mivaxag 12. O teyvikég T katnyopiag Execution oto 6hvoro Tev emBicemv

Kot ta amoteléopata cvvoyilovior ©T0 TOPOKATO YPAPNUA, OTOL QOiveTOl TG Ol
emrtifépevol ypnowonoovy ¢ eni to mAgiotov Powershell kot Windows Command Shell
(T1059.001: Execution/Command and Scripting Interpreter/Powershell — T1059.003:
Execution/Command and Scripting Interpreter/Windows Command Shell) kot BaciCovtar oto
MiBoc tov ypnotdv vy v ektéleon Tov Mmalware (T1204.002: Execution/User
Execution/Malicious File) kot tqv évapén g alvcidag porvvong (infection chain).
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Execution

® Occurences

Ewova 61. Execution techniques

Emouevn «oatnyopio. eivon Persistence. Kot mwéAr to evpiuoto  mopovoldlovior Kot
cvvoyilovTtol 6To YPAQPTLLOL.

Persistence

Pcap Name / Mitre Attack Tactic
T1037.001 T1053.002 T1053.005 T1078.002 T1078003 T1098 T1136.002 211113:37"::; Ti176 T1197 T1542 003 T1543.003 T1546012 T1546015 T1546016 T1547.001 Ti1547.005 T1574.002

120161215 ccnotice.net_maispam_traffic

2. 20161216 Locky_melzpam_treffic_example

3.20161222_Cerber_from_melspam_traffic
420161226_pzeudoDerkdeech_fig V_sends_Cerber_ranzom
were

5. 20161228_1st_run_Sundown_EK_sends_Chthonic

6.20161230_Sundown_EK_1st_run_sends Terdot A Bosder

7.20170201_Hencitor_Porny_meizpam_trefhic

5.20170202_Cerber_from_sdibes.top

9.20170215_Eest_HoeflerText_Chrome_popup_traffic_1_o
6

1020170215 Eest_HoeflesText Chrame_popup_treffic_2_
of 6

11. 20170221 _Hencitor_meispam_traffic

12. 20170221 ZeusPendsBanker_mekpem_traffic

13.20170302_Nebuls EK_ist_run

14. 20170302 _Nebule EK_Znd_run

15. 20170302_Nebuls_EK_3rd_run

16. 20170313 _Kovter_Locky_meispem_treffic

17. 20170314 _Kovier_melspem_traffic

18. 20170315 _EMest_fig EK_zends_Revenge_ransomwsre

19. 20170330 _Dridex_confirmetion_letter_Dridex_traffic

20. 20170405 _Terror_EK_sends_Andromerds_1st_run

21. 20170405 Terror_EK_sends_Andromeds_2nd_run

22. 20170421 _Locky_meispam_traffic

2320170429 _CVE 2017_0199_strempt_from_horsezangd

24, 20170516_leff_ransomwars_malspam_treFfic

25 20170518_WanneCry_ransomware_using EnternaiBiue_e
xploit

26. 20170601_ZewsPendsBanker_mlzpam_traffic

27. 20170612 _Loki_Bot_mekspam_traffic

28. 20170612 Trickbot_melspam_treffic

29, 20170612 _Ursnif_malspam_treffic

30. 20170710 Kovier Nemucod_meispem _trffic

31. 20170724 _Trickbot_malspam_treffic

32 20170726_Emotet_msispem _traffic

33. 20170803 _Hencitor_meispem_treffic

34 20170812 _Trickbot_infection_from_camiereizerphotogra
phy.com
35. 20170812 Trickbot_infection_from_carriereiter.com.cxe

36. 20170828 _Phobos_campeign_Rig EK_sends_Bunitu

37.20171010_Emotet_meispam _traffic
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3820171017_post_infection_trahic_from_Temor_EK_peyice
39. 20171017 _Terror_EK_exampie

40. 20171018 _Loki Bot_traffic
41.20171031_Necurs_Botnet_meispam_pushing Locky
42.20171102_Smoke_Losder_traffic

4320171129 _Emotet_meispem_st_nun

44, 20171204_Dridex_malspam_trafic
45.20171220_smb_st_schedule
46.20171220_smb_metasploit_psexec_pth_downlosd_mete
rpreter

47.20171220_smb_mimikstz_copy

48. 20171220 _smb_mimiketz_copy_to_host

49, 20171220_smb_net_user

50.20171220_smb_psexer_sdd_user
51.20171220_smb_psexec_mimikstz_ticket_dump
52.20171222_msispem_pushing RemcosRAT

5320180102 _feke_Flash_player_installs_coinminer_mehware
54, 20180104_PCRat_ghist_traffic

5520180104 _PCRet_ghist_traffic_pcap

56. 20180109_Emotet_snd_Zeus_Pands_Banker_traffic
57.20180111_ig EK_sends_Smoke_Losder_snd_Monero_c
sin_miner

5820180717 Mecurs_Botnet_pushing Fewed_Ammyy_traffi
«
50.201B0821_Meutrino_infection_tratfic_from_pessword_pr
otected_Word_doc

6020181008 Trickbot_s=t75_infection_with_powerzhell_e

62. 201817 10_lmminent_Manitor_RAT infection
63 20181227_shede_malzpam_infection
64.20190104_Nenocore_RAT infection_traffic

65. 20190207 _cred_stesier_vis_FIP_traffic

66. 20190306_Flawed_Ammyy_traffic

£7. 20190522_Rig FK_sends_Gandcrab_ransomware

68, 20190802_Lord_EK_sends_Eris_Rensomware

69, 20190812_Rig EH_sends_MeduseHTTP_melwere

70. 20190904_Ur=nif infection_with_Trckbot

71. 20190913 _WSHRAT_infection_traffic

72 20200115_RevengeRAT infection_traffic
7320200226 Trickbot_spresds_from_infected_chent_to_DC
Tda. 20200414_Gulosder_for_NetWire_RAT_two_pcaps
74b. 20200414_Gulosder_for_NetWire_RAT two_pesps
75.20200701_pitty_tiges_1hr

76. 20200701 _Velsk_infection_with_lediD

7720201229 Emotet_infection_with_Trickbot_snd_spembot
et

7720201229 Emotet_infection_with_Trickbot_and_spambot
" actv

78. 20210105_PurpleFax_EK_snd_pest_infection_traffic

79. 20210223 letersl_backup_c2_ihr

B0.20210513_Hancitor_traffic_with_Ficker_Stesler_and_Cob
it Strike:

B1. 20210601_Hencitor_with_Cobsh_Stike_snd_nctping tool

82 20210715_TAS51_Trickbot _infection_with_Cobsit_Strike

£3. 20220001_thru_03_server_scivity_with_logj_sttempts

etemelbiue_success_unpstched_wind

85. LM_psexec_smb_dcerpe_epm_svectl
B6. LM_smbexec_smb_dcerpe_svoct]_epm

B8 mmeexec

$9. 20211215 _thru_20_server_sctivity_with_logdj sttempts
90 usecased_spearphishing FHC2 latersl_move

91. 20220722 _lcediD_with_DerkVNC_snd_Cobsh_Strike

o s
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-
- s s
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- o - o
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« -
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Mivaxag 13. O tervikég TG katnyopiag Persistence 6to 6Ovoro Tov emBicemv

Ymv katmyopia avth Eexmpioe N texvikny T1547.001: Persistence/Boot or Logon Autostart
Execution/Registry Run Keys-Startup Folder. H Bacwrn texvikn yo eEoopdiion persistence
(mapapovic oto cvotnue) sivar m dnpovpyio registry keys, £tol dote va mapapévouy evtog
GLGTNLOTOG AKOWO KOl LETA TNV EXAVEVOPEN TOV.
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Persistence

® Occurences

Ewova 62. Persistence techniques

Emouevn katnyopia, tg omoiog mapabétovue ta gvpnuata sivar Privilege Escalation. Ou
emTiBépeVol, pe oKomd Vo KALOKOGOLV TO OIKOMUATO TPOGROoNS Tov SBETOVV YPNOIULOTOI0VV
TIC TEXVIKES TTOV TOPOVGIALOVTOL GTOV TOPOKATM TTLVOKOL.

Privilege Escalation
Pcap Name / Mitre Attack Tactic
TI053.005 TI0S5.001 TI0S5.002 T1055.004 TIOSS.005 TIOSS012 TIOGE TIO7B0D2 TI076003 T1134.001 TA134.003 TLI34004 TLI34005 TISA3.003 TISE012 TISIEOIS TISA6015 TIS46016 TIS47.001 TIS47.005 TISEE002 TISIEO0S TISTA002

1.20161215 cenotice net_ malspam _traffic

3.20161222_Cesber_from_maispem_traffic
320161226_pseudoDerkieech_Rig V_sends_Cerber_ransom

Hencitor_melspem_treffic

uzPandsBenker_melzpem treffic

28.20170612_Ursnif_matspem_treffic

30 20170710_Kovter Nemucod_maispem_treffc

3120170724 _Trickbot_malspam_treffic

32.20170726 Emotet,_melspem _traffic

37.20171010_Emotet_melspam_treffic
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v v v
v v v
- v v
v v
- v v
v v v v
v
v v
v v
v
v v v
52.20171222_mespem _pushing RemeasRAT v v v v v v
53.20180102 feke_Fiash_pleyer_installs_coinminer_mehvare - v - v - -
54.20160104_PCRet_ghtst_trafiic - v - v v v -
v v v
- v v v v
- v v
v
v v v v
v v
v
v
v
- v v v v
- v
- v v v v v
- - v v v
v v
73.20200226 Trickbt_spresds, | oL - v v -
742.20200414,_Gulosder_for_NetWire_RAT_two_pceps - v - - v
- v - v v
2 2 v
v v v v v
v - v
- v - - - v v v v - - -
v v v v - v v v v v v v
v - - - - v v v v - v - -
v
v
86. LM_smbexec_smb_dcerpe_svoct]_epm
88, mmcexec
8920211215 thru_20_server_sctivity_with logd sttempts v
90. usecesed_spearphishing EKCZ, lsterel_ move
91, 20220722 JeedID_with_DerkVNC_snd_Cobeit_Stike v v v v v - v v v v v v b b

IMivekag 14. Ow tevikés s kKatnyopiog Privilege Escalation 6to 6vvolo Tov emBicewv

H «oyamnuévn» teyvikn yuo Privilege Escalation eivan T1547.001: Privilege Escalation/Boot or
Logon Autostart Execution/Registry Run Keys-Startup Folder, okolovBoduevn omd v
T1543.003: Privilege Escalation/Create or Modify System Process/Windows Service.
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Privilege Escalation

W Occurences

I IS
SIS
(*00(’(’&\‘

Ewova 63. Privilege Escalation techniques

Yvveyilovpe pe TIC TEYVIKEG TOL cLYKaTaAEyovTal otV TokTiky Defense Evasion.
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IMivaxag 15. O tegvikég g katnyopiag Defense Evasion 61o 60volo Tov emBicsmv

Ot teyvikég oV TTEPIMTOON QTN NTAV TEPIGGOTEPES amd kdbe dAAN katnyopia. Qotdco,
Eexwpioe n T1027: Defense Evasion/Obfuscated Files or Information.

Defense Evasion

¥ Occurences

Ewova 64. Defense Evasion techniques

Ytov ITivoko 16 PAémovue T teyviKég mOL apopodv TNV katnyopio taktikdv Credential
Access.
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Pcap Name [ Mitre Attack T

T1003

1.20161215_ccnotice.net_malspam_traffic

Credential Access

Ti040 T1056.001 T1056.004 T1110.001 T1110.003 T1110.004 T1539 T1552.001 T1552.002 T1552.004 T1555.003 T1555.004 T1555.005 T1557 TI558 Ti649

2.20161216_Locky_melspam_traffic_exsmple

3.20161222_Cerber_from_malspem_traffic

420161226 pseudoDerkleech_Rig V_sends_Cerber_ransom
ware

5. 20161228 _1st_run_Sundown_EK_sends Chthonic

620161230 Sundown_EK_1st_run_sends_Terdot.A Zioader

7.20170201_Hencitor_Pony_melspem_treffic

8.20170202_Cerber_from_sdibes top

920170215 Eest HoefierText_Chrome_popup_treffic_1 o
6

10.20170215 Flfest HoefierText_Chrome_popup_traffic 2_
of 6

11. 20170221 _Hencitor_melspam_traffic

12. 20170221 ZeusPandsBanker_malspam_traffic

13. 20170302_Nebuls EK_Ist_run

14. 20170302_Nebuls_EK_2nd_run

15. 20170302_Nebuls_EK_3rd_run

16. 20170313 _Kovter_Locky_melspam_traffic

17. 20170314_Kovter_melspem_treffic

1B. 20170315 _Elest_Rig EK_sends_Revenge_ransomware

19. 20170330_Dridex_confirmetion_letter_Dridex_traffic

20. 20170405 Terror_EK_sends_Andromeds_1st_run

21. 20170405 Terror_EK_sends_Andromeds_2nd_run

22, 20170421_Locky_mebspem_traffic

23.20170429_CVE 2017_0199_sttempt_from_horsezangd

24. 20170516 Jeff_ransomware_matspam_traffic

2520170518 WanneCry_ransomware_using EnternaiBliue_e
xploit

26. 20170601, ZeusPandaBanker_matspem_treffic

27.20170612_Loki_Bot_melspem_treffic

28. 20170612 Trickbot_matspem_traffic

29.20170612_Ursnif_malspam_traffic

30. 20170710_Kovter_Nemucod_melspam_traffic

31. 20170724 Trickbot_matspam_traffic

32. 20170726 Emotet_malspam_traffic

33. 20170803_Hancitor_melspem_treffic

3420170812 Trickbot_infection_from_camiereiserphotag
phy.com

35. 20170812 Trickbot infection_from_carriereiter.com.exe

36. 20170828 _Phobos_campaign_Rig EK_sends_Bunitu

37.20171010 Emotet_ malspam_traffic
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3820171017 _past_infection_traffic_from_Temor_EK_paylos

39. 20171017 _Termor_EK_sxampie

40.20171018 Loki_Bot_traffic - e

41.20171031_Necurs_Botnet_malspam_pushing Locky -

%\
%\

42.20171102_Smoke_Loader_traffic

44.20171204_Dridex_mslspem_trafic

45.20171220 smb_st_schedule

46.20171220_smb_metasploit_psexcx_pth_downlosd_mete
rpreter

.

47.20171220_smb_mimiketz_copy + - - M

4B. 20171220 _smb_mimikstz_copy_ta_hast I I’ v v v

49.20171220_smb_net_user

5020171220 smb_psexec_sdd_user

51. 20171220 smb_psexec_mimikstz_ficket_dump - - - - v

52.20171222_malspam_pushing RemcosRAT -

5320180102 _feke_Flesh_plsyer_installs_coinminer_mahvare IR

54.20180104_PCRat_ghDst_traffic -

55.20180104_PCRat_ghst_treffic_pcap -

56. 20180109 _Emotet_and Zeus Pends_Banker_traffic - - - - - -

5720180111 Rig EK_sends_Smoke_Losder_snd_Monero_c

58.20180717_Necurs_Botnet_pushing Flewed_Ammyy_traffi
<

5920180821 Neutring_infection_traffic_from_pessword_pr
otected Word_doc

6020181008 _Trickbot_s=t75_infection_with_powershell_e

62. 20181210 _Imminent_Monitor_RAT_infection v v

63. 20181227 _shade. malspam infection

64.20190104_Nanocore_RAT infection_traffic -

65.20190207_cred_stesler_vis_FIP_treffic

67.20190522_Rig EK_sends_Gandcrsb_ransomware

68.20190802_Lord_EK_sends Fris Ransomwere:

69. 20190812_Rig EK_sends_MedussHTTP_mahwere v v

70. 20190904 _Ursnif_infection_with_Trickbot v v v v v v

71 20190013 WSHRAT infection_traffic -

72. 20200115 _RevengeRAT infection_traffic e ”

7320200226 Trickbot_spresds_from _infected_ciient_to_DC - - - - - -

742, 20200414_Gulosder_for_NetWire RAT two_pcaps - e

74b. 20200414_Guloeder_for_NetWire RAT_two_pcaps - 7

75. 20200701_pitty_tiger_1hr

76. 20200701 Vslek_infection_with_lcediD - -

7720201229 _Emotet_infection_with_Trickbot_and_spembat
activ

78.20210105_PurpleFox_EK_snd_post_infection_traffic

79.20210223 letersl backup_c2_ihr

8020210513 _Hencitor_traffic_with_Ficker_Stesler_and_Cob.
st Strike

B1. 20210601_Hancitor_with_Cobalt_Stike_snd_netping tocl ISR -

B2. 20210715 _TAS51_Trickbot_infection_with_Cobeit_Strike [NRT4 - - - - - e -

83.20220101_thru 03 _server_sctivity_with_logdj_sttempts <

eternalblise_success_unpstched_win?

B5.LM_psexec_smb_dcerpe_epm_svoct]

B6.LM_smbexex_smb_dcerpe_svectl_epm

BE. mmcexec

8920211215 thru_20_server_sctivity_with_logd] sttempts -

90. usecesed_spesrphishing EKC2_lstersl_move

91. 20220722 beediD_with_DerkVNC_and_Cobalt_Strike - -

Mivaxag 16. O tegvikég g katnyopiog Credential Access 6to 6ivolo TV emOicemv

A6 T0 omoTEAEG AT TTPOKVTTEL TMG 1) cuvnBEaTtepn TeXvIKT givar 1 T1555.003: Credential
Access/Credentials from Password Stores/Credentials from Web Browsers pe 30 gppaviceig. Me
Al AOya, Tepimov pio otig Tpelg embéoeic mpooPdiet tov web browser. Mio eriong mpoc@iang
teyvikn eivor 1 T1056.001: Credential Access/Keylogging. Xpnoipomotgitar kotd kdOpov yia
KAOTN] OIKOVOUIK®V KOl TPOCOTIKAOV O£d0UEVOV om0 KaKOPBOLAG AOYICUIKA YVOOTO Kol G
credential stealers.
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Credential Access

B Occurences

30

'\

&@@&
& o
<~<~¢¢

@

Ewova 65. Credential Access techniques

Yvveyilovpe pe TIc TeYVIKEG TG Karnyopiag Discovery.

Pcap Name / Mitre Attack Tactic

1. 20161215 _ccnotice net_malspam_traffic
2.20161216 Locky mekspam_treffic_exemple
3.20161222_Cerber_from_malspem_traffic

420161226 _preudoDarkieech_Rig V_sends_Cerber_ransom
ware

5. 20161228_1st_run_Sundown_EK_s:
620161230 _Sundown_EK_1st_run_:
7.20170201_Hencitor_Pary_melspem_treffic

8. 20170202 Cerber_from_sdibas top

920170215 _Elest_HoeflerText_Chrome_popup_treffic_1_o
16

1020170215 _EMest_ HoeferText_Chiome_popup_treffic 2_
of 6

11.20170221,_Hencitor_malspam_tratfic

12.20170221, ZeusPandsBanker melspam_traffic
13.20170302_Nebuls EK_1st run
14.20170502_Nebusis_FK
15.20170302_Nebuie EK

16. 20170313 _Kovter_Locky_mslspem _traffic
17.20170314_Kovter_maispam_tratfic
18. 20170515 _ETest_Rig FK_sends_Revenge_ransomusre

18.20170330 Dridex_confirmation_letter Dridex_traffic

22 20170421 _Locky_melspam_traffic

2320170429 _CVE_2017_0199_strempt_from_horsezangd

2420170516 _Jaff_ransomwere_mslspsm_traffic

25.20170518_WenneCry_ransomwere_using EntemalBlue_e
xploit

26. 20470601 ZeusPandeBanker_malspem_traffic

27. 20470612 Loki_Bot_meispam_tratic

28. 20170612 Trickbot_malspem traffic

29, 20170612 Ursnif_malzpem_traffic

30. 20170710_Kovter_Nemucod_melspam_traffic
3120170724 Trickbot_malspem traffic

32. 20170726 Emotet_malzpem traffic

33. 20470803 Hancitor_meispam_tratfic

34 20170812 _Trickbot_infection_from_carriereiserphotogra
phy.com

35. 20170812 Trickbot_infection_from_cariereiter.com.exe

36. 20170828 Phobos_campsign_Rig EK_sends_Bunitu
37.20171010_Emotet_melspam_traffic

Discovery

TI007 Ti012 T1046 TI0LE T1033 TI040 TI046 T1049 T1057 TI069 TLOSZ T1083 TIOS7.001 T1087.002 TA0S7.003 T1120 T1124 T1135 T1482 Iilns?.om.r

TIE14.001 T1622

AL B B SN B B IS B B
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38 20171017_post_infection_tratfic_from_Terror_FK_peyics

39. 20171017 Teror_FK_example

40. 20171015 _Loki Bor traffic - - v [ -

41 20171031 _Necurs_Botnet_maispam_pushing Locky v

42. 20171102_Smoke_losder_traffic - v -

4420171204 _Dridex_mslspsm_trafic b -

45. 20171220 _smb_st_schedule

46 20171220_smb_metesploit_psexec_pth_dovwnlosd_mete
rpreter

47.20171220_smb_mimikstz_copy

48. 20171220 _smb_mimikstz_copy_to_host

49, 20171220 _smb_net_user

50. 20171220 smb_psexer_sdd_usser

5120171220 _smb_psexer_mimiketz_ticket_dump

52.20171222_melspem_pushing RemcosRAT - -

5320180102 feke_Fiach_pleyer_instslls_coinminer_mehware

54.20180104_PCRat_shilst traffic - -

55 20180104 _PCRet_ghlst_traffic_pcap + +

NESEIES

56. 20180109 _Emotet_and_Zews_Pands_Benker_traffic I - -

57.20180111_Rig EK_sends_Smoke_Losder_and_Menero_c

SB201B0717_Necurs_Botnet_pushing Fewed_Ammyy_traffi

c
59.20180821_Newtrina_infection_treffic_from_password_pr

atected_Word_doc

602011008 Trickbot_s=t75_infection_with_powershel_e

62. 20181210 Imminen_Monitor_RAT_ infection b -

63. 20181227 _shade_msizpam_infection

6420190104 _Nanocore_RAT_infection_trsffic v

5. 20190207_cred_stesler_vis_FIP_traffic

i 20190306 _Fewed_Ammyy_traffic 14 < | - b v

. 20190522 Rig EK_sends_Gendcrsb_ransomware - - - b - -

) 20190812_Rig FX_sends_MedussHTTP_maiware £ - ‘- - -

&6
7.
58 20190802 _Lord § | b - - v
&
70

72. 20200115 _RevengeRAT_infection_treffic - - v

7320200226 Trickbot spresds_from infected_cient to_DC [ b s | - P A I s - - - | -

.
.
A
.

7da. 20200414 _Guloeder_for_NetWire_RAT two_pceps < 7

745, 20200414_Gulosder_for NetWire RAT_two_pcaps - - - - -

75 20200701_pitty_tiger_thr

78. 20210105 _PurpleFax_EK_snd_post_infection_treffic

79. 20210223 lenerel_backup_c2_lhr

B0.20210513_Hencitor_traffic_with_Ficker_Stesler_snd_Cob
it Strike

51, 20210601_Hencitor_with_Cobeit_Stike_snd_netping tool [NE IC L2 E I N v v v v v

2. 20210715 _TASS1, Trickbot_infection_with_Cobeit Strike SN IS - v | - L A I I A - - - - - s

B3. 20220101_thru 03 server_sctity_with_logdj sttempts -

eternalbluc_success_unpstched_win?

B5. LM_psexec_smb_dcerpe_epm_svectl

B6. LM_smbexec_smb_dcerpe_svoctl_ epm

89. 20211215 _thru_20 zerver_sctity_with_logdj sttempts -

90, usecased_spearphishing EKCZ_leterel_move:

91. 20220722 _lcedID_with_DerkVNC_snd_Cobslt_Strike || | || e | ]| 7| v v v

Mivakag 17. Ovtgvikés g Katnyopiog Discovery 6to 60volo TV emficemv

Discovery

= Occurences
39

35

AT SPC I, )
OQP(& «”6’«"'&0&

Ewéva 66. Discovery technigques
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Ymv mepintoon avty Eexdpioav ot T1082: Discovery/System Information Discovery ko
T1083: Discovery/File and Directory Discovery ue 39 kot 35 mapoveieg ota log files avtiotorya.
Axolovbei ) katnyopio Lateral Movement kot ot teyvikég mov ypnoponoovvol otov [ivaxa 18.

Lateral Movement

Pcap Name / Mitre Attack Tactic

T1021001 TL021002 TI021.003 T1021004 T1021005 TIOZ1006 T10B0 Ti1091 TI1210 T1550.002 T1550.003 T1563.001 T1563.002 T1S570

120161215 ccnotice.net_malspam_traffic

220161216 _Locky_melzpam_treffic_sxample

3.20161222 Cerber from_melspam_traffic

420161226 _p=euvdoDarkleech_Rig V_sends Cerber_ransom
ware:

5.20161228_1st_run_Sundown_EK_sends_ Chthonic

620161230 Sundown_EK_1st_run_sends Terdot A Tlosder

7.20170201_Hencitor_Pony_malspam_traffic

B.20170202_Cerber_from_sdibes top

820170215 _Eest_HoeflerText_Chrome_popup_treffic_1_o
.6

1020170215 _ETest HocflerText_Chrome_popup_traffic_2_
of &

11. 20170221_Hancitor_melspem_traffic

12. 20170221 _ZeusPandeBanker_malspam_traffic

13. 20170302_Nebuls EK_1st_run

14. 20170302_Nebuls_EK_2nd_run

15. 20170302_Nebule EK_3rd_run

16. 20170313 _Kovter_Locky_malspam_traffic

17.20170314_Kovtes_meispam_traffic

18. 20170315 _Eest_Rig_EK_sends_Revenge_ransomwsre

19. 20170330 _Dridex_confirmation_letter_Dridex_traffic

21. 20170405 _Tenor_EK_sends_Andromeds_2nd_run

2220170421 _Locky_melspam_traffic

23.20170429_CVE 2017 0199 sttempt_from_horsezangd

24. 20170516 _leff_ransomware_malspam_traffic

2520170518 _WannaCry_ransommware_uwsing EnternsiBlue_e
xploit
26. 20170601 _ZewsPandsBanker_malzpam_traffic

27. 20170612 _Loki_Bot_melspam_traffic

28. 20170612 _Trickbot_melspam_traffic

29. 20170612 _Ursnif_malspam_traffic

30. 20170710 _Kovter Memucod melspsm_traffic

3120170724 Trickbot_melspam_traffic

32.20170726_Emotet_malspem_traffic

33. 20170803_Hancitor_malspem_traffic

34 20170812 _Trickbot_infection_from_carriereiserphotogns
phy.com
35. 20170812 _Trickbot_infection_from_camiereiter com.exe

36. 20170828 _Phobos_cempaign_Rig EK_sends_Bunitu

37.20171010_Emotet_malspam_traffic
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3830171017 _post_infection_treffic_from_Terrcr_EK_paylos
38, 20171017 _Tarror_EK_sxsmple
40. 20171018 _Loki_Bot_traffic

41.20171031_Necurs_Botnet_malspam_pushing Locky

42.20171102_Smoke_Losder_traffic

43.20171129 Emotet malspam_lst run

4420171204 _Dridex_mslspem_trafic

45.20171220_smb_st_schedule
4620171220 _smb_metesploit_psexec_pth_downlosd_mete
rpreter

47.20171220_smb_mimikstz_copy

48. 20171220 =mb_mimikstz_copy_tc_host

49. 20171220 smb_net_user

50.20171220 =mb_psexec_sdd_user

5120171220 smb_psexec_mimikstz_ticket dump

5220171222 _malspam_pushing RemcosRAT

5320180102 _fske_Rash_pleyer_installs_coinminer_mslhware

54. 20180104 _PCRet_ghOst_traffic

55.20180104_PCRst_ghDst_treffic_pcep

56. 201E0109 Emotet_and Zews Pands_Banker_treffic
57.201B0111_Rig EK_sends_Smoke_Losder_snd_Monero_c
oin_miner

5820180717 _Necurs_Botnet_pushing Flewed_fmmyy_treff
c

58.201B0E21 Meutring infection_traffic_from_pss=word pr
stected_Word_doc

602011008 Trickbot s=t¥5_infection_with_powershell =
mipire_traffic

61 20151019 malspam_pushing Nymsim_infection_traffic

62. 20181210 _Imminent_Manitor_RAT_infection

63. 20181227 _shade_malspam_infection

64, 20190104 Nanccore RAT infection_traffic

65. 20190207 _cred_stesier_vis_FTP_traffic

66. 20190306_Flawed_Ammyy_traffic

67.20190522_Rig EK_sends_Gandcrab_ransomuwere

68. 20190802 _Lord_EK_sends_Eris_Ransomwsre

B9. 20120812 Rig EK_sends_MedussHTTP_ mshwsre

70. 20190904 _Ursnif_infection_with_Trickbot

T1. 20190913 WSHRAT infection_traffic

72.20200115_RevengeRAT infection_traffic

73.20200226_Trickbot_spresds_from_infected_ciient_to_DC

Tda. 20200418_Gulosder_for_NetWire_RAT_two_poaps

Tdb. 20200418_Gulosder_for_NetWire_RAT_two_pcaps

75. 20200701 _pitty_tiger_Lhr

T6. 20200701_Velsk_infection_with_lcediD
T7.20201229 Emotet_infection_with_Trickbot_and_spambot

78. 20210105_PurpleFox_EK_=nd_past_infection_traffic

79. 20210223 lsteral_beckup_c2_ihr

B0.20210513_Hancitor_traffic_with_Ficker_Stealer_and_Cob
alt_Strike
EL 20210601 _Hancitor_with_Cobalt_Stike_snd_netping tool

82. 20210715 _TA551_Trickbot_infection_with_Cobelt_Strike

B3. 20220101 _thru_ 03 _server_sctivity_with_lcgd] sttempts

eternalblue_success unpatched_win?

EB5. LM_psexec_smb_dcerpe_epm_swoct]

BE. LM_smbexec_smb_dcerpe_svect]

BB mmcexec

E9. 20211215 thru_20_server_sctivity_with_logd] sttempts

80, usecesed_spearphishing EKC2_lters] move

8120220722 lcedID_with_DarkVNC_snd_Cobah: Strike

IMivaxag 18. O teyvikég Tg katnyopiag Lateral Movement 6to 60voro Tov emBicemv
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Lateral Movement

® Occurences

s 15 15
14
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Ewova 67. Lateral Movement techniques

Yy mepintwon ovt mopotnpnbnke coyneio ovdpeoa otnv T1021.002: Lateral
Movement/Remote  Services/SMB-Windows Admin Shares «ot tv T1210: Lateral
Movement/Exploitation of Remote Services pe 15 gupaviceic. Akolovbei n karnyopia Collection.

Collection

Pcap Name / Mitre Attack Tactic

TL005 T1025 T1039 T1056.001 T1056.002 T1056.004 T1074001 T1113 T1114.001 T1114.002 T1115 T1119 T1123 TI1125 TI1185 T1557 Ti560

1. 20161215 ccnotice.net_melspam_traffic

2. 20161216 _Locky_malspam_traffic_exsmpie - - -

3.20161222_Cerber_from_malspam_treffic

4.20161226_pzcudoDarklecch_Rig V_sends_Cerber_ranzom
ware

5. 20161228 _1st_run_Sundown_EK_sends_Chthonic -

6.20161230_Sundown_EK_1st_run_sends_Terdot8_Fosder -~

7. 20170201_Hancitor_Pony_melspam_trffic

£. 20170202 _Cerber_from_sdibes top

9.20170215_HTest_HosflerText_Chrome_popup_traffic_1_o
6

10.20170215_Eest_HocferText_Chrome_popup_traffc_2_
of 6

11. 201702 21_Hancitor_malspem_traffic

12. 20170221 _ZewsPandsBanker_malspem_treffic - - - - -«

. 20170302_Nebuls EK_1st_run -

| 20170302 _Nebuls EK |_run i

. 20170302_Nebuls_EK_Zrd_run -

. 20170313_Kovter_Locky_melspam_tr=ffic

. 20170514_Kovter_maispam_traffic

. 20170315_ETest_Rig FK_sends_Revenge_ransomwere: - - - -

. 20170330_Dridex_confirmstion_letter_Dridex_traffic -

. 20170405_Terrer_EK_sends_Andromeds_ist_run

20170405 _Termor_EK_sends_Andromeds_Znd_run

20170421 _Locky_meispam_traffic

. 20170425 _CVE_2017_0198_strempt_from_horsezsngd

LA A A A
.
Y

24. 20170516 _laff_ransomware_malspam_traffic

25 20170518_WannaCry_rensomvesre_using EnternsiBluc_e
xploit

26. 20170601_ZewsPandsBanker_malspem_treffic - - - - -

27. 20170612_Loki_Bot_melspam_trafic -

28 20170612 Trickbot_melspam_tr=ffic - - -

29, 20170612_Ursnif_melspam_traffic - - - - -

30. 20170710_Kovter_Nemucod_meispam_traffic

31 20170724_Trickbot_melspam_tr=ffic - - -

32 20170726_Emotet_malspam_traffic - -

33. 20170803_Hancitor_melspam_traffic

3420170812 _Trickbot_infection_from_cariereizerphotogrs
phy.com

35. 20170812 _Trickbot_infection_from_camiereiter.com.cxe [ - -~

36. 20170828_Phobos_cempeign_Rig EK_sends_Bunitu -

37 20171010_Emotet_malspem_traffic - -
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3820171017 _post_infection_traffic_from_Terror_EK_peylos

30. 20171017 _Terror_EK_sxsmple

40. 20171018 _Loki Bot_traffic o

41. 20171031_Necurs_Botnet malspsm_pushing Locky

82.20171102_Smoke_Losder_traffic v

43. 20171129 Emotet malspam_lst run v

24, 20171204 _Drides_malzpam_trsfic v

45. 20171220 _zmb,_st_schedule

86.20171220_smb_metasploit_psexec_pth_downlced_mete
rpreter

47. 20171220 _smb_mimikstz_copy

48 20171220 _smb,_mimikstz_copy_to_host

48. 20171220 _smb_net_user

50. 20171220 _smby_psexec_sdd_user

51. 20171220 _smb_psexec_mimikstz_ticket dump

52. 20171222 _mealzpam_pushing RemcosRAT - - - - - -

53.20180102_fske_lash_player_installs_coinmines_mslwsre

54. 20180104_PCRt_ghlst_traffic + -

4

55. 20180104_PCRet_ghist_traffic_pcap -«

56. 20180109 _Emactet_snd_Zews_Pands_Banker_traffic v v v 11 v -

57.20180111 PRig EK sends Smoke Losder snd Monerc ©

oin_miner

S5E.201B0717 Necurs_Botnet_pushing Flewed_Ammyy_traffi
c

50.20180821_Neutring_infection_traffic_from_pessword_pr
otected Word doc

60.201B1008_Trickbot_s=t75_infection_with_powershell_c
mipire_treffic

61. 20181019 _malcpam_pushing Nymsim_infection_traffic

62. 20181210 _Imminent_Maonitor_RAT infection - o« v

63. 20181227 _shade_malspam_infection

. 20190104 _Nanocore_RAT infection_traffic I’ o I’

. 20190207 _cred_stesler_vis_FTP_traffic

. 20190306 _Flswwed_mmyy_treffic - - -

. 20190522 _Rig EK_sends_Gandcrsb_ranscmware

. 20190802 _Lord_EK_sends_Eris_Ranscmwsre v

. 20190812 _Rig EX_sends_MedussHTTP_malwere

. 20090904_Ursnif_infection_with_Trickbot L * * L

71 20190913 WSHRAT infection_traffic v v -

72.20200115_RevengeRAT infection_treffic - - o« -

73.20200226 _Trickbot_spresds_from _infected_chent_to_DC v -

Tda. 20200414 _Gulosder_for_NetWire_RAT two_pcaps « -

74b.20200814_Gulosder_for_NetWire_RAT_two_pceps « -

75. 20200701 _pitty_tiges_Lhr

76. 20200701 _Valek_infection_with_lcedID - v -

77.20201229_Emotet_infection_with_Trickbot_snd_spambat

7E. 20210105 _PurpleFox_EK_snd_post_infection_traffic

79. 20210223 letersl_beckup_c2_Lhr

80.20210513_Hancitor_traffic_with_Ficker_Stesler_and_Cob
ait_Strike

B1. 20210601_Hancitor_with_Cobelt_Stike_snd_netping tool [E4 « v -

82. 20210715 _TAS51_Trickbot_infection_with_Cobekt Strike [NE4 « v - v

83. 20220101 _thru_03_server_sctivity_with_logdj_sttempts

eternslblue_success_unpatched_winT

85.LM_psexec_smb_dcerpc_epm_svect]

BE. LM_smbexec_smb_dcerpe_svert_spm

BE. mmcexec

B9. 20211215 thru_20_server_sctivity_with_logd]_sttempts

90. secased_spearphishing EKCZ_lstersl move

91. 20220722 _lcediD_with_DarkVNC_snd_Cobslt_Strike v - r =

Mivaxag 19. O tegvikég T katnyopiag Collection 6to ocvvoro TV embicemv

Ta anoteléopata cuvontikd oto ypdonua g Euwovag 18.

‘Ikovtag EppavounA, MNavemotipio Awyaiou, TU. Mny/kwv MN.E.Z.



2UykpLon twv Zuotnudatwy Aviyveuonc EtoBoAwv Zeek kot Suricata pe xprion kak6BouAng kivnong dtktoou

Collection

B Occurences

> <" > gb@gvo@@bsp;\wé 2 & é" ,
S & 4

Ewova 68. Collection techniques

Tnv T1005: Collection/Data from Local System mpotyodv otig emfécelg Toug Yoo GLAAOYY
dedopévov. Ta dedopévo ToV GLOTAUATOS Eival Ta TPOTA TOL Kvovvevovy. Tloteg etvan OpmG o1
TPOTIUNGELS TOVG oyeTka pe v Kornyopic Command and Control; Avtd aivetol otov mivako
K0l GTO YPAPN O TOV ETOVTOL.

Command and Control

Pcap Name / Mitre Attack Tactic

T1001 T100B T1071L001 TI071004 T1090.001 T1090.002 T1090.003 T1090.004 T1095 TI102002 T1104  TLI05 T1132 TI219 TISGE001 TIS6E002 TIS7T1  TIS72 TIS73.001 T1573.002

e net_melspem_traffic

2.20161216_Locky_meispem_traffic_example:

3.20161222_Cerber_from_melspem_traffic
420161226 pseudoDerkleech_Rig V_sends_Cerber_ransom
were

5.20161228 1=t run_Sundown_EK_sends_Chthonic

620161230 Sundown_EK_1st_run_sends Terdot A Zosder

7.20170201_Hencitor Pony_meispam_traffic

5.20170202_Cerber_from_sdibestop

920170215 _HTest_HoeflerText_Chrome_popup_traffic_1_o
16
1020170215 Eest_HoeflerText_Chrome_popup_traffic 2_
o 6

11.20170221_Hencitor_mslspem _traffic

12.20170221 ZeusPendeBenker_meispem_traffic

13.20170302_Nebule_EK,

14.20170302_Nebule_EK,

15.20170302_Nebule_EK_3ed_run

16. 20170313 _Kovter_Locky_malzpam_traffic

1720170314 _Kovter_meispam_traffic

18.20170315_Eest_Rig EK_sends_Revenge_ransomwere

25 20170515 _WeannaCry_ransomware_using EnternsiBise_e
e

70601_ZewsPandsBanker_maispam_treffic

70612 _Loki_Bot_melspem_treffic

28. 20170612 _Trickbot_meispam_traffic

29. 20170612 _Urznif_melspam_traffic

30. 20170710_Koveer_Nemucod_melspem _traffic

3120170724 _Trickbot_meispem_traffic

3220170726 _Emotet_makspam_trefic

33. 20170803 _Hencitor_malspam_treffic

3420170812 Trickbot_infection_from_camiereizerphotogm
phy.com
35.20170812_Trickbot infection_from_carriereiter. com.exe

36. 20170828 _Phobos_cempsign_Rig Fi_sends_Bunitu

37.20171010_Emotet_malspam_traffic
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3820171017 _pest_infection_traffic_from_Termror_EK_payics s I ] s
39. 20171017 _Tervor_EK_sxsmpie v ’ v v
40. 20171018 _Loki Bot_traffic I v
+ v < v
v v
v v
+ - - s -
47. 20171220_smb_mimiketz_copy
48 20171220 _smb_mimikatz_copy_to_host
49.20171220_smb_net_user
52.20171222_malspem_pushing RemcosRAT 4 v - v
53.20180102_feke_Fiesh_pleyer_instails_coinminer_mshwsre v 4 - s v
54.20180104_PCRet_ghOst_traffic - v v s
55.20180104_PCRet_ghlst_traffic_pcap + v <
56.20180109_Emotet_snd_Teus_Pands_Banker_traffic I v v v
* L
v v v v s
< ”
otected Word_doc
6020181008 Trickbot_s=t75_infection_with_powershell_s - - - - p p -
- + v
-«
v <
v v v s
s < ”
v
- < v
v v v - v v v v v v
< s
| i v v v
73.20200226 Trickbot_spresds_from_infected_cient_to_DC 4 - ” ” ” < -
742, 20200818 _Gulosder_for_NetWire_RAT_two_pceps - - -
74b.20200414_Guloeder_for_NetWire_RAT two_pcaps - - -
¥ v v v v v v
7720201229 Emotet infection_with Trickbot_snd_spembat p = p P P = = P
_sctiity
v v
79.20210223 letersl_beckup_c2_ihr
B020210513 Hancitar_tratfic_with_Ficker Stesler_and_Ccb |8 p - - - p = = - = e
it Strike
5120210601 _Heancitor_with_Cobsit_Stike_snd_netping tool g v 4 - s v v v v v -
8220210715 _TAS51_Trickbot_infection_with_Cobelt_Strike [N IES - - - v - e - - - - - - -
£3. 20220101 _thru_03 _server_sciivity_with_logd] sttempi= o
eternalblue_success_unpatched_wind
85. LM_psexec_smb_deerpe_epm_svect]
B6. LM_smbexec_smbs_dcerpe_svertl_epm
BE. mmeexec
89, 20211215 _thru_20_server_sctivity_with_logd] snemps v
90 usecesed_spesrphishing EKC2 lstersl_move
91. 20220722 _lcediD_with_DerkVNC_snd_Cobait_Strike 14 v 4 - s v v v v v -

Mivakag 20. O teyvikég s katnyopiog Command and Control 6to 6Hvolo Tov embicsmv

Ymv mepintwon avth n cuvnbéotepn givan n T1071.001: Command and Control/Application
Layer Protocol/Web Protocols, xvpimg http. Xe moAléc mepurtdoeig ot emTBEUEVOL HETOPEPOVY
epyodeia N opyeio oe éva MON Topaflocuévo GOCTNUO Kot aLTO YIVETOL LE YPNON TNG TEXVIKNG
T1105: Command and Control/Ingress Tool Transfer
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Command and Control

= Occurences

Ewova 69. Command and Control techniques

Mia katnyopio Tpv to téAog eivon 1 Exfiltration. O enduevog mivokog deiyvel Tig Kooy popEg
LLOG Y10 TIG TEYVIKEG.

Exfiltration
Pcap Name f Mitre Attack Tactic
T1011 001 TL020 T10Z29 TI030 T4l TIGEOD]1 TIOGEODDZ TI0ME S

1. 20161215 _conotice net_malspam_traffic

2. 20161216 Locky_malspam_traffic_cxsmplc

3. 20161222 _Corber_from_meispam_traffic

4 20161226_p=cudoDarkleech_Rig V_sends_Cerber_ransom
wmre

5. 20161228 lst_run_Sundown_EK_sends_Chthonic

E201L61230_Sundown_EK_lst_run_sends_Terdotf Tosder

7. 20170201_Hancitor_Pony_malspem_treffic

8. 20170202 _Cerber_from_sdibes top

9. 20170215_ETest_HoeflerText_Chrome_popup_traffic_1_o
L]

10201702 15_EMcst_HocficrText_Chrome_popup_treffic_2Z_
of 6

11 2O1F0221_Hemcitor_malspam_traffic

12 20170221 FewcPamndsBandosr_mesilsperm_traffic

13, 20170302 _MNebuls_EK_1st_run

14 20170302 _Mebuls_EK_Znd_ruan

15 20170302_Nebula_EK_Srd_run

16. 20170313 _Kowter_Locky_malspam_traffic

17. 20170314 _Kovter_malspam_traffic

18 201F0IL5_EMest_Rig EK_sends_Revenge_ranscmwere

18, 20170330_Dridex_confirmetion_letter_Drides_treffic

20 20170405 _Temer_EK_scnds_Andromoda_1st_run

21 201TF0N05_Terror_EK_sends_Andromeds_2nd_ran

22 201TF0421_Locky_rmelspam_trafhic

23 201F0429_CVE_2017_0199_sttempt_from_horsczangd

24 201TFOSLE_leff_ransommware_msls pam_tr=Ffic

25 2017051E_WannaCry_ranscmwwere_using EnternslBlus_s
xploit
26. 201TOE01_FousPandsBanker_malspem_traffic

27, 201TF0612_Loki_Bot_rslspem_traffic

28 20170612 _Trickbot_mealspem_traffic

29. 201F0612_Ursnif_malspam_traffic

30, 201TOTLO0_Kowter_Memuscod_mabspem_traffic

31 20170724 _Trickbot_mealspem_traffic

L1448

32. 201F0T26_Emotet_melspem_traffic

33. 201 70E03_ Hancitor_malspermn_traffic

34 20170812 _Trickbot_infection_from_camiersiserphotogrs
phy.com
35. 201F0E12_Trickbot_infection_from_camiereiter.com.exe

36. 201TOE2E_Phobos_campsign_Rig EK_sends_Bunitu

37. 2017 1010_Emotet_malspem_traffic
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FBE201T1017_ post_infection_treffic_from_Termror_EK_perylos
F9. 20171017 Terror EK_example
A0. 2017101E_Loki_Bot_traffic

41 20171031 Necwrs Botret measlspeam_pueshing Locky

42 20171102 Smoke Losder_traffic

43. 201711729 Emotet mesbspam_lst rnoan

44 20171204 _Dridex_malspeam_trafic

45 20171220_smb_st_schedule
A6 20171220_smb_metssploit_peexec_pth_downloed_mete
rpreter

A7, 201712 20_smb_mimikstz_copy

A8 20171220_smb_mimikstz_copy_to_host

49, 20171220_smb_net_wser

S0 20171220 smb_psexec_sdd_user

SL201TI220 smb_psexec mimikatz_ticket_demp

52 201712727 melspam_pushing RemoosRAT

3320180102 fake Flech pleyer installs cofinminers_mealwere

54, 20180104 _PCRet_ghist_traffic

55. 20180104 _PCRet_ghist_traffic_pcep

56. 20180100 _Emoctet_snd_Fews Pands_Bsnker_treffic

57 20180111_Rig FK_sends_Smoke_Losder_and_Monero_c
Hin_miiner

SEZ201B0F1T Necurs Botret pushing Flevwed Samrmyy_traffi
c

59 2018082 1_Ncutrine_infoction_traffic_from_pessword_pr
otected_Word_dioc

G0 2018100E_Trickbot_s=t75_infection_with_powershell_e
mpire_traffic

6L 201E101% malspam_pushing Nymsim_infection_traffic

B2. 201E1210 lmmirent_Monitor RAT infection

63. 20181227 _chede_mal:pam_infection

54, 201590104 Nanccore RAT infection_traffic

65. 20100207 _cred_stesler_wvis_FTP_traffic

66. 201 B0FI0E_Fleweed_fammyy_traffic

&7. 20190522 Rig FK_=zends Gandorab_rsnscmwwere

6B. 20100802 _Lord_EK_sends_Eris_Rancomusre

9. 20190E12 Rig FK sends MedussHTTP mesbwesre

TOL 201900 Ursnif_infection_with_Trickbot

TL 20190913 WSHRAT infection_traffic

T2, 20200115_RevengeRAT infection_treffic

T3 2020022 6_Trickbot_spresds_from_infected_client_to DC

Tia. 202004 14_Guloeder_for_HNetWire RAT two_posps
Tab. 202004 14_Gulosder_for_NetWire RAT two_posps

T5. 20200701 pitty_tiger Lher

FE. 20200701_Velsk_infection_with_lcediD

T 20201229 Fmotet_infection_with_Trickbot_snd_spambot

TE. 20210105 PurpleFox_EK_and_post_infecton_traffic

79, 20210223 _leteral_beckup_cZ_Lhr

BO0.202 10513 _Hancitor_treffic_with_Ficker_Stesler_snd_Cob
mit_Strike

B1. 202 10601 _Hancitor_with_Cobelt_Stike_snd_netping tool

B2. 202 10715_TASS51_Trickbot_infection_with_Cobalt_Strike

B3 20220101 thru 03 server_sctivity_with_logd] sttempts

eternalblue_success_unpetched_win?

BS. LM_psexec_smb_dcerpc_epm_sweoct]

BE. LM _smbexec smb_doerpc_swoctl epm

BE. mmicexec

B9 20211215 thru 20 sereer_sctivity_with_logdj sttempts

Sl usecesed spesrphishing EKC2_lsters] move

91 20220722_lcediD_with_DarkWNC_snd_Cobelt_Strike

Mivaxag 21. O tegvikég T katnyopiog Exfiltration oto 6hvoro Tev emBicemv
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H toktikr ovth avoaeépetal 6Toug TPOTOVS e TOVG 0TOToVE 01 eMTIOEUEVOL «SLOPPEOLVY TIG
TANPOPOPIES 1 T OESOUEVO, TTOV VITOKAETTOVV EKTOG GLOTHUATOG 1 d1kTVOV. [t TOV oKOTd AVTO
Eeywpiler n teyvikn T1041: Exfiltration/Exfiltration Over C2 Channel, pe apxetn dwapopd ce
enpavicelg amd v ogvtepn  T1048.003:  Exfiltration/Exfiltration  Over Alternative
Protocol/Exfiltration Over Unencrypted Non-C2 Protocol.

Exfiltration

m Occurences

26

Ewova 70. Exfiltration techniques

Impact

Pcap Mame / Mitre Attack Tactic

TL4AE6 TI4ED T1400 TL495 TIL496 TL4DOD TIS20 TIS531 TISES

1. 20161215 ccnotice.net_malspem_traffic

2. 201612 16_Locky_maslspam_traffic_cxsmpile

3. 20161222 Cerber_from_malspam_traffic
4 20161226_pseusdoDarkleech_Rig W_sends_Cerber_ransom
wesre

5. 20161228 _Ist_run_Sundown_EK_sends_Chthonic

620161230_Sundown_EK_Ist_run_sends Terdot A Flosder

T. 20170201 _Hancitor_Pony_maslspem_traffic

B. 20170202_Cerber_from_sdibes top

9 20170215_Elest_HoeflerText_Chrome_popup_treffic_1_o

£ 6
10 20170215_ETest_HocflerText_Chrome_popup_treffic_2_
of_6

MEIRYE

11 201F0221_Hamncibor_rmeslspem_traffec

12 20170221 ZewsPandsBanker_rmasilspem_traffic

13 201 70302_MNebuls EK_Ist run

14 20170302_Mebube_EK_Znd_run

. 20170302 _Nebuls_EK_Frd_run

YRS

. 20170313 _Kowter_Locky_mslspem_traffic

. 20170314 _Kowvter_rmslspam_traffc

. 201703 15_ElTest_Rig FK_sends Rovenge_ransomuweare

. 20170330 _Dwidex_confirmation_letter_Dridex_traffic

. 201 T 005 _Terror_EK_semds_Andnomeds_Lst_rsn

201F0A05_Termor_EK_semnds_Andromeds_Znd_run

201T0A21_Locky_mstspem_treffic

. 20170429 CWE_201T_0199_sttempt_from_horscosngd

24. 201 TO5LE6_Jaff_ransomwwere_mslspem_treffic

25 20 1TF0S5LE_WannaCry_rsnsomwwsre_using EnternalBlse_e
xpiloit
26, 201 T0601_FeusPandsBanker_mailspem_traffc

27. 20170612_Loki_Bot_malspem_traffic

2ZB. 20170612 _ Trickbot_mesisperm_traffic

20, 201TELZ_Ursnif_neelsperm_trefic

30 201T07TL0_Kowter_Nemscod_malspem_traffic

31 20170724_Trickbot_melspem_treffic

32 201 70726_Ermotet_mailspem_treffic

33. 2017 HE03_Hamcitor_malspem_traffic

34 ZOITOELZ_Trickbot_infection_from_csmiereiserphotogns
phy.com
35. 201FOELD_Trickbot_infection_from_carriereiter com.exe

36. 2017 HEZE_Phobos_campeign_Rig EK_sends_Bunitu

37, 2017 L0OL0_Ermotet_rmeispem_traffc
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3B 20171017 _post_infection_traffic_from_Tenmmor_EK_peylos

39, 20171017_Teror_EK_exsmpile

A0 20171018 _Loki_Bot_tr=ffic

41 20171031 _MNecurs_Botnet_malspam_pushing Locky

20171102 _Smoke_Losder_treffic

43 20171129 Emoctet_malspem_Lst_run

44 20171204_Dridex_rmalspam_trafic

45 20171220_smb_st_schedule
46 20171220_smb_metesploit_psexec_pth_downlosd_mete
rpreter

A7 20171220_smb_mimikstz_copy

48 20171220 _smb_mimikstz_copy_to_lost

49 20171220 _smb_met_user

S0 20171220 _smb_psexec_sdd_user

5120171220 _smb_psexec_mamiksts_ticket_dump

52. 20171222_rmalspam_pushing RomcosRAT

53 20180102 _fake Flash_pleyer_instslls_coimnminer_mshware

54 20180104_PCRat_ghlst_treffic

55. 20180104 PCRst_ghlst_treffic_posp

56. 201B80100%_Emotet_snd_Zews_Pands_Banker_treffic
ST 20LE0111_Rig EK_sends_Smoke_Losder_snd_Monero_c
oin_miner

SE 20LE0T1Y_Mecurs_Botnet_pueshing Flevesd_Smmyy_traffi
<

5020180821 Meutrinc_infection_treffic_from_pessweord_pr
otected Weord_doc

S0_201ELD0E Trickbot_s=t7T5_infecticn_with_powershell_e
mpire_traffic

201EL0LY_melspam_pishing Mymsim_infecticn_treffic

201812 10_lmminent_Monitor_RAT_infection

20LE1227_shede_malspem_infection

20190104_Nanccore_RAT_infoction_traffic

2010207 _cred_stesler_via_FTP_traffic

20190306_Flewecd_Ammyy_traffic

20100522 _Rig EK_sends_Gandorsb_ransommere

201B0E02_Lord_EK_semnds_Eris_Rensomuwere

201G0E1L2_Rig FK_sends MedussHTTP mehwere

201B0804_Ur=nif_infection_with_Trickbot

1.
&2
3.
(=
&5
[N
7.
B
[ N
o
TL

20190913 WEHRAT infection_treffic

F2. 20200115 _ReovengoRAT_infoction_traffic

T3 20200226_Trickbot_spresds_from_infected_chent_to_DC

Tda. 202004 14_Guloader_for_NetWire_RAT two_posps

Tab. 202004 14_Gulosder_for_NetWire_RAT_two_posps

F5. 20200701_pitty_tiger_Lhr

20200T0L_Velsk_infection_with_lcediD
201229 _Emotet_infection_with_Trickbot_snd_spembot

FE. 20210105 _PurpleFox_EK_snd_post_infection_traffic

79 20210223 _letersl_backup_c2_Lhr

B0.202 10513 _Hancitor_treffic_with_Ficker_Stesler_snd_Cob
=ht_Strike

B1. 202 10601_Hancitor_with_Cobelt_Stike_snd_netping tool

B2 20210715 TAS51_Trickbot_infection_with_Cobelt_Strike

B3. 20220101 thru 03 _server sctivity_with_logdj sttempts

eternslblue_suocess_unpetched_win?

BS5. LM_psexer_smb_dcerpc_epm_svoct]

BE. LM_smbexec smb_dcerpc_swoctl epm

BE. mimcexec

B 20211215 thru 20 _server sctivity_with_logdj sttempts

D0, usecssed] speasrphishing EKC2 lsterslmowe

9120220722 _lcedID_with_DerkVNC_snd_Cobelt_Strike

IMivekag 22. O tggvikés TG Katnyopiog Impact 6To 6Hvoro Tov embicemv

Kot ohoxAnpdvovpe pe v taxtikn Impact, oty omoia ywpig apgiopritnon npotayovictel
n texvikn T1486: Impact/Data Encrypted for Impact, 6nwg @aivetar ko oto ypaenua (Ewova
71). To diywg GAAO amoTeAel VOOUEPO VoL GMEIN) OTNV €MOYN MOG Kal dev givar GAAN amd TV
KPUTTOYPAPNOT OEO0UEVAOV LE GKOTO YPNUATIKA OQEAN KLPIWG.
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Ewova 71. Impact techniques

2V €vOTNTO 0T TOPOVGLACOLE CVOAVTIKG TO EVPNLOTO TNG EPYACIOG HOG KOL LE ¥PNoN
TWAK®V Kol ypaenuatwv, tpoctodncope vo dei&ovpe To BociKE onUEID TOV OTOTEAEGUATOV.
2y endpevn evOTNTO VOPEPOVTAL TOL KOPLO CUUTEPAGLOTAL.
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2vunepdouaro.

H televtaia evotta cuvoyilel Ta onueio KAEWS TG TAPOVCAS SUTAMUOTIKNG EPYACIOS.

6.1 Tedxa Suricata 5 Zeek;

Onwg mpoavagpépaple oKomdS g NTAV 1 TOLOTIKY HEAETN Kat oOykplon Tv dvo IDS kot ciyovpa
Oyl 10 va. amo@avlovue o0 eivorl KAAVTEPO. XT0 OMOTEAECUOTO TG EpYaciag pog eidaue pio
eAapplé vrepoyn tov Suricata évavti tov Zeek wg mpog v anoteleouatikotnto. 10 50% TV
TEPITTMOEMV 1] AMOTEAECUOTIKOTNTA TOL Suricata a&oloynbnke wc¢ High, evd to Zeek mnpe
avtiotoyn a&oroynon oto 40% avtdv. Ltov avtinoda, to Zeek vreptepel GTIG TEPMMTMOCELS TOV
aforoynbnke og Medium. Mg dAlo Aoyuwo, dev votepovoe kaBdOAoL oe evdeilelg mapafioong
(10Cs), ka1 avtd eaivetal amd T0 YEYOVOS TME GTHV amoTeEAEoUATIKOTNTO ®¢ Ttpog Ta 10CS, ta 6o
IDSs ntav oAb kovtd (82% pe 80%).

Eidape to Suricata va Pydalel mepiocdtepa alerts kor vo deiyvel KoADTEPN GLUTEPIPOPAE KoL
nowopopeio. ota alerts amévavtt otnv kakOPovAn diktvokn kivnon, vwd TV Evvolo TG
aviyvevong te. To alert mov Egympioe (trojan) vrodnimvetl Ty £€apon twv Aeyouevav commodity
loaders (Cisco T., 2022). Ta téooepa mo evepyd péoa oto 2022 frav o Qakbot, Emotet, IcedID
ko Trickbot, dpaoctnpiotto TV omoivv vanpye 6to delypo pag. Amd v GAAN uepid to Zeek
£0mwoe Povo TPV edmv alerts kot ta tpia oyetikd pe ta SSL motonomtikd. To copnépacio 6to
omoio odnynbnkope amd tov TOmO ToL alert, sivar mwg evromilovtar oe emimedo host ko
oyetiCovron pe ta self-signed motomomrtikd. To debtepo peyolbtepo mocootd twv alerts frov
ekelvo mov aPopoHGE MGTOTOMTIKE OV £Y0VV ANEEL.

Qotdo0, Oa mpénel va Adfovue vrdyy Tog to Suricata eivon éva signature-based IDS. Avtd
onpaiver mog Paciletor oe MOMN VIAPYOVGES LVROYPAPEG KAKOBOVA®Y AOYIGUK®OV, TIG OTOLES
EVOOUATOVEL 6TOVG Kovoves Tov. To Zeek €yet dwapopetikd tpdmo Aettovpyiag kot 1 aio Tov
eaiveton teplocdtepo o 0-day embéoeig. EEGAAOL, Kol 6TV €pyacia HAG TPOEKLYAV EVPTILOTO,
and 10 Zeek, 1ta omoia dev vmnpyav oto log files tov Suricata. Emopévog, pdAiov mg
SUUTANPOUATIKE epyoieio Oa ta yopaktpile KaveS TApd OC OVTUY®OVIGTIKG Kot avTd givar Ko
10 TOPIGUA GTO OO0 KATAANYOVV KOl AALOL CLYYPAPELS.

Onog yapaxmmpiotikd ovagépel koaw o (Rodfoss, 2011), apwv cvykpivoope ta IDSS peta&d
TOVG B0l TPEMEL TPAOTO VO ATOPAGIGOVIE TOV TOUEN KOl TIS TAPUUETPOVS TOV Bl AEIOAOY|GOLLLE.
Mmopei kaveig va cvykpiver log files, alerts, pvbuiceig, kavoveg, pébodo eykotdoToong, amddoom
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LUVAUNG KO ETEEEPYACTY... ZTO TEAOG OULMOG TNG NUEPOS AVTO TTOV £YEL onpacio tvat va ta Bétovpe
VO SOKIUAGI0, £TCL MOTE VO, VOKOADTTOVUE TO TPOTA TOLS CTUELD KO LE OVTO TOV TPOTO VOl TOL
BeAltidvoupe. Tati pe avtd tov TpOTO Bl EY0oVE KOAL Kol GOOTA ePYUAEion OTA YEPLOL LOG OTNV
TPOGTAOEL VAL TPOGTATEWYOLLE TNV EUTICTEVTIKOTNTO, TNV aKEPALOTNTA Ko TNV dbecotnTa,
1060 TOV TANPOPOPLIKDOV GLGTNUAT®V 0G0 KoL TV OIKTLMOV TOV avTé oyYnuatiCovv.

6.2 H oudoa twv 13

210 onueio owtd Ba TPEMEL VAL TOVIGOVLE TMG O1 TVOKES TTOV TOAPOVCIAGTNKAY GTNV TPONYOVULEVN
evOTNTA LIOYPOUHLOVY TIG TEYVIKEG OV OYETILOVTIOL LE TO GLYKEKPEVO Oelypa KakOPOvANg
OIKTLOKNG Kivnong kol omoTteAoVV pio. «OVVOUIKT ovoTapaotact POCIGUEVT GE TPOLYUOTIKES
TopUTNPNoES. AVTO Opm¢ umopel va oAAGEEL pe TV TEPodo Tov YpOvov kaOMS TOGO TO
AOYIGHIKA, OGO KOl 01 OUAOES TOV TO VAOTOLOVV 1) TA YPNGYOTO00V eEEAICTOVTAL S1OPKMG.

Ot 13 teyviég mov Eeymproav (pia yio kabe taxtikn) ivol:

e Resource Development: T1608.001: Upload Malware

e Initial Access: T1566.001: Spearphishing Attachment / T1566.002: Spearphishing Link

e Execution: T1059.001: Powershell / T1059.003: Windows Command Shell

e Persistence: T1547.001: Registry Run Keys-Startup Folder

e Privilege Escalation: T1547.001: Registry Run Keys-Startup Folder / T1543.003:
Windows Service

e Defense Evasion: T1027: Obfuscated Files or Information

e Credential Access: T1555.003: Credentials from Web Browsers

e Discovery: T1082: System Information Discovery

e Lateral Movement: T1021.002: SMB-Windows Admin Shares / T1210: Exploitation of
Remote Services

e Collection: T1005: Data from Local System

e Command and Control: T1071.001: Web Protocols

e Exfiltration: T1041: Exfiltration Over C2 Channel

e Impact : T1486: Data Encrypted for Impact
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Hepropicuoi

Yta mhaiclo TG epyaciog vanpEay Kot SLCYEPELEC.
e To yeyovdg mwg dev mpape kabolov alerts mpogpydueva and to bzar package frtov pio
and aVTEC.
e  MeyoAbtepo detypa onuaivel peyaAvtepr akpifelo oTo OTOTEAEGLOTAL.
e  MeyoAbtepn O1dpKeEIDL OTNV TEWPAUATIKY dtodkocion onuaivel mo moAAL dedopéva, apd
peyoAvTePN akpifela oTo AMOTEAEGLOTO, ETIONC.
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Hopaptyuo I — Ilyyéc pcap apyeicmv

e https://github.com/shousseaden/PCAP-ATTACK

e https://github.com/tatsui-geek/malware-traffic-analysis.net

e https://github.com/elcabezzonn/Pcaps

e https://qgithub.com/chrissanders/packets

e https://github.com/jasklabs/blackhat2017/tree/master/datasets

e https://github.com/401trg/detections/tree/master/pcaps

e https://www.malware-traffic-analysis.net/training/exporting-objects.html

e https://www.activecountermeasures.com/category/malware-of-the-day/

IMivekag 23. Owv nyés mpoheveng tov peap files
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Hapdptyua |1 — MITRE ATT&CK TACTICS &

TECHNIQUES

210 onueio avTO TOPOOETOVUE TIG TOKTIKEG KOl TEXVIKEG TOV EVIOMIGTNKAV GTO GUVOAO TOL

delypotog embécemv.

Mitre Tactics

1. Reconnaissance

2. Resource Development

T1583.004:
T1584.004:
T1583.005:
T1584.005:
T1583.006 :
T1587.001:
T1588.001:
T1587.003:
T1588.004:

Resource Development/Acquire Infrastructure/Server

Resource Development/Compromise Infrastructure/Server

Resource Development/Acquire Infrastructure/Botnet

Resource Development/Compromise Infrastructure/Botnet

Resource Development/Acquire Infrastructure/\Web Services

Resource Development/Develop Capabilities/Malware

Resource Development/Obtain Capabilities/Malware (RaaS)

Resource Development/Develop Capabilities/Digital Certificates (self-signed)
Resource Development/Obtain Capabilities/ Digital Certificates (expired & unable to

get local issuer cert)

T1587.004:
T1588.005:
T1608.001:
T1608.002:
T1608.003:
T1608.004:
T1608.005:
T1608.006:

Resource Development/Develop Capabilities/Exploits

Resource Development/Obtain Capabilities/Exploits (RaaS)
Resource Development/Stage Capabilities/Upload Malware
Resource Development/Stage Capabilities/Upload Tool

Resource Development/Stage Capabilities/Install Digital Certificates
Resource Development/Stage Capabilities/Drive-by Target
Resource Development/Stage Capabilities/Link Target

Resource Development/Stage Capabilities/SEO Poisoning

3. Initial Access

T1078.002:
T1078.003:

Initial Access/VValid Accounts/Domain Accounts
Initial Access/Valid Accounts/Local Accounts

T1091: Initial Access/Replication Through Removable Media

T1133: Initial Access/External Remote Services

T1189: Initial Access/Drive-by Compromise

T1566.001:
T1566.002:

Initial Access/Phishing/Spearphishing Attachment
Initial Access/Phishing/Spearphishing Link
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4. Execution

T1047: Execution/Windows Management Instrumentation

T1053.002:
T1053.005:
T1059.001:
T1059.003:
T1059.005:
T1059.007:
T1059.006:

Execution/Scheduled Task-Job/At

Execution/Scheduled Task-Job/Scheduled Task

Execution/Command and Scripting Interpreter/Powershell
Execution/Command and Scripting Interpreter/Windows Command Shell
Execution/Command and Scripting Interpreter/Visual Basic
Execution/Command and Scripting Interpreter/Javascript

Execution/ Command and Scripting Interpreter/Python

T1106: Execution/Native API
T1129: Execution/Shared Modules
T1203: Execution/Exploitation for Client Execution

T1204.001:
T1204.002:
T1204.003:
T1559.001:
T1559.002:
T1569.002:

Execution/User Execution/Malicious Link

Execution/User Execution/Malicious File

Execution/User Execution/Malicious Image
Execution/Inter-Process Communication/Component Object Model
Execution/Inter-Process Communication/Dynamic Data Exchange
Execution/System Services/Service Execution

5. Persistence

T1037.001:
T1053.002:
T1053.005:
T1078.002:
T1078.003:

Persistence/Boot or Logon Initialization Scripts/Logon Script (Windows)
Persistence /Scheduled Task-Job/At

Persistence/Scheduled Task-Job/Scheduled Task

Persistence/Valid Accounts/Domain Accounts

Persistence /Valid Accounts/Local Accounts

T1098: Persistence/Account Manipulation

T1136.002:
T1137.001:
T1137.006:

Persistence/Create Account/Domain Account
Persistence/Office Application Startup/Office Template Macros
Persistence/Office Application Startup/Add-ins

T1176: Persistence/Browser Extensions
T1197: Persistence/BITS Jobs

T1542.003:
T1543.003:
T1546.012:
T1546.015:

Persistence/Pre-OS Boot /Bootkit

Persistence/Create of Modify System Process/Windows Service
Persistence/Event Triggered Execution/Image File Execution Options Injection
Persistence/Event Triggered Execution/Component Object Model Hijacking
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T1546.016:
T1547.001:
T1547.005:
T1574.002:

Persistence/Event Triggered Execution/Installer Packages

Persistence/Boot or Logon Autostart Execution/Registry Run Keys-Startup Folder
Persistence/ Boot or Logon Autostart Execution/Security Support Provider
Persistence/Hijack Execution Flow/DLL Side-Loading

6. Privilege Escalation

T1037.001:
T1053.002:
T1053.005:
T1055.001:
T1055.002:
T1055.004:
T1055.005:
T1055.012:

Privilege Escalation /Boot or Logon Initialization Scripts/Logon Script (Windows)
Privilege Escalation /Scheduled Task-Job/At

Privilege Escalation/ Scheduled Task-Job/Scheduled Task

Privilege Escalation/Process Injection/Dynamic-link Library Injection

Privilege Escalation/Process Injection/Portable Executable Injection

Privilege Escalation/Process Injection/Asynchronous Procedure Call

Privilege Escalation/Process Injection/Thread Local Storage

Privilege Escalation/Process Injection/Process Hollowing

T1068: Privilege Escalation/Exploitation for Privilege Escalation

T1078.002:
T1078.003:
T1134.001:
T1134.003:
T1134.004:
T1134.005:
T1543.003:
T1546.012:

Injection

T1546.013:
T1546.015:

T1546.016

Folder

T1547.005:
T1548.002:

Control

T1548.003:

T1574.002

Privilege Escalation/Valid Accounts/Domain Accounts

Privilege Escalation/Valid Accounts/Local Accounts

Privilege Escalation/Access Token Manipulation/Token Impersonation-Theft
Privilege Escalation/Access Token Manipulation/Make and Impersonate Token
Privilege Escalation/Access Token Manipulation/Parent PID Spoofing
Privilege Escalation/Access Token Manipulation/SID-History Injection
Privilege Escalation/Create or Modify System Process/\Windows Service

Privilege Escalation /Event Triggered Execution/Image File Execution Options

Privilege Escalation/Event Triggered Execution /Powershell Profile
Privilege Escalation/Event Triggered Execution/Component Object Model Hijacking

: Privilege Escalation /Event Triggered Execution/Installer Packages

T1547.001: Privilege Escalation/Boot or Logon Autostart Execution/Registry Run Keys-Startup

Privilege Escalation/ Boot or Logon Autostart Execution/Security Support Provider

Privilege Escalation/Abuse Elevation Control Mechanism/Bypass User Account

Privilege Escalation/Abuse Elevation Control Mechanism/Sudo and Sudo Caching
Privilege Escalation/Hijack Execution Flow/DLL Side-Loading

7. Defense Evasion

T1014: Defense Evasion/Rootkit
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T1027: Defense Evasion/Obfuscated Files or Information (.002: Emotet, IcedID, Lokibot,
Trickbot, Valak)(.003:1cedID, TA551, PurleFox)

T1036.004:
T1036.005:
T1055.001:
T1055.002:
T1055.004:
T1055.005:
T1055.012:
T1070.001:
T1070.004:
T1070.006:
T1078.002:
T1078.003:

Defense Evasion/Masquerading/Masquerade Task or Service (Nebula, Lokibot)
Defense Evasion/Masquerading/Match Legitimate Name or Location
Defense Evasion/Process Injection/Dynamic-link Library Injection
Defense Evasion/ Process Injection /Portable Executable Injection
Defense Evasion /Process Injection/Asynchronous Procedure Call
Defense Evasion /Process Injection/Thread Local Storage

Defense Evasion/Process Injection/Process Hollowing

Defense Evasion/Indicator Removal/ Clear Windows Event Logs
Defense Evasion/Indicator Removal/ File Deletion

Defense Evasion/Indicator Removal/ Timestomp

Defense Evasion/Valid Accounts/Domain Accounts

Defense Evasion/Valid Accounts/Local Accounts

T1112: Defense Evasion/Modify Registry

T1134.001:
T1134.003:
T1134.004:
T1134.005:

Defense Evasion/Access Token Manipulation/Token Impersonation-Theft
Defense Evasion/Access Token Manipulation/Make and Impersonate Token
Defense Evasion/Access Token Manipulation/Parent PID Spoofing

Defense Evasion/Access Token Manipulation/SID-History Injection

T1140: Defense Evasion/Deobfuscate-Decode Files or Information
T1197: Defense Evasion/BITS Jobs
T1202: Defense Evasion/Indirect Command Execution

T1207: Defense Evasion/Rogue Domain Controller

T1218.005:
T1218.007:
T1218.010:

T1218.011

Defense Evasion/System Binary Proxy Execution/Mshta
Defense Evasion/ System Binary Proxy Execution/Msiexec
Defense Evasion/System Binary Proxy Execution/Regsvr32

: Defense Evasion/System Binary Proxy Execution/Rundll32
T1218.012:
T1497.001:
T1497.002:
T1497.003:
T1542.003:
T1548.002:
T1548.003:
T1550.002:
T1550.003:
T1553.002:

Defense Evasion/System Binary Proxy Execution/Verclsid

Defense Evasion/Virtualization-Sandbox Evasion/System Checks

Defense Evasion/Virtualization-Sandbox Evasion/User Activity Based Checks
Defense Evasion/Virtualization-Sandbox Evasion/Time Based Evasion

Defense Evasion/Pre-OS Boot/Bootkit

Defense Evasion/Abuse Elevation Control Mechanism/Bypass User Account Control
Defense Evasion/Abuse Elevation Control Mechanism/Sudo and Sudo Caching
Defense Evasion/Use Alternate Authentication Material/Pass the Hash

Defense Evasion/Use Alternate Authentication Material/Pass the Ticket

Defense Evasion/Subvert Trust Controls/Code Singing
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T1553.005: Defense Evasion/ Subvert Trust Controls/Mark-of-the-Web-Bypass
T1562.001: Defense Evasion/Impair Defenses/Disable or Modify Tools
T1562.004: Defense Evasion/Impair Defenses/Disable or Modify System Firewall
T1562.009: Defense Evasion/Impair Defenses/Safe Mode Boot

T1564.001: Defense Evasion/Hide Artifacts/Hidden Files and Directories
T1564.003: Defense Evasion/Hide Artifacts/Hidden Window

T1564.004: Defense Evasion/Hide Artifacts/NTFS File Attributes

T1564.010: Defense Evasion/Hide Artifacts/Process Argument Spoofing
T1574.002: Defense Evasion/Hijack Execution Flow/DLL Side-Loading
T1620: Defense Evasion/Reflective Code Loading

T1622: Defense Evasion/Debugger Evasion

8. Credential Access

T1003: Credential Access/OS Credential Dumping

T1040: Credential Access/Network Sniffing

T1056.001: Credential Access/Keylogging

T1056.004: Credential Access/Input Capture/Credential AP1 Hooking
T1110.001: Credential Access/Brute Force/Password Guessing

T1110.003: Credential Access/Brute Force/Password Spraying

T1110.004: Credential Access/Brute Force/Credential Stuffing

T1539: Credential Access/Steal Web Session Cookie

T1552.001: Credential Access/Unsecured Credentials/Credentials in Files
T1552.002: Credential Access/Unsecured Credentials/Credentials in Registry
T1552.004: Credential Access/Unsecured Credentials/Private Keys
T1555.003: Credential Access/Credentials from Password Stores/Credentials from Web Browsers

T1555.004: Credential Access/ Credentials from Password Stores/\Windows Credential Manager
T1555.005: Credential Access/Credentials from Password Stores/Password Managers

T1557: Credential Access/Adversary-in-the-Middle

T1649: Credential Access/Steal or Forge Authentication Certificates

9. Discovery
T1007: Discovery/System Service Discovery

T1012: Discovery/Query Registry

T1016: Discovery/System Network Configuration Discovery
T1018: Discovery/Remote System Discovery

T1033: Discovery/System Owner-User Discovery
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T1040: Discovery/Network Sniffing

T1046: Discovery/Network Service Discovery

T1057: Discovery/Process Discovery

T1069: Discovery/Permission Groups Discovery

T1082: Discovery/System Information Discovery

T1083: Discovery/File and Directory Discovery

T1087.001: Discovery/Account Discovery/Local Account

T1087.002: Discovery/Account Discovery/Domain Account

T1087.003: Discovery/Account Discovery/Email Account

T1120: Discovery/Peripheral Device Discovery

T1124: Discovery/System Time Discovery

T1135: Discovery/Network Share Discovery

T1482: Discovery/Domain Trust Discovery

T1497.001: Discovery/Virtualization-Sandbox Evasion/System Checks
T1497.002: Discovery /Virtualization-Sandbox Evasion/User Activity Based Checks
T1497.003: Discovery/Virtualization-Sandbox Evasion/Time Based Evasion
T1518.001: Discovery/Software Discovery/Security Software Discovery
T1614: Discovery/System Location Discovery

T1614.001: Discovery/System Location Discovery/System Language Discovery
T1622: Discovery/Debugger Evasion

10. Lateral Movement

T1021.001: Lateral Movement/Remote Services/Remote Desktop Protocol
T1021.002: Lateral Movement/Remote Services/SMB-Windows Admin Shares
T1021.003: Lateral Movement/Remote Services/Distributed Component Object Model
T1021.004: Lateral Movement/ Remote Services/SSH

T1021.005: Lateral Movement/ Remote Services/\VVNC

T1021.006: Lateral Movement/ Remote Services/\Windows Remote Management
T1080: Lateral Movement/Taint Shared Content

T1091: Lateral Movement/Replication Through Removable Media

T1210: Lateral Movement/Exploitation of Remote Services

T1550.002: Lateral Movement/Use Alternate Authentication Material/Pass the Hash
T1550.003: Lateral Movement /Use Alternate Authentication Material/Pass the Ticket
T1563.001: Lateral Movement/Remote Service Session Hijacking/SSH Hijacking
T1563.002: Lateral Movement/Remote Service Session Hijacking/RDP Hijacking
T1570: Lateral Movement/Lateral Tool Transfer

‘Ikovtag EppavounA, Naveniotripo Awyaiou, T, Mnyx/kwv M.E.Z.



2UykpLon twv Zuotnudatwy Aviyveuonc EtoBoAwv Zeek kot Suricata pe xprion kak6BouAng kivnong dtktoou

11. Collection

T1005: Collection/Data from Local System

T1025: Collection/Data from Removable Media

T1039: Collection/Data from Network Shared Drive
T1056.001: Collection/Input Capture/Keylogging

T1056.002: Collection/Input Capture/GUI Input Capture
T1056.004: Collection/Input Capture/Credential API Hooking
T1074.001: Collection/Data Staged/Local Data Staging

T1113: Collection/Screen Capture

T1114.001: Collection/Email Collection/Local Email Collection
T1114.002: Collection/Email Collection/Remote Email Collection
T1115: Collection/Clipboard Data

T1119: Collection/Automated Collection

T1123: Collection/Audio Capture

T1125: Collection/Video Capture

T1185: Collection/Browser Session Hijacking

T1557: Collection/Adversary-in-the-Middle

T1560: Collection/Archive Collected Data

12. Command and Control

T1001: Command and Control/Data Obfuscation

T1008: Command and Control/Fallback Channels

T1071.001: Command and Control/Application Layer Protocol/\Web Protocols
T1071.004: Command and Control/Application Layer Protocol/DNS
T1090.001: Command and Control/Proxy/Internal Proxy

T1090.002: Command and Control/Proxy/External Proxy

T1090.003: Command and Control/Proxy/Multi-hop Proxy

T1090.004: Command and Control/Proxy/Domain Fronting

T1095: Command and Control/Non Application Layer Protocol

T1102.002: Command and Control/Web Service/Bidirectional Communication (Revenge RAT)
T1104: Command and Control/Multi-Stage Channels

T1105: Command and Control/Ingress Tool Transfer (Hancitor, Zeus Panda, Nebula, Revenge
RAT)

T1132.001: Command and Control/Data Encoding/Standard Encoding (Revenge RAT)
T1219: Command and Control/Remote Access Software
T1568.001: Command and Control/Dynamic Resolution/Fast Flux DNS
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T1568.002: Command and Control/Dynamic Resolution/Domain Generation Algorithms
T1571: Command and Control/Non-Standard Port

T1572: Command and Control/Protocol Tunneling

T1573.001: Command and Control/Encrypted Channel/Symmetric Cryptography
T1573.002: Command and Control/Encrypted Channel/ Asymmetric Cryptography

13. Exfiltration

T1011.001: Exfiltration/Exfiltration Over Other Network Medium/Exfiltration Over Bluetooth
T1020: Exfiltration/Automated Exfiltration

T1029: Exfiltration/Scheduled Transfer

T1030: Exfiltration/Data Transfer Size Limits

T1041: Exfiltration/Exfiltration Over C2 Channel

T1048.001: Exfiltration/Exfiltration Over Alternative Protocol/Exfiltration Over Symmetric
Encrypted Non-C2 Protocol

T1048.002: Exfiltration/Exfiltration Over Alternative Protocol/Exfiltration Over Asymmetric
Encrypted Non-C2 Protocol

T1048.003: Exfiltration/Exfiltration Over Alternative Protocol/Exfiltration Over Unencrypted
Non-C2 Protocol

14. Impact
T1486: Impact/Data Encrypted for Impact

T1489: Impact/Service Stop

T1490: Impact/Inhibit System Recovery
T1495: Impact/Firmware Corruption
T1496: Impact/Resource Hijacking
T1499: Impact/Endpoint Denial of Service
T1529: Impact/System Shutdown-Reboot
T1531: Impact/Account Access Removal
T1565: Impact/Data Manipulation
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