I[TANEIIIXTHMIO AIT'AIOY

IHOAYTEXNIKH XXOAH
TMHMA MHXANIKQN ITAHPO®OPIAKQN KAT EITIKOINONIAKON XY2XTHMATQN

[NPOTPAMMA METAIITYXIAKQN ZIIOYAQN
AZDOAAEIA TIAHPO®OPIAKQN KAI ETIIKOINQNIAKQN XYZTHMATQN

Yoykprrikn perétn SIEM gpyoaieiov

AIIIAQMATIKH EPI'AXIA

TV

KoaAmovlog Ztépytog
Kiyxoc Nikoraog

Empiénov : Kopmovpdxng 'empyrog

Méhn e€eTaoTIKNG EMTPOTG:
- Mnopundroarov Kovotavtio
- Kapvda Mapia

Ydpoc, Mdiog 2023






IIpoAoyog Kan EVYOPLOTIES
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AKpovoa

SIEM | Security Information and Event Management

SEM Security Event Management

SIM Security Information Management

SOC Security Operations Center

oT Operational Technology

UEBA | User Entity Behavior Analytics
EID Event ID

EDR Endpoint Detection and Response

SOAR | Security Orchestration, Automation and Response

NDR Network Detection and Response

SaaS Software as a Service
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Iepiinyn

Ta cvotiuata Alayeipong ITIAnpopopidv ko Xvppdviov Acepdiewag (SIEM) €yovv yivel
oNUEP EVO KPIGIHO KOl OVCLOOGTIKO 0TOXEl0 cUHVOETOV SIKTVMV Kol ETYEPNOEDV, UTOTEADVTOGC
Baoikd dEova yOpw omd TOV 0010 TEPIGTPEPOVTAL Ol AEITOVPYIES ACPAAELNG EVOG OPYAVIGHOV.

Amoterel yeyovog (oTikng onuaciog n a&oAdynon g moldtrtog piog tétolng Avong Kot 1
dtopaion 6tL N dayeipton g, omd v opdda SOC, B emEEPeL TNV KAALYN TOV ATOITCEDV
ac@aAelag mov £xel Béoel Lo emyeipnon 1 Evag opyavicpog.

Agdopévng g vapéng evpémg pacpotog SIEM Acewv mov givor dibécieg onpepo oty
ayopd kaBmg Kol TG TOKIAOHOPPIS TV VIO TPOoTaGia ayaddv, T0 £pY0 TOV ATOUMY TOV £X0VV
K\nBel va emdééovv 10 kotdAAnAo SIEM mpoidv yia tov opyoviGpd GTOV Omoio oviKOuv,
kaBictatol dvoyepéc.

Kabe miatpoppa SIEM @éper modhd mieovekthpata kot peovektnuato. [ToAld €€’ avtdv
elval evpémg Ko ONUOSLA YVOGTE, MGTOGO LLAPYOVY Kot KATOW0 To. 0Toia eivarl epgovn Hovo péca
oo TNV oVooTIKN dtayeipton kot TpN pe ™ ekdotoTe AVon.

2V mopovco £PYNCio EMEPEITOL O GLYKPITIKY UEAETN OVO €k TV Kopvepainv SIEM
epYOorEi®V amd TN oKOTLA VO OVOALTY) AoPAAELNG TTOV TIG dtaxelpiletat. 26 facikd péco chykpiong
Ba. dnovpynbodv kot Ba ypnoiporombovv Kowég meputdoelg xpnone (Use cases) KakdoPovAmv
TOKTIKOV KOl TEYVIKOV.

A&Earg Khewona: odioyeipion minpopopioov koi ocoufaviov aopoleias, mopoxoiodOnon
QOPOAEIOG, OLOYEIPIoN OPYEIWY KOTOYPOPNS, OVIYVELGH OTEIADV, KOPEPVOUTPOLELR, KEVIPO
Aertovpyradv acpaleiog, analytics acpaleiog, abyrkpion mpounbevtav, ovufavia aopoleios, opyeio
KaToypopns, TEPITTWOELS YPHONGS, KOVOVES OGUOXETIONG, OGOIKHUOTO QOQOLEIOS, TEPIOTATIKG,
QOPAAEIOG, KOKOPOVAES TAKTIKES, KAKOPOVAES TEYVIKES
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Abstract

Security Information and Event Management (SIEM) systems have today become a critical and
essential component of complex networks and enterprises, forming a key axis around which an
organization's security operations revolve.

It is vital to assess the quality of such a solution and ensure that its management by the SOC
team will meet the security requirements set by a business or organization.

Given the wide range of SIEM solutions available in the market today as well as the diversity
of assets under protection, the task of individuals tasked with choosing the right SIEM product for
their organization becomes difficult.

Each SIEM platform has many advantages and disadvantages. Many of these are widely and
publicly known, however there are also some which are only apparent through the essential
management and friction with each solution.

In this paper, a comparative study of two of the leading SIEM tools is attempted from the point
of view of a security analyst who manages them. As a basic means of comparison, common use
cases of malicious tactics and techniques will be created and used.

Keywords: SIEM (Security Information and Event Management), security monitoring, log
management, threat detection, cybersecurity, Security Operations Center (SOC), security analytics,
vendor comparison, security events, logs, use cases, correlation rules, security offences, security
incidents, malicious tactics, malicious techniques
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Ewocaywyn

1.1 Evrtomiocuog ko1 O1ayEipicy TEPIGTATIKADY ACPIAEIAS

O e€ehrypéveg KuPepvo-emBEceLg £xovv Yivel £vag oNUOVTIKOG avTimaAog 6Tov dapkdg eEEAICCOUEVO
KuPepvo-ydpo. Ot pépeg otig omoies Pacildpoctay 6e EAeyyo NG TEPIUETPOV HOG ovIOTNTaS (eTanpeioag M
0pYAVIGLOV) 1] 6€ AVCELS TPOooTaGiag amd 100G £xovv TAEOV mapEABELl. AvoyKodTnTo TV NUEPOV oL LodLe
amoTELEL 1 YPNON TOAV-EMMEO OV AUVVTIKADV TEXVOLOYLDV.

Baown mpotindBeon yo tov eviomicud piog KuPepvo-gmnifeong and tovg avaivtés aopiaielag ivat M
YmapEn Katayeypappévev yeyovotmv, to omoia apykd Ba mpénet va cuAkéEovy amd kdbe emnpeacpévo
TANPOPOPLOKSO GUGTNLO KO ETEITA VO, TPAYUOTOTOMGOVY avalTnoT Kot GUGYETION Nl avTdV. 26TOGO, e
v ovveyn paydaia eEEMEN g teyvoloyiog, av&dvetal avdioyo Kot 0 puOUOS TAPAYWOYNG TOV YEYOVOT®V
LLE GLLECT GUVETELN KOl GTOV TEAMKO OYKo TV dedopévmv. To yeyovog owtd oe uvovacd e To TANB0G Kot
TNV TOKIAOUOPOI0 TOV TANPOPOPLOKADOYV GUOTNUATOV €vOG opyavicuol, kafiotd addvato tov €ykailpo
evtomopo piog enifeonc, Kabmg Emg 6TOL 0 AVAALTNG KATAPEPEL VoL GLAAEEEL TOL amaToVUEVA YEYOVOTO OO
T EMUEPOVG EMNPEACUEVO GUGTNLOTO, CVTA EVOEYETOL VO, EYOVV dLOYPOOEL TPOKEIWEVOL VO Unv VITApEet
OAIKT] KAAVYT TOV ammoB1KELTIKOD YMPOL KOl KATA GUVETELD OL0KOTY VINPECIDV.

Ta mopamdveo odyncoav oty avaykn piog AOonG KEVIPIKNAG GLAAOYNG Kol Ao KELONG YEYOVOT®V, 1)
omoia Ba £0tve mapdAAnAa duvatdTNTEG YPNYopPNS avalTnong Kol GUGYETIONG ENL TWV YEYOVOTMOV LLE CKOTO
TOV €YKopo eVIOTIGUO piag enifeong. H Abon mov KaAOTTEL TIG TOpAmive OmotTioEL; Eival T0 GUCTHUATO
Security Information and Event Management (SIEM).

Me tov 6po SIEM avapepdpocte o€ pio AVOT AOYIOUIKOD TOL GLYKEVIPAOVEL Kol omobnkevel
OpaoTNPOTNTO OO TOAAES SOQOPETIKEG TNYEC (Sources) e TEAIKO OKOTO TNV OvAdelsn TEPIOTATIKOV
acpoieiog (offences 1 incidents) pécw kavévev (rules) mov cvoyetilovv Tig dpacTNPIOTNTES AVTEG.
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[Inyég SpacTNPOTTOV UTOPOVV VO, amoTEAEGOVY Ol 6TadNol epyaciog TeEAMKOV ypnotdv (endpoints),
dkTLaKEG GLOKEVEG (OTTmG routers, switches, firewalls), dtakopiotég, domain controllers, fdoeic dedopévmv,
AEITOLPYIKO GLOTNLOTO, EPUPUOYEG, GANEG KEVIPIKEG ADOEL acpdAewng, vanpeoieg cloud, cvotuata
nepairovtoc Propnyoavikng TAnpo@optkng (OT) kot modhéc dAleg Tov evd€yeTan va Ppebovv otnv vTodoun
evOg opyaviopov 1 piag entyeipnone.

H mo cvvnbicpévn popoen dpactmpidmrag sival to yeyovota (events), to. omoio emi 10 mAgioTOV
Bpickovtor amobnkevuéva oe apyeio kataypapng (log files) 1 Pacelg dedopévav. Mia emmAéov popen
dpactnpotnTag M omoio umopel vo TAGICIOGEL Ta events Kol Vo EUTAOVTIOEL TIG TANPOQOpieg €vOg
TEPIGTOTIKOD €ivor ot dtkTvakég poéc (flows).

H xevipin cvAloyn, m Hokpoypodvio amobnKevon Kol 1) GUGYETION GE TPOYUATIKO YpOVO TMV
TOKIAOLOPPOV YEYOVOTMV Kail STKTVOK®V pOdV 07td T1g avapiOunteg mnyéc, avoueifoia kabiotody tnv Adon
SIEM oavamdomacto epyodeio evog Security Operation Center (SOC)!, kabdg evicyvovrar ot Booikéc
010N TEC TNG opatdTNTag (visibility) kot g dpeonc amdkpiong (response) 6e TEPIGTOUTIKA OGPAAELNS.

Me 1o mépaopa Tav ypovov ta epyoreia SIEM €youvv e&elybel kan Exovv yivel KATL TEPIGGOTEPO OO
gpyaleio mov amAmg cuvdLalovy TN dwyeipton TANPoEopPLdVY acpaieiag (SIM) kar tn Swoyeipion cuppaviov
ac@dielag (SEM), apod TAéov LTopovV Kot TPOGPEPOLY TPOTYUEVES OVOAVGELS GLUTEPLPOPES YPTOTAV Kol
ovrotntewv (UEBA) ybpn otn dOvaun g texvntig vVOnUosvvng kol Tov machine learning.

To ocvyKekpléVa CLGTAUATO KOTAPEPVOLV VO avTamoKplBovy €ykalpa o€ enifeon pe akpifelo mov
mnodlet 1o 90% Ko toydnTa GuoYETIoNG Yeyovotwv 60 devteporémtmv, €Yoviag mapdAAnia N
duvordTNTO TAPOYNG AETTOUEPDV EKOEGEDV GLUUOPE®ONG Le vOpovg kat mAaicta [1].

v ayopd vrapyovv moArég Acelg SIEM, o omoieg dapépovv ®C TPOC TNV APYITEKTOVIKY, TIG
OTOUTAOELS AELTOVpYing, TIG VITOOTNPLOUEVEG TTNYEC YEYOVOT®V, TIC SUVOATOTNTEC KOl TOVG TEPLOPLOUOVS
OYETIKA UL TIG PaciKES TEYVIKES amattioels (Onws enelepyasio YEYOVOT®V, O1LLIOVPYIL KOVOV®V GUGYETIONG,
avAaodelEn MEPIGTATIKMOV KAl EWOOTOINCN AVOALTOV), TIG eMmPOcheteg -tV PacK@V- duVOTOTNTES KABMDG

emiong Kot Tov KOGTOVG.

To medio epappoyne, to péyebog, ta mANpoeoplakd ayobd, 1o TEPPAAAOV KOL Ol EMLYELPT|CLOKES
Aerrovpyleg, 1o emimedo e€edikevong avalvtdv acedielag KGBe opyoviopov 1 etoupiog givar LovOdKd,
YEYOVOG OV GE GLVOLAGCUO HE TIG SLOPOPOTOU|GEIS OV TPOUVOPEPUUE MG TPOG TIG OLVATOTNTEG TV
dpopav Avoewv, kabiotd duokoro £mg axatdpbwto va yvopilel KATO0G KOTA TN QACT] TNG EPELVIC
ayopdc, TG OVOKOMEG KOl TOVG TEPLOPIGHOVG MOV EVOEXETOL VO GUVOVINGEL KOTO TNV LAOTOINGCT] Kot
TOPAYOYIKN Agrtovpyio TG Aong v omoia eEgtdlel mpog Tpoundeia.

Kémowa evdektikd cvyva mpofAnuata mov avipetonilovv ol opyoviouoi oyetikd pe pio Abon SIEM
gtvat 1o vyMAd mocootd false-positive alerts, n avamoteElecUATIKY 1EPAPYNOT TV TEPIGTATIKOV AGOAULELNS,
1 TEPLOPICUEVT] TANPOPOPID. OTO TEPLEYOUEVO TMV YEYOVOT®V, 1 YEPOKIVIITN SOUOPO®ON TEPITAOK®V
KOVOVOV, Le OKOTO TOV €AEYYO OTN GUCYETION YEYOVOT®V KOl TNV ovagopd (reporting) TEPIOTATIKOV
ACPAAELNG, LLE OTL XPOVIKO KOGTOG QVTO GUVETAYETAL, 1] TEPLOPICLLEVT YVAOOT TV ovaALT®dV SOC 68 YADGTES

TPOcPaong Kot dtoyeipiong Poemv dEOOUEVOV KOl KATO GUVETELD TIVAK®V UE TEdiN Kot eyYpapEs, Kabdg

! Me tov opo Security Operations Center (SOC) avagepopacte o opadeg amd security analysts kot experts mov agiepdvoval og
vyMANg modTnTag Asttovpyieg kKuPepvooasedieiag. Boowm emdiméEn evog Security Operations Center givai n aviyvevon kot amdkpion

G€ OTOL00NTOTE TEPIGTATIKO AAPEL YDPO GTA TANPOPOPLAKE aryadd TOv EMPAETEL.
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KOl TEPLOPIGLOVG TNG EKAGTOTE AVOTG G TOUEIG OTTMOG AVD PPAYLOTO 6€ TANO0C KAVOV®OY TOV GTILATOS0TOVY
SLPOPETIKG TEPIOTOTIKA 1 LEYIGTOG 0PIOUOC OO TEPISTATIKA TOL avayvapilovtal omd 1o ke cuoTUAL.

1.2 Avtixeiuevo Stmiwuatikns

To Pooikd GVTIKEIUEVO TNG GUYKEKPIUEVNG EPYOCING OmOTEAEL 1 GUYKPITIKN HEAETN 6V0 €K TmV
kopveainv (Leaders katd to Magic Quadrant for SIEM tng Gartner yw tov Iovvio tov 2022) [2] Mcewv
SIEM:

- IBM Qradar kot
- Microsoft Sentinel.

H obykpion éxel og kOp1o okomd va avadei&el TAEOVEKTAUATE, OAAG KOl TEPLOPIGLOVG UETAED TMV
AMoemVY, 0peVOS MG TPOC TIG PacikéS TEXVIKEG AELTOVPYIEG TTOL KAAEITAL EVOC OVAAVTAG ACPAAELNG VO EKTENEL
Katd T Oloyeipton €vOG TETOOV GUOTAUOTOS KOl OPETEPOV MG TPOG TNV KOALYTN POCIKOV TEXVIKOV
OTOTGEDY TTOL OPEIAOVY CVTOV TOV €160V 01 AVGELC VO, TPOGPEPOLV.

[pokewévov va avadeyBovy TaPAUETPOL TPOC GVUYKPIOT AL KOl VO, EOVUE TO KATE Svvaun
OVTIKEWLEVIKOTEPO, TTOLOTIKA 1 TOCOTIKA KPP GUYKPIONG, KPIVETOL amapaitntn 1 TPOsoUoinon Tng
dlayeiptong Tv 000 AVCEMY A TNV OTTIKN EVOG OVOAVTH OC(QAAELNG.

Onwg avagépbnke oty moapdypapo 1.1 ot emmpdchHetec duvatdOTNTEG KOl AEITOLPYIEG TOL
TAoc1OVoLY Tig Pacikég, piag Avong SIEM, mowidovy peta&d tov Aoewv. To yeyovog avtd emmpedlet to
edlo EPOPUOYNG KOl GVUYKPIONG TG mopovoag epyoacioc. Ilapddetypa Poacikng do@opdc tmv ovo
eEetaldpevov Moewv givor n emmpocBetn Avon SOAR (Security Orchestration, Automation and Response),
1 omoia petagld dAl@v, PEpeL TN dVVATOTNTO AVTOUATIGHOD EVEPYELDMV TOL Ba ékave yelpokivnTa KATO10G
AVOAVTNG, MG EVEPYELEG OTOKPIONG OE TEPIOTATIKG aoPaielog. Xtnv Avon Microsoft Sentinel n Avon SOAR
ovumepihapfavetor out of the box, evd n IBM mapéyer v avtictoyn Avon og SaaS vanpeoio mpog
dacvvdeon pe to QRadar Eeympiotd Kot pe enmAéov KO6TOG.

Mia axdépn Pocikn dweopd mov mpémel vo avapepbel eivar m opatdtto, N avdAvon Kot m
a&lonoinon diktvakmv pomv (network flows). To Microsoft Sentinel otov cuykekpévo Topéa, o€ ovtifeon
pe v mAgovotnta dAlomv SIEM Adcewv, dev d100é1el TETOo0L €I00VE SLVATOTNTA KOl Ol OPYOVIGLHOL
Kotopevyovy otnv mpounHeta Avong Network Detection and Response (NDR) yia thv kéAvym tov 6yeTikdv
anortioewv acedeas. Xto IBM QRadar mapéyetor n duvatdtnta dnuiovpyiog neptototikdv pe Baon site
puévo oTnV TapaKoAovON ot CLYKEKPILEVOVY SIKTVOK®OV podV EVOG SIKTVLOV, £iT€ GUVOIVALOVTOG AVTES LE KOV

yeyovota KoToypaeng (events).

Kotd ovvénewn mpokeyévov vo pnv odnynbovue oe pio GOYKPLON HETOED OVOLOLIOYEVAV
TopapéTpmV, Ba TEPLopicOLLE TNV TPOCOUOImON TV AettovupyldV oT1g Pacikég piag Abong SIEM, ot omoieg
etvar n avaltnon entl yeyovoTmv KOTOypoens, 1 OMUovpyio KavOvmy GLOYETIONG YEYOVOT®V Yo TNV
avAaodeEn TEPIOTATIKAOV ACPAAEING KOl 1| TPOPOAT TOV AVTICTOYWOV TEPICTATIKAOV EMEITA TG IKOVOTOINONG
TOV KOVOVOV.

Amapoitnto oToyEio yio TV eKTEAECT] TOV TPOUVOPEPOUEVAOV AEITOVPYIDV amOTEAEL 1 VTOPEN
oevapiov enifeong 1 oAlmg tepmtmdcewy ypnong (Use Cases) kakdBoviwv TaKTIK®V Kot TEXVIK@V. [ v
emitevén Tov Pacikod {nToduevov TG epyaciog Kpivetol oKOTLo KiOE USe Case va e£ETaoTEL 0md KOvoL Kot
oTIG 000 AVGCELG. XUVERMMC, £va EMTALOV OVTIKEIUEVO NG €PYOciog OmOoTEAEl M Tapovcsioon kot M
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Amhopatikn epyacio: Zoyrpruxy perétn SIEM epyaleicowv

TPOCOUOImoN KAmowmy Pacik@v USe cases mov Ba wpénel vo mepthopupavoviol oto gupetnplo gvog SOC
KaOdC Kol 0 TPOTOC EVTOTIGUOD aVT®V 07td TI¢ 600 e&etaldpeveg Avoeig SIEM.

1.3 Aouj s dimiwuatikijs

¥10 Kepdhato 2 mopovsialoviot To USE Cases apyikd e 0empnTikd eXiNESO UE TNV TEPLYPOUPT| TOVS
Kot To, facikd Tovg otoyegia, £merta n vAomoinon Tovg oe kabe e&etalopevn Abon SIEM ko téhog m
npocopoinon avtmv. 1o Kepdiaio 3 avartoceetan 1 cOYkpion Tov 000 e€etalduevav AMcemy, Katd TV
0mol0l AVAPEPOVTOL CNUAVTIKES O10UPOPES TTOV GMUEIDON KAV 6T0 TANIG10 gpyacidv Tov Kepaaiov 2.
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Amhopatikn epyacio: Zoyrpruxy perétn SIEM epyaleicowv

Use Cases

INo k@O use case wov Oa wopovcidcovpe Bo avapEépovpe To akdAova:
e Obijective: Tov 6106%0 MOV TPOGTAOEL VO ETITOYEL.

e MITRE Tactics & Techniques: Ti¢ ToKTIKEG Kot TIG TEXVIKES - KaTd TV yvootokn Bdon MITRE
ATT&CK [3]- 115 omoiec tpocmabodue vo evTomicovpe HEGm TOL USE Case.

e LogSources: tov TOmo TV YeYovoTmV 0 0Toi0¢ RUECHS TPOodlopilel To GLGTAATA TNYEC OTd TO
omnoia, &yovv mapornedel ta yeyovorta. T'o to QRadar to nedio eivar to Log Source Type evog Log
Source gvad yia To Sentinel to Data Type evog Data Connector.

e Severity/Criticality: o Pabudg kpiowotnrag mov Oétovpe oto mePloTATIKO TO Omoio Oa
onpovpynBel. Avotuydg dev vrdpyel mpotvmomoinon en’ avtod Tov mEdiov Kot KAbe cvoTnua
dwbétel T Owd Tov KAipoKka. Xvvemmg mpofrKope otnv akdAovdn oaviieToiyion-mapadoyn,
TPOKELEVOL VO EYOVUE pio KOTE SUVOUT KOVY| KATYOPLoToino.

Sentinel QRadar
(Criticality) (Severity)
Informational 0,1,2
34,5
6,7,8
High 9,10

‘Enerto yuo kG0s Avon avogépouvpe 1o rule to omoio Ba mapa&er o offense/incident, ta 6w ta
offenses/incidents, to events mov wkavomoincov to. kprripwe tov rule kot téhog yo Omo Kpiverot
amoPoiTNTO, TOPOLGLALOVIE TIG EVEPYELEC TTOL IKOVOTOWOVV TO KPP 1 GAAMS TNV TPOCOUOIMCT TNG

emifeong.
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Amhopatikn epyacio: Zoyrpruxy perétn SIEM epyaleicowv

2.1 A member was added to a built in privileged domain security group.

Objective: 'Eva ocbotmua Active Directory dwoyepiletar, petofd dAmv, and tovg mopakato privileged

polovg [4]:

Domain Admins: amoteAei éva AD security group 1o omoio Tp®d@TO GKEPTOVTOL 0GOL GLINTOVV Y10,
dwyeipion evdg Active Directory cvotfiuoatoc. To cvykekpiévo group £xet €5’ oplopov mAnpn
SIKOLMULOTO SLOXELPLOTH G€ OAOVE TOVG servers, Ta, workstations, tovg Domain Controllers kot yevikd,
Kkd0e cvokevn Tov eivan joined oto domain. Xg kdOe vroloyiot wov cuvdéetat oto AD mpoaotibeton
to Domain Admins oto local Administrators group. Kafag n epapuoyn tov least privilege empépet
TOALTAOKOTNTO 0T dwyeipion, cvyva ta IT Tuquata ekpeTaAredovTol To0 E0POG EPAUPUOYNG TOV
SIKOLMUOTOS Y10, Vo, Tpaypotonomoovy palikés evépyeleg dlayeipiong tov cvotnuatov. Ot
AOYOPLOGUOL e TOV POAO GVTO GTNV OVGIN KPATOUY T «KAEWLL TOV Paciieiov», EpOGOV £x0uV T
dvuvatdTnTa access o€ kKGOe oo, o€ kaOe file, og KiOe subnet Tov vo0OTKTHOL TOL OPYUVIGUOD.

Enterprise Admins: gival o opndda oto forest root domain mov €xgl TANPN dSKodOUOTA 6€ KOO
Topéa ko doun tov AD.

Administrators: anotelobv diayeptotéc tov AD domain, £yovtog default admin dwondparta Kabmg
KoL SLVOTOTNTO TOPOYNS TV SIKAMUATOV avT®V 6€ Domain kot Enterprise Admins.

Schema Admins: group to omoio £yet 10 dikaimpa va, Tpomomotel To oynua to Active Directory Forest
schema.

Ao Tovg TOpaTave poAovg emAEEaLLe vo acyoinBolue e tov evtomiopud tpoctnkng Active Directory

User Account o Domain Admins group (Event ID 4728 [5]), a@ob pe Baon to least privilege principle n

00000 TOGO 1OYLPOV IIKOUIOUATOV 6To TAMicw evog domain Oa wpémel va, EAEYYETOL CLUVEXDC Kot OTaV

wpoypatomoleiton Oo TPEMEL va VILAPYEL TANPOS atTloAOYNUEVO aitnua aAlayng (change request) 6 kdmolo

ticketing cvotquo 10 omoio Wavikd vo amotehel mnyn g SIEM Abong yw mo dueceg evépyeleg

emPePaimong false positive amd Tovg avaAvTES.

H teyviucn tov privilege escalation eival gupémc yvootn, apov KaKOBOLAOL KAvOvTag Xpnom TNg

AmoKTOVV LILO TOV EAEYYXO TOVG OAO TO £0MTEPIKO OIKTVLO UG emtyeipnong 1 evOG opyaviGov.

Administrator
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Awmopotikn epyacio: Zoykpiukn peiétny SIEM epyoleiwv

MITRE Tactic: Persistence, Privilege Escalation

MITRE Technique: T1098 - Account Manipulation, T1078 - Valid Accounts
LogSources: Microsoft Windows Security Events

Severity/Criticality: High (9)

2.1.1 QRadar

2.1.1.1 Rule

Rule Description
Apply A member was added to a built in privileged domain security group on events which are detected by the Local
system
and when the event(s) were detected by one or more of Microsoft Windows Security Event Log
and when any of EventiD (custom) match 4728
and when any of Group Name (custom) match Domain Admins

Rule Actions

+ Set Severity to 9
+ Force the detected Event to create a NEW offense, select the offense using ¢_ MSWEL_TargetAccount (custom)

Rule Responses

« Dispatch New Event
o Event Name: A member was added to a built in privileged domain security group
= Event Description: A member was added to a built in privileged domain security group
= Severity: 9 Credibility: 0 Relevance: 0
= High-Level Category: Risk
o Low-Level Category: Compliance Violation
o Force the dispatched event to create a NEW offense, select the offense using ¢_MSWEL_TargetAccount
(custom)

This Rule will be: Enabled

2.1.1.2 Offense

All Offenses > Offense 495029 (Summary)

Offense 495029 [8) Summary Dpiay ¥ Events Fiows Actoss ¥ b Print (7]
Magnitude ——— Status Relevance & Severity o Credibility 3
Oftense Type ©_MSWEL_Targethccount (cusiom)
Description A member was added o a buill in privileged domain secunty group t
EventFlow count | 2 events and ( flows in 2 categories
Source IF(s) IEW IR Start 16 Nog 2022, 85233 pp
Destination IP(s) W ¥ () Duration 0s
HNetworkis) Server Network . Server Network Assigned to Unassigned

2.1.1.3 Event

Current Filters:

Offense is A member was added to a bult in privieged domain securily group  (Clear Filter) Log Source is not Gustom Rule Engine-171 : #ex W (Clear Fier)
 Current Statistics

Total Resulls 1(1,4KB Total} Compressed Data Files Searched 0 (0B Total) Duration 435ms

DataFiles Searched 16 (174MB Tolal)  Indax File Count 8(171,1KB Total)ore Detai

[Show Chats)

- EventiD (custom) Event Name Username ©_MSWEL_Targetaccount (custom) Group Name (custom)

= Aucit A memoer as 33dec o 3 securty-enabked Jobslgoup
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Amhopatikn epyacio: Zoyrpruxy perétn SIEM epyaleicowv

2.1.2 Sentinel

2.1.2.1 Rule

Analytlcs rule W|zard Edlt emstlng scheduled rule
3 built N secur|

~" \Validation passed.

Analytics rule details

c_A member was added to a built in privileged domain security group

€2 Persistence

T1098 - Account Manipulation
T1078 - Valid Accounts

% Privilege Escalation
T1078 - Valid Accounts

High
() Enabled

Rule Query

SecurityEvent

| where EventID == 4728

| where TargetAccount in ('INTRANET\\Administrators', 'INTRANET\\Domain
Admins', 'INTRANE \Enterprise imins"')

| extend MemberName = ("(CN|cn)=([",]1*)",2,EventData)

I

I

summarize by TimeGenerated, SubjectUserName, MemberName, TargetUserName
sort by TimeGenerated desc
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Amhopatikn epyacio: Zoyrpruxy perétn SIEM epyaleicowv

2122

Refresh

Incident

Incident

Delete incident

- S5.Kalpouzos added Nikolaos Kigkas to Domain Admi...

& Unassigned
Owmner

Alert product names
* Microsoft Sentinel

Evidence

1

91

Last update time

11116

2, 09:07 PM

Entities {3)
S.Kalpouzos
Nikolaos Kigkas
& Domain Admins

Tactics and techniques

Persistence (2)

' Pprivi lege Escalation (1)

Incident workbook

Analytics rule

2.1.2.3 Events

[0 TimeGenerated [Local Time]

O

>

11/16/2022, 8:52:27.078 PM

High
Severity

Creation time
1116722, 09:07 PM

Activity SubjectUserName

4728 - A member was added to a security-enabled global group. S.Kalpouzos

MemberName

Nikolaos Kigkas

TargetUserName

Domain Admins

KoArovlog Ztépyrog kan Kiykog Nucoiaog, [Tavemotipio Atyaiov, Tp. Mny/xdov ILE.Z.



Amhopatikn epyacio: Zoyrpruxy perétn SIEM epyaleicowv

2.2 DOS Attack detected on published services

Objective : H 0t06ToAN TOAAGDV GITHUAT®V GE TOAD GOVTOWO YPOVIKO SIAGTNUA TPOG Lio STUOGIEVUEVT] GTO
Internet vampecia, sivol amod TIG aMAOVGTEPEG EVEPYELES emiTELENC Kiag emiBeong TOTOL ApPVNONG VINPETIG
(Denial of Service). O ckomdg g emiBeong eival 1 KATOVAADGT] VTOAOYIGTIKOV 1) SIKTLOK®V TOP®V EITE TNG
d1o¢ TG vanpeoiag, €ite TOL TEYOVE TPOSTAUGING TOV PPICKETOL UTPOGTA OO TNV VINPECIM, LUE GKOTO VO
unv pmopovv va géuanpembodv Ot ortiuate. H apesdtra mpdcPoong oe pio dnpocievuévn oto
Internet vanpecio, kKabiotd ™V eniBeon avT pio Ao TIC CLYVOTEPEG EMOECELS KO TIG TEPIOGOTEPES POPEG
Tpoyuatomoleitoan pdvo Kot udvo yio v enitevén g dpvnong. Qotdco dev givar Aiyeg ol popEC oL el
npoyuatorondei ota TAaicla piog mo e&gdtkevpévng enifeonc, TPOKEWEVOL Ol OPYUVIGUOL VO ETIGTIIGOVY
TNV TPOGOYH TOVE GE QUTH, EVA Ol EXTIOEUEVOL TAPAAANAL TPAYUOTOTOIOVV AAAEG KOKOBOLAES EVEPYELEC.
IMoa va evtomicovpe pio tétola enibeom, pio koAn Evoelén omoteiei n wapokorobOnomn tov puOUoH
aLTUATOV TOL Kataetdvouy otov Web server, ta onoio puoikd £xovv emttpanei amd to avtiotoryo firewall
7OV TOV mpooTatevel. To artiuoto €iiotol va To HETPAUE oVl AETTO, GUVETMG N METPIKN Mag Oa eivor ta
requests per minute (rpm). To w06 Ba ivat To dp1o mov Oa Tebel oTNV PETPIKN, TO Omoio Ba VITOdeIKVVEL pin
DoS enibeon, to kabopilovy TPOTIGTOE N avToY TOV TOP®V TOL ELANPETNTY, KAOMS Kot 0 cuvNOIoUEVOC
pvOuog emokeypotnTac. Ilpokeévou va avamapdEovpe TNV GUYKEKPIUEVT TEPITTOOT YPNONG Y®PIG
TapdAANAo vo viomomoovpe péxpt téhovg v emibeom, Bécope to threshold g petpikng oto oyetikd
YOUNAS O6pro twv 500 rpm.
MITRE Tactic: Impact
MITRE Technique: T1498 — Network Denial of Service
LogSources: CheckPoint Firewall

Severity/Criticality: High (9)

2.2.1 QRadar

2.2.1.1 Rule

Rule Description
Apply DOS Attack detected on published services on events which are detected by the Local system
and when the event(s) were detected by one or more of Check Point
and when any of c_CP_Product (custom) match VPN-1 & FireWall-1
and when any of c_CP_Action (custom) match accept
and when any of c_CP_ServicelD (custom) match hitps
and when any of Destination IP match ® * 1@ &~
and when at least 500 events are seen with the same Destination Address in 1 minutes

Rule Actions

« Set Severity to 9
* Force the detected Event to create a NEW offense, select the offense using Destination IP

Rule Responses

* Dispatch New Event
Event Name: DOS Attack detected on published services
Event Description: DoS Detection Rule for published services .
Severity: 8 Credibility: 10 Relevance: 10
High-Level Category: DOS
Low-Level Category: Distributed DoS
Force the dispatched event to create a NEW offense, select the offense using Destination IP

This Rule will be: Enabled
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Awmopotikn epyacio: Zoykpiukn peiétny SIEM epyoleiwv

2.2.1.2 Offense

All Offenses > Offense 495514 (Summary)

Offense 495514 [)Summary Display ¥  [I5) Events Flows Actions ¥ (2 Print (-]
Magnitude Status Relevance| 5 ‘ Severity‘ 6 ‘ Cre ty‘ 3
Offense Type Destination IP
Description DOS Attack detected on published services
Event/Flow count | 641 events and 0 flows in 2 categories
Source IP(s) Multiple (13) Start 20 Noe 2022, 12:20:02 ..
Destination IP(s) | i= wome_sm - Duration 2m 26s
Network(s) Public_IPs.New_Subnet Assigned to Unassigned
Current Filters:
Offense is DOS Attack detected on published services.  (Clear Filter)
* Current Statistics
Records Matched Over Time
20011722 - 1214 pp. - 2011722 - 1229 pp. >
750
500
250
0 e
12714 p. 12°15 . 12116 j.pu. 1207 12718 P, 1219 . 1220 12:21 P, 12:22 . 12:23 jp 12:24 P, 12:25 . 12:26 j.p. 12:27 .. 12:28 p.pu. 12:29)
Updats Details
(Hide Charts)
©_CP_ServicelD
Start Time ¥ Log Source  c_CP_Product (custom)  c_CP_Action (custom)  c_CP_Protocol {custom) I ) Source IP Source Port Destination IP Destination Port
20 Nog 2022, 122201y CHECKPOINT@ .| VPN-1 & FireWall-1 accept tep hiips b 67.249.139.108 27262 e 443
20 Nog 2022, 122201 up.  CHECKPOINT@... | VPN-1 & FireWall-1 accept tep hitps b 87.249.139.108 37250 iz rame 443
[8  20MNos 2022, 122201 up  CHECKPOINT@ . | VPN-1 & FireWall-1 accept tep hitps e B7.249.139.108 37248 A 443
8 20Noe 2022, 122201 pp.  CHECKPOINT@... VPN-18 FireWall-1 accept tep hiips b 67.249.139.108 37248 EHe:ramw 443
[8) 20 MNoe 2022, 122201 up.  CHECKPOINTG@ . | VPN-1 & FireWall-1 accept tep hitps o 87.249.129.108 27244 S e 443
8] 20 Noe 2022, 1222.01 up.  CHECKPOINT@... VPN-1 & FireWall-1 accept tep https I 87.249.139.108 37242 S rame 443
(8 20 Moz 2022, 122200 up.  CHECKPOINTG@ . | VPN-1 & FireWall-1 accept tep hitps o 87.240.139.1 37240 = 443
[8  20Moe 2022, 122200 pp CHECKPOINT@. . | VPN-1 & FireWall-1 accept ep hitps o 87 249 139108 27238 Sr:ramn 443
(8 20Noe 2022, 122200y CHECKPOINT@... | VPN-1 & FireWall-1 accept tcp htips b 87.249.139.108 37236 (= T 443
[8) 20 MNoe 2022, 122200 up  CHECKPOINT@ . | VPN-1 & FireWall-1 accept tep hiips o 87.249.130.108 31234 =TS 443
20 Nog 2022, 122200y CHECKPOINT@... | VPN-1 & FireWall-1 accept tep hiips b 87.249.139.108 ar23z =T 443
20 Noz 2022, 122200y CHECKPOINT@ . | VPN-1 & Fire\Wall-1 accept tep hitps o 87.249.130.108 19428 ez rame 443
[ 20Noe 2022 122200 pp.  CHECKPOINT@... VPN-14& FireWall-1 accept tep hiips i 87.249.139.108 19426 i 443
[8 20Nz 2022 122200 pp.  CHECKPOINT@... | VPN-1 & FireWall-1 accept tep htips b 87.249.139.108 19424 = ramn 443
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Amhopatikn epyacio: Zoyrpruxy perétn SIEM epyaleicowv

2.2.2 Sentinel

2.2.2.1 Rule

Analytics rule wizard - Edit existing scheduled rule

& Validation passed.

General Set rule logic Incident settings Automated response Review and update

Analytics rule details

¢_DOS Attack detected on published services
DoS Detection Rule for Services published from perimeter.
L Impact

T1498 - Network Denial of Service

High

Rule Query

CommonSecurityLog
where DeviceVendor == "C
where DeviceProduct == "

>k Point"
& Fi

I

I

| where DeviceAction == "A =pt"
| where Activity == "https"

| where DestinationIP
I
I
I

summarize RequestsPerMinute = () by (TimeGenerated, 1min), DestinationIP
where RequestsPerMinute >= 500
sort by TimeGenerated desc
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Amhopatikn epyacio: Zoyrpruxy perétn SIEM epyaleicowv

2.2.2.2 Incident

— DOS Attack detected on published services

& Unassigned V| s High
Owner Severnty

Description
DoS Detection Rule for Services published from perimeter.

Alert product names
= Microsoft Sentinel

Evidence
1 T

Last update time Creation time
11/20/22, 12:36 PM 11/20/22, 12:36 PM

Entities {1)
B &'-ia

Tactics and techniques

® Impact (1)

Incident workbook

Analytics rule
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Amhopatikn epyacio: Zoyrpruxy perétn SIEM epyaleicowv

2.2.2.3 Events

E] TimeGenerated [Local Time] DestinationlP RequestsPerMinute

(] » ne 12:21:00.000 PM NPT Lec 615

Results  Chart

12:15PM 12:16PM 2:17PM 1 1220 PM 1221PM 1225 PM

LR

2.2.3 Emifcon

ITpoxeévov vo €VEPYOMOMGOVLE TOVG KOVOVEC, TPAYLOTOTOWCOUE TPOCOUOIMON WIKPOD
ueyébovg DoS enifeonc pe ypnon oyxetikod module Tov Metasploit.

msf6 auxiliary( ) > options
Module options (auxiliary/dos/http/slowloris):

Name Current Setting Required Description
delay 15 yes The delay between sending keep-alive headers
rand_user_agent true yes Randomizes user-agent with each request
rhost ins.2 yes The target address

rport 443 yes The target port

sockets 300 = The number of sockets to use in the attack
ssl false yes Negotiate SSL/TLS for outgoing connections

msf6 auxiliary( ) > run

Starting server ...
Attacking 5.2 # with 300 sockets
Creating sockets ...
Sending keep-alive headers ... Socket count:
Sending keep-alive headers ... Socket count:
Sending keep-alive headers ... Socket count:
Sending keep-alive headers ... Socket count:
Sending keep-alive headers ... Socket count:
Sending keep-alive headers ... Socket count:
e Stopping running against current target...
Control-C again to force quit all targets.
Auxiliary module execution completed
msf6 auxiliary( ) > ]
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Amhopatikn epyacio: Zoyrpruxy perétn SIEM epyaleicowv

2.3 Detected audit policy disable

Objective: H amevepyomoinon, 1 tpomomoinon 1 0 amokAEIGUOG security controls givar pio omd T1g 710
ocvvnbiopéveg ovumepipopéc tov emtiéuevov. To MITRE ATT&CK framework kotnyoptomotei to
GLYKEKPIUEVO TOTTO KOKOPBOLA®Y evepyeldv otny Teyvikn “ T1562 Impair Defenses”. Katd v teyvikn avt
ot emtiBépevol Tpomonolohv KakOBovAo ototyeia evog TepPdilovtog BOUATOG TPOKEEVOD VA EUTOSIcCOVY
N VO OTEVEPYOTOUGOVY QUVVTIKOVG UNYAVIGHODS. Avtd dev mepthopufavel uovo TNy mopeunddion g
TPOANTTIKNG AULVOG, OT®G TO. TEYN TPOOTACING KOl TO TPOYPAMUOTE TPOGTUGING ammd 100G, OAAG KOl TIC
SVVATOTNTEG OViYVEVOTG TOV UTOPOTVV VAL YPTCLLOTOIOVV 01 VITEPUCTILOTES Y10 VO EAEYYOVV T1) dPaGTNPLOTNTA,
Kot vo. evtomilovv KakOBOLAN GLUUTEPLPOPA.

O emtifépevol B pmopovoay €mioNg Vo GTOXELGOLY UNYXOVIGLODS GUYKEVIPOONG Kol 0VOADGTG
ocuppdvtev 1 va dotapdEovy pe GAAO TPOTO OVTEG TIG S1AdTKOGIES AAAALOVTOG GTOLEIN TOV GVGTNILOTOG,

Y10 ovykekpuévo onueio Oa acyoAnbovue upe v sub-technique T1562.002 tov MITRE ATT&CK
framework, mwov givar n amevepyomoinon tov logging twv Windows. EE’ opiopod n vanpesio kataypoapng
ovpupdavtov (Event Logging) Eexwvder pe v EvapEn AEITovpyiog TOV GLGTNUOTOS, EVA TO Ol GLUPAVTA
oLOTHUOTOC KaTaypdgovtal o avtn kabopiletan and tnv audit policy wov dwunpeitar otny local security
policy.

O tedevtaieg ekddoelg Windows mepthoupavouy éva command-line gpyoleio ypopuung EVIOA®Y 1o
AuditPol.exe mov emttpénet ™ diayeipion kot Tov Aeyyo twv audit policy vmokatnyopidv. Ot KakdBovAot
UTOPOVV VO YPNCUYLOTOCOVV TO GOUVOAO evtoA®v Tov AuditPol.exe, mpokelévon vo amevepyomomcovy
Kémoov €Aeyyo M va d1oypayouv [ GUYKEKPIUEVN TOATIKY eA&yyov. Mo mapddetypa pe v €vioan
auditpol /set/category:”Account Logon”/success:disable /failure:disable, xatapysitor to auditing tng
katnyopiag Account Logon.

YKOTOG KATO GUVETELD TOV GLUYKEKPLUEVOD USE case £ival 0 EVIOTIGUAG TG EVEPYELNG aAlAYS Liog
audit TOMTIKNG KO TLO GUYKEKPLULEVA 1] EVEPYELX TG OMEVEPYOTOINGT TNG. O EVIOMIGUAC EMTVYYAVETOL TOGO
e 1o Gpeco yeyovog g adlayng (Event ID 4719 [6]) pe ovykekpipévoug Kmdkovs evepyeltdv (%%8448 =
Success removed kot %%8450 = Failure removed), 660 kot [Le TO YEYOVOG TNG EKTEAEGNG TOL TPOYPALLUATOG
auditpol pe ovykekppéveg TapapéTpovg (set kat disable) otnv evtoln (Event ID 4688 [7]).

MITRE Tactic: Impair Defenses
MITRE Technique: T1562.002 — Disable Windows Event Logging
LogSources: Microsoft Windows Security Events

Severity/Criticality: Medium (7)
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2.3.1 QRadar
2.3.1.1 Rules

2.3.1.1.1 Detected Audit Policy disable

Rule Description
Apply Detected Audit Policy disable on events which are detected by the Local system
and when the event(s) were detected by one or more of Microsoft Windows Security Event Log
and when any of Log Source match winserver
and when any of EventlD (custom) match 4719
and when any of c_ MSWEL_Changes (custom) match %%84(48]50)

Rule Actions

s Set Severityto 7
« Force the detected Event to create a NEW offense, select the offense using Log Source

Rule Responses

+ Dispatch New Event
o Event Name: Detected Audit Policy disable

(%%8450).
o Severity: 7 Credibility: 0 Relevance: 0
o High-Level Category: Audit
o Low-Level Category: Audit Logs Clearance Attempt
o Force the dispatched event to create a NEW offense, select the offense using Log Source

This Rule will be: Enabled

o Event Description: Detect audit policy change where action is Success remove (%%8448) or Failure remove

2.3.1.1.2 Detected Audit Policy disable using Auditpol

Rule Description
Apply Detected Audit Policy disable using Auditpol on events which are detected by the Local system
and when the event(s) were detected by one or more of Microsoft Windows Security Event Log
and when any of Log Source match winserver
and when any of EventlD (custom) match 4688
and when any of ProcesshName (custom) match auditpol.exe
and when any of ProcessCmd (custom) match (?i)auditpol *Vset *disable

Rule Actions

+ Set Severity to 7
« Force the detected Event to create a NEW offense, select the offense using Log Source

Rule Responses

+ Dispatch New Event
o Event Name: Detected Audit Policy disable using Auditpol
o Event Description: Detect use of audipol exe with set and disable parameters.
o Severity: 7 Credibility: 0 Relevance: 0
o High-Level Category: Audit
o Low-Level Category: Audit Logs Clearance Attempt
o Faorce the dispatched event to create a NEW offense, select the offense using Log Source

This Rule will be: Enabled

KoArovlog Ztépyrog kan Kiykog Nucoiaog, [Tavemotipio Atyaiov, Tp. Mny/xdov ILE.Z.
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Awmopotikn epyacio: Zoykpiukn peiétny SIEM epyoleiwv

2.3.1.2 Offense

Offense 496460 [8)Summary Display ¥  [I5]Events Flows Actions ¥ (2% Print
Magnitude —— Status Relevance | 6 ‘ Severity‘ 7 | Credibility‘ 3
Offense Type Log Source
Description Detected Audit Policy disable using Auditpol
Event/Flow count | 2 events and 0 flows in 1 categories
Source IP(s) % == =) Start 24 Nog 2022, 9:15:02 .
Destination IP(s) A= == =35 Duration 9s
Network(s) Server_Network 1" Server_Network Assigned to Unassigned
List of Rules Contributing to Offense
v Rule Name Events/Flows First Event/Flow Last Event/Flow
Detected Audit Policy disable 1 4m 40s 4m 40s
Detected Audit Policy disable using Auditpol 1 4m 30s 4m 30s
Start Time » =t Event Name Usemame  ©-MSELCRMIONN ¢ usWEL SubcotegoryGUID fcustom)  “-MSWELCINgSS | Pricemme ProcessCmd {custom)
24Moe 2022 1502 . winserver | 4888 | Success Audt Anewprocess hasbeencre. WP N [0 hia audipolers  "Ciiindowsisystem32iauditpol exe” /st TsubcategoryProcass Creation” Isuccess disable Aailure:disable
24Noc 2022, 01502y, winserver | 4719 | Success AuGi Syslem audilpolicy was chan .| T2 | %%8276 €ce022b-6926-1109-Ded3- 505054503 %%8448 A A

KoArovlog Ztépyrog kan Kiykog Nucoiaog, [Tavemotipio Atyaiov, Tp. Mny/xdov ILE.Z.

17



Amhopatikn epyacio: Zoyrpruxy perétn SIEM epyaleicowv

2.3.2 Sentinel
2.3.2.1 Rules

2.3.2.1.1 Detected Audit Policy disable

Analytics rule details

¢_Detected Audit Policy disable

Detect audit policy change where action is Success remove -8448) or Failure remove (3:%8450).

@ Defense Evasion
T1562 - Impair Defenses
| Medium

() Enabled

let Changes = datatable (ChangeCode:string, ChangeName:string) [

wooQaAQM Na "
8448" ," St ]

3449, "

let CategoryNames = datatable(CategoryName:string, CategoryCode:string) [

W @ rm e g Qo7on
stem", 3272,

let SubcategoryNames

table (SubcategoryName:string, SubcatGuid:string) [
CCE9210-69AE-11D9-BED3-5( 503030",

rity S Ch 921

ge

rity W 1-69AE-11D9-BED3- 3030",
17
SecurityEvent
| where Computer "winserver"
| where EventID == 4719 and AuditPolicyChanges "
| extend SubcategoryGuidUpper = (SubcategoryGuid)
| join kind = leftouter (SubcategoryNames) on $left.SubcategoryGuidUpper == $right.SubcatGuid
| join kind = leftouter (Changes) on $left.AuditPolicyChanges == $right.ChangeCode
| join kind = leftouter (CategoryNames) on $left.CategoryId == $right.CategoryCode
| project TimeGenerated, Activity, Computer, Account, CategoryIld, CategoryName,
SubcategoryGuidUpper, SubcategoryName, AuditPolicyChanges, ChangeName
|

sort by TimeGenerated desc
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2.3.2.1.2 Detected Audit Policy disable using Auditpol

Analytics rule details

c_Detected Audit Policy disable using Auditpol
Detect use of audipol.exe with set and disable parameters.

@ Defense Evasion
T1562 - Impair Defenses

| Medium

Enabled

SecurityEvent

| where Computer "winser

| where EventID == 4688
and Process =
and CommandLine

| project TimeGenerated, Activity,

| sort by TimeGenerated desc

"auditpol.exe"

ol
ey

"(?1i)auditpol.*\\/set.*disable"

Computer, Account, Process, CommandLine

2.3.2.2 Incidents

S I = — s - disabled Audit Policy
ent ID: 35491

& Unassigned
Owner Status Severity
Description

Detect use of audipol.exe with set and disable parameters.

Alert product names
» Microsoft Sentinel

Evidence
1 LU

Creation time
11/24/22, 09:21 PM

Last update time
11/24/22, 09:21 PM

Entities (4]

CA\Windows\syste...

Tactics and techniques

~ @ Defense Evasion (1)

T1562 - Impair Defenses

7,7 New ~ | | Medium

on jifla

A& Unassigned ~ | | Medium
Owner Stz Severity

Description

Category: Detailed Tracking Subcategory: Process Creation Changes:
Success removed

Alert product names
« Microsoft Sentinel

Evidence

1

Creation time
11/24/22, 09:22 PM

Last update time
11/24/22, 09:22 PM

Entities (2)
2 P ESwadm
LN T 1

Tactics and techniques

~ @ Defense Evasion m

T1562 - Impair Defenses
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2.3.2.3 Events

[ TimeGenerated [Local Time] Process CommandLine

C] > 1172472 3 040 PM pol.exe “CAWindows\system32\auditpol.exe” /set “/subcategory:Process Creation” /success.disable /failure:disable

TimeGenerated [UTC] 2022-11-24T19:14:59.06508882

Activity 4719 - System audit policy was changed.

Computer

Account

Categoryld %%68276

CategoryName Detailed Tracking

SubcategoryGuidUpper 0CCE922B-69AE-11D9-BED3-505054503030
SubcategoryName Process Creation

AuditPolicyChanges %6%68448

ChangeName Success removed

2.3.3 Emifcon

PS C:\Windows\system32> auditpol /get /subcategory:‘'Process Creation"
System audit policy
Category/Subcategory Setting
Detailed Tracking
Process Creation Success
PS C:\Windows\system32> auditpol /set /subcategory:"Process Creation" /success:disable /failure:disable
The command was successfully executed.

PS C:\Windows\system32> auditpol /get /subcategory:"Process Creation"
System audit policy
Category/Subcategory Setting
Detailed Tracking
Process Creation No Auditing
PS C:\Windows\system32> _
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2.4 Possible SSH Brute force attack detected

Objective: Mo brute force enifeon amotedei pa moAd dnuoeidn «cracking» pébodo. H cuykekpiévov
TOToV emifeom avimpocwnevel To 5% tav emPefoaropévav security breaches. H enifeon avt) mepilapPavet
TO AEYOUEVO «gUESSINg» Tov OVOUOTOG EVOG ¥PNOTN Kot ToV Kmdikod TpdoBocng tov. Eivat pio oyetikd amki
uébodog emifeong pe apkeTd VYNAG TOCOGTA EMTVYING KOl KIVITTPO TNV KAOT TANPOPOPLOV, TN LOAvveT)
sites ue malware 1 ka1t dakomnn evog Service.

O mAéov ovvnbicpuévog tpomog emnifeong brute force eival péom cuykekpluévmv Scripts 1 epyalieiov uéow
TV omoimv dokiudletarl évag peydlog aptBpog passwords péyxpt vo Bpebel avtd mov Ba. emitpéyel otov
EMTIOEUEVO VO, ATOKTNGEL TPOGPOON GTO GVOTNUA KOl KAT® ETEKTOCT] GTIV LANPEGIA.

Ta dnpopiiéotepa SErvices ta. onoio Tapiyovy avbeVIIKOTOINGN Kol 6TOXOTO10VVTAL ad TNV £V AOY®
emibeon givau

o HTTP/HTTP Management Services (port 80/TCP kou 443/TCP)

e SSH (port 22/TCP)

e RDP/ Terminal Services (3389/TCP)

e FTP (21/TCP)

o Telnet (port 23/TCP)

e LDAP (port 389/TCP)

e MSSQL(port 3306/TCP)

e Oracle (1521/TCP)

e MySQL (3306/TCP)

270 oLYKEKPLUEVO USe case emhEEape va paypotomomoovpe brute force enifeon o vanpesio SSH, tnv
onoia gumnpetovoe évag Ubuntu 20.04.5 server (B0pa), pe tn Bonbewa oxetucov auxiliary scanner exploit
script tov Metasploit framework evog Kali Linux pnyoviuoatog (emtifépevoc). ‘Exovtag yvoon nog o
xpnotg Nksk eivar vopktdc, TapopeTporomcope ovéroyo to exploit pali pe to yvwoto built-in Ae&kd tov
Kali “rockyou.txt” mpokeiévov vo. 6Toxe0GOVUE TOV GUYKEKPIEVO Aoyoplacpd. Qotdco, 1 AoYIKY TOv
Kavova 0ev eEapTATol amd GLYKEKPUEVO YPNOTN, 0POV KATAUETPALE AvE AETTO T YEYOVOTO OMOTUYNUEVAOV
npoonafeidv cvvdeong SSH mov mapéyovrar amd to syslog facility Auth ave&aptitov ypriot. TeMkdg, 1
KOVOTIO{N o™ TOV KOvOVO Kot KOt ETEKTOCT] 1] ONUIOVPYIN TEPIGTOTIKOD EMEPYETUL EPOGOV GE SIAPKELD EVOG
Aemtol mapatnpnBodv 5 amd To TPOAVAPEPOLEVO YEYOVATO.

MITRE Tactic: Credential Access
MITRE Technique: T1110.001 - Brute Force: Password Guessing
LogSources: Syslog (Auth Facility)

Severity/Criticality: Medium (6)
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2.4.1 QRadar

2.4.1.1 Rule

Rule Description
Apply Possible Brute force attack detected on events which are detected by the Local system
and when the event(s) were detected by one or more of ubuserver
and when the event QID is one of the following (44250069) User failed to login to SSH, incorrect password
and when at least S events are seen with the same QID in 1 minutes

Rule Actions

» Set Severity to 6
» Force the detected Event to create a NEW offense, select the offense using Log Source

Rule Responses

« Dispatch New Event
> Event Name: Possible Brute force attack detected
> Event Description: Detect multiple authentication attempts against a specific host in short period of time.
o Severity: 6 Credibility: 0 Relevance: 0
> High-Level Category: Access
o Low-Level Category: Unauthorized Access Attempt
o Force the dispatched event to create a NEW offense, select the offense using Log Source

This Rule will be: Enabled

2.4.1.2 Offense

Offense 497255 (@) Summary Oisplay v

e | Pow Aoy e
Magnitude | | status| Relevance | 1 Severity |5 [ Creamuny |2
| ottense ype Log Source
ncarrect password
Description
precudd by Uer felad 6 gl o S50 EventFiow count 10 events 4n 0 fows n 1 categores
Source IP(s) iy start 30 Not 2022, 10:40:41 .y
Destination IP(s) ELE 3 Duration 1m 108
Network(s) sther | Assignedto Unassioned
List of Rules Contributing to Offense
b Rule Name Events Flows First EventFiow Last EventFiow

Ofense (Clear Fiten
Current Statistics
ot Ranis SUAETN)  CommendOue Flesowns  0O8Tom)  Dussin  me
oo AP AL R v T 07 ot St
e
Event bame Log Source event Count Tina v LowLevel Category Source P Sourss | pestnationtp  Destnation
131 | User faled 1o ogin to SSH, ncarrect password. buserver 4+ 30Nee 2622, 101104 . SSH Logn Faded 05 CREE . = ) bk
{8 User faded 1o login to SSH, incorrect password ubuserver 3 30Nec 2022, 101082 p.p. SSH Logn Faled i 51587 _—— o nksk
User e o g oS4, ncorrctpassrs wossever 3 30Nloc 2022 101041 | 53K Logn faes 5o | mmee o ok
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2.4.2 Sentinel

2.4.2.1 Rule

Analytics rule details

c_Possible Brute force attack detected
Detect multiple authentication attempts against a specific host in short period of time.

¥, Credential Access

T1110 - Brute Force
[ Medium

() Enabled

Syslog
where Computer == "ubuserver"
where Facility == "auth"
where ProcessName == "= d
where SyslogMessage "Failed

d for"
extend UserName = ("for (invalid ) (\N\S*) '™, 2,SyslogMessage)
extend SourcePort = ("port (\\S*)",1,SyslogMessage)
project TimeGenerated, HostName, SyslogMessage, UserName, SourceIP, SourcePort
summarize AttemptsPerMinute = () by (TimeGenerated, 1lmin), HostName

where AttemptsPerMinute >= 5

I

I

I

I

I

| extend SourcelP = ("from (\\S*)",1,SyslogMessage)
I

I

I

I

| sort by TimeGenerated desc

2.4.2.2 Incident

) Possible Brute force attack detected on ubuserver
cident ID

A& Unassigned | | Medium
Owner Status Seventy

Description
Detect multiple authentication attempts against a specific host in short

period of time.

Alert product names
+ Microsoft Sentinel

Evidence
4 L |

Last update time Creation time
11/30/22, 10:17 PM 11/30/22, 10:17 PM

Entities (1)
T ubuserver

Tactics and technigues

~ ¥ Credential Access (1)

T1110 - Brute Force
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2.4.2.3 Events

E] TimeGenerated [Local Time] HostName AttemptsPerMinute

> 11/30/2022, 10:11:00.000 PM ubuserver 5

E] > 11/30/2022, 10:10:00.000 PM ubuserver 17
D > 1143042022, 10:09:00.000 PM ubuserver

> 11/30/2022, 10:08:00.000 PM ubuserver

2.4.3 Emifcon

ms iliary( options
Module options (auxili E /ssh_login):

Name Reguired

BLANK_P o ink passwords for users
BRUTEFORCE_ ast to brutefor 0 to

, usergrealm)

iki/Using ploit

orks for :
ds ( one per ho

_FILE
VERBOSE

iliary(
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2.5 Detected use of Remote Administration tool

Objective: 'Evoag emtiBépevog umopei va, ypnoiponotel Aoyiopkd énwg Team Viewer, AnyDesk, Go2 Assist,
LogMein, AmmyAdmin, pe to 0Omoio. EMITUYYOAVETOL OTOUOKPVUGUEV oUVOEST Kol Jdlayeipion &vog
GLOTIOTOC — LEAOVG TOV LTI emiBecT SkTVOV.

Tétowov €idovg Aoyiopikd, to omoia. cuvibwg katnyoplomotovvTon ¢ Remote Access 1 Remote
Administration (RA), Beopovvrar legitimate wg £vag eVOALUKTIKOG Kot 01KOVOUIKOS TPOTOG SNULovPYiog EVOG
remote desktop session kot agrvovtat elevBepa. o eninedo Application Control amd punyoviopodc ao@arelog
€VOC OpPYOVIGHOD. Xg AAEC TTEPMTMGELS ATOTEAOVY component evog malware e 6tdyo 1 dNUIovPYic piog
reverse GOVOEGNC N LOG EXAVAGVUVOESNS TOV EMLTIOEUEVOD UE TO GOGTNUO- GTOYO, 6T TAAIGLO dLOTPNONG
¢ npocPaong (persistence).

Tov televtaio kapod €xel mopatnpnel n gvupeia ypnom TETOOL €IOOVE AOYIGHIKOV GTO TACICLOL
emfécemv TOHTOV KOWOVIKAG unyavikng kot idiartépmg Voice Phishing (Vishing) attacks, xatd tig omoieg to
Ovua e To TPOGYNLULA TNG TEXVIKNG VIOGTHPIENG, eifeTal amd ToV eMLTIOEUEVO VO EYKATAGTNOEL Eval 0o TO!
TPOAVAPEPOLEVO, AOYICUIKO EMITPEMOVTIOC UE OWTOV TOV TPOTO TNV OTOUAKPLOUEVN dlaxeipion Tov
VTOAOYIOTH TOVL. Mg TV amdékon TG ovykekpévng un e€ovclodotnuéving mpocfacng, 1M OlEmaen
enifeong (Attack Surface) yuo tov emtiféuevo et dicvpuvbei oe peydro Babud apod miéov givon og Béon
va, dteEdyel, avaloyo LE TO KIivnTpo-0TdY0, TOIKIAEG EMOESEIC OTWOC VA, LOAVVEL TO OIKTLO UE KOKOBOLAO
AOYIOIKO, Va. d1eEdyel KoTaoKomelo, S0AMoPOopd, eE0yyn ETAPIKMV KOl TPOCOTIKMOV TANPOPOPLOV.

O evtomopdg OLTAG TNG TEYVIKNG Umopel vo emrevybel TPOTIGT®G YPNOYOTOIDVTOS TNV
katnyoplonoinon evog Application Control unyovicuod énwg Firewall 1 EDR. Ztnv nepintwon pag, 0o
YPNOOTOIGOVUE TO YEYOVOTO GLVEEGEMY OV TTpoépyovtal arnd applications kat wepvodv amd to Firewall
nepéTpov. o ovykekpipéva Ba eultpdpovpe ta yeyovota avtd pe v tiun “Remote Administration” yo
TO GYETIKO ESI0 6TO 0TOI0 0 PUNYOVIGHOG Hag avapépet TV Katnyopio Tov application (AppCategory).

Na toviotel og owtd 10 onueio 0Tl 0 £yKvpog eviomopos pog Paciletor oty gykvpdTa TNG
YVOGLOKYG Pdong Kot TG KATNyoplomoinons Tov KOTooKELAGT TOV ekdotote epyaieiov. Qo mpémetl va
Aafovpe vToyn pog T Kamotlo 1o vdpyxmv application pe pikpn enun 1 Karoto epyaieio Tov TpoKeLTOL
va vmapEel oto pEAAOV evd€yetar va pnv Koatrnyopromombfel cwoTd 1 Vo GpynoEL CNUOVTIKA 1|
Katnyoplonoinot] tov. To mapamdve yeyovog dev Ba giye ¢ amotélespa Lovo Tov un evtomiopd, oAl o
TEPIMTOOT OV LVANPYE OGYETIKN TOMTIKY] OTOKAEICUOV OTOV gkdioTote pnyoviopd, n obvdeon Bo nfrav
EMTLYNG.

AOY® TOVL TOpaTdve, KPIVETOL amapaitnTog VOGS TAPAAANAOG EVIOTIGUOG Yo TV d10 TepinTmon
xpnong. 'Eva mopdderypo propei va anoteléoet | ypnon evog inventory 1 piog Motag amd ovOopoTo oyeTKOv
RA ektedéoipmv kat n avalitnon autdv o yeyovota ekkivnong depyooiov (EID 4688 [7]).

MITRE Tactic: Command and Control
MITRE Technique: T1219 - Remote Access Software
LogSources: CheckPoint Firewall

Severity/Criticality: Medium (7)
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2.5.1 QRadar

2.5.1.1 Rule

Rule Description
Apply Detected use of Remote Administration tool on events which are detected by the Local system
and when the event(s) were detected by one or more of Check Point
and when any of c_CP_Product (custom) match Application Control
and when any of c_CP_AppCategory (custom) match Remote Administration

Rule Actions

« Set Severityto 7
« Force the detected Event to create a MEW offense, selectthe offense using c_CP_SrcMachineMame {custom)

Rule Responses

« Dispatch New Event
» Event Mame: Detected use of Remote Administration tool
» Event Description: Detect the use of Remote Administration tool from CheckPoint Application Control blade.
o Severity: 7 Credibility: 0 Relevance: 0
» High-Level Category. Control System
» Low-Level Category: Remote Connection Event
» Force the dispatched event to create a NEW offense, select the offense using ¢ CP_SrcMachineMame
(custom)

This Rule will be: Disabled

2.5.1.2 Offense

Offense 498271 @ Summary  Disgiay v

Magnitude Status Relevance| 5 Severity |7
Offense Type c_CP_SrchachineName (custom

Description

EventiFlow count

Source IP(s) Start
Destination IP(s) I T (T TIT 62195161 174174 Duration

Network(s) Mutie 2) Assigned to Unsssigned

List of Rules Contributing to Offense

o] Rule Neme Eventsiflows First Eventiflow Last EventFlow

Detected use of Remate Administration tool 4 am17s 3m17s

2.5.1.3 Events

Current Filers:
Offense is Detected USe of REMate AGMINISTSNON 100l (Clear Filter) Log SOUTCe 1S not CUSIoM Rulé ENgIne-171-wapwn  (Clear Fiter)
* Current Statistics

SariTine=  .CP_Appitame (ustom) P AppRisk Py ——

Destination Por

KoArovlog Ztépyrog kan Kiykog Nucoiaog, [Tavemotipio Atyaiov, Tp. Mny/xdov ILE.Z.

26



Amhopatikn epyacio: Zoyrpruxy perétn SIEM epyaleicowv

2.5.2 Sentinel

2.5.2.1 Rule

Analytics rule details

N c_Detect use of Remote Administration tool
Detect the use of Remote Administration tool from CheckPoint Application Control blade.

'% Command and Control
T1219 - Remote Access Software

[ Medium
Enabled

Rule Query:

CommonSecurityLog

| where DeviceVendor ==
| where DeviceProduct ==
| where AppCategory CP_CF
| project TimeGenerated, AppName, AppRisk, AppDesc CP CF, SourceUserName,
SourceHostName, SourcelIP, DestinationIP, DestinationPort

| sort by TimeGenerated desc

Remote Administration"

2.5.2.2 Incident

— Detected use of RA tool "AnyDesk” on " Sl == _..

& Unassigned w3 New v | | Medium
Status Severity

use of Remote Administration tool from CheckPoint
Application Control blade.

Alert product names
* Microsoft Sentinel

Evidence

300 W 30

Last update time Creation time
1:00 PM 12/07/22, 10:34 PM

Entities (10)
[ ]

-
—
=
=

Tactics and techniques

~ "% Command and Control (1)

T1219 - Remote Access Software
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2.5.2.3 Events

TimeGenerated [UTC] 2022-12-07T20:34:34.9852

AppName AnyDesk

AppRisk High

AnyDesk is a remote desktop application which allows users to control computers remotely over the internet.

AppDesc CP_CF
SourcelserName P e oau E oy
SourceHostName Lo~ el o i e

SourcelP E*S3S
DestinationlP 195.181.174.174

DestinationPort

KoArovlog Ztépyrog kan Kiykog Nucoiaog, [Tavemotipio Atyaiov, Tp. Mny/xdov ILE.Z.



Amhopatikn epyacio: Zoyrpruxy perétn SIEM epyaleicowv

2.6 Detect process creation from removable media

Objective: Eivar cuyvi] Tpoktiky Tov emtiépevav vo eykabiotobv KokoBovlo KdOIKo 6e eEMTEPIKES
QLOIKEC oVokevEC anobnkevong (USB), ue okond eite v e€aywyn dedopévov gite Tnv poloven 1ov ayadmv
TOV OIKTOOV. X€ OPIGUEVEG TEPMTMOELS, OOV 0 EMTIOEUEVOG OeV ExEL PLGIKT TPOGPacn 6Tov 6TabId 6TOYO,
WITOPEL VO EKUETOAAEVTEL TNV TEPLEPYELD EVOG TEAIKOD ¥PNOTN Y10, TO TL pumopel va tepiéyetl To USB drive mov
“tuyaio” Pprke meouévo kdte. Mo évav opyoavioud 6mov dev €xel kaBoAKA amoTpéyel TNV GLVOEST
e€nTepIKOV pécmv amobnkevong 1 mov to €Yl Kavel oAAG e Kamolo¢ ypNoteg 1 otabpobve o e&aipeon,
kpivovtol amapaitnTol ot dvo axodAovdot eviomicuol:

o) TToaparxorovOnon yio véeg amodOGEIS YPOUUATOV o€ Uovadec Olokov 1 onueio TPochpToNg Tov
EKYMPOVVTOL GE UI0L GUGKELT] ATOONKELGNC DESOUEVMV KUTA TI GUVOEGT TNC.

B) [MapaxorovOnon vEmv EKTEAOVUEV®Y SIEPYACIOV ETELTA TNG COVOECT|G APALPOVUEVOL LEGOV.

Y10 TAaiclo aVTHG TNG TEpinTmong xpnong éywve mpoomddelo vo. cuvoVaGTOOY 01 000 TOPATAV®D
TEPUTTAOCELS TAPUKOALOVONGNC £T01 MGTE VA dMovpyeital Evo TeploToTikd Otay ekTeleotel pia digpyooia
NG omoiog To apyeio extédeonc Ppioketal 6€ 0mO0ONTOTE ONUEID HECH OTNV AQALPOVUEVT] LOVAdQ
amofnkevonc. Ta yeyovota ota omoia Paciletal avtdC 0 EVIOTIGUOC PUOIKG TPOEPYOVTOL OO TOV TEAIKO
otabud tov yprot kot givon ta Microsoft Windows Security Events 6416 [8] yio. tnv amdktnon tov drive
letter mov amodoOnKe 61O HEGO Katd T chvdeon Tov Kot To 4688 [7] dnov pe dpoua to drive letter amod to
6416 0o pog vrodeilel omoladnmoTe dNUIOVPYiL dlEPYUCIiog TG 0moilag To apyeio ektédeong £xel TANPN
dradpoun mov Egkvael amd To oprouévo drive letter.

MITRE Tactic: Exfiltration

MITRE Technique: T1052 - Exfiltration Over Physical Medium
LogSources: Microsoft Windows Security Events (EIDs 4688 & 6416)
Severity/Criticality: Low (5)
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2.6.1 QRadar

2.6.1.1 Rule

Rule Description
Apply Detect process creation from removable media on events which are detected by the Local system
and when the event(s) were detected by one or more of Microsoft Windows Security Event Log
and when the event(s) were detected by one or more of winEndpoint
and when any of EventlD (custom) match 6416|4688
and when at least 2 events are seen with the same Drive Mame (custom) and different EventlD (custom) in 10 minutes

Rule Actions

« Set Severityto &
« Force the detected Event to create a NEW offense, select the offense using Computer (customy)

Rule Responses

« Dispatch Mew Event
o Event Mame: Detect process creation from removable media
o Event Description: Monitor for newly executed processes when removable media is mounted.
o Sewverity: 5 Credibility: 0 Relevance: 0
o High-Level Category: System
o Low-Level Category: Process Creation Success
o Force the dispatched event to create a NEW offense, selectthe offense using Computer (custom)

This Rule will be: Enabled

2.6.1.2 Offense

Offense 499825 [8)Summary Display ¥ [G]Events (), Flows Acions ¥ & Print

Magnitude Status Relevance| 1 ‘ Severity ‘ 5 ‘CI’EGWDH\W‘ 2
Offense Type Computer (custom)

Description Detect process ereation from removable media
EventFlow count 54 events and 0 flows in 2 categories

Source IP(s) 192168.56.1 Start 1345k 2022, 8:10:46 p .

Destination IP(s) 192.168.56.1 Duration 10m 1s

Network(s) other Assigned to Unassigned

List of Rules Contributing to Offense

T Rule Name EventsiFlows First EventFlow

Detect process creation from removable media 54 12m 355 2m 34s

2.6.1.3 Events

Curront Filtors:
Drive Name (custom) is D\ [Clear Filter] Offense is Detect process creation fom removable media  (Clear Fiter) Log Source is nat Custom Rule Engine-171 = s (Clear Filter)

* Current Statistics
[er———

Pr
NewProcess D Processhame A

. Creator ProcessID  Creator Process ame
Start Time. Log Source  Usermame  EventD {custom) Event Hame p e — piihes i Drive Hame (custom) ~ ClassHame {custom
m Niigkas | 4686 Success Salup ex “DiSetup.axe” S CWindows'axploret ams
1380k 2022, 82027 pyp. | winEndpoint HiA 68416 Anew external device was recognized by the System WA NA Nis NA DA WPD

Last Event/Flows

Device I0 {custom)

‘SWDHWPDBUSENUM!_77_USBSTO
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2.6.2 Sentinel

2.6.2.1 Rule

Analytics rule details

c_Detect Process Creations from External Devices

B Exfiltration
T1052 - Exfiltration Over Physical Medium

I Low

Rule Query:
SecurityEvent
| where Computer == "winEndpoint"
| where EventID == 6416
| where ClassName == "WPD"
| join kind = leftouter (
SecurityEvent
| where Computer == " winEndpoint"
| where EventID == 4688
| extend DriveOfProcess = (""" (\NASFANANNN) ", 1, CommandLine)
) on $left.DeviceDescription == $right.DriveOfProcess
| project-rename DrivePlugTimestamp = TimeGenerated, CreateProcTimestamp = TimeGeneratedl

| project CreateProcTimestamp, Accountl, Activityl, Processl, CommandLinel, NewProcessIdl,
NewProcessNamel, ParentProcessNamel, DrivePlugTimestamp, Computer, Activity, DeviceDescription,
DeviceId

| sort by CreateProcTimestamp desc
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2.6.2.2 Incident

—— Detected process creation from external device on D...

A& Unassigned | 3% New
Owner Status

Alert product names
* Microsoft Sentinel

Evidence

3 ®1

Last update time Creation time
12/13/22, 08:25 PM 12/13/2

Entities (4)
T Smm\M.Kigkas
K TR E S
setup.exe
"DASetup.exe™

Tactics and techniques

~ % Exfiltration (1)

T1052 - Exfiltration Over Physical Medium

2.6.2.3 Events

CreateProcTimestamp [UTC]
Account]

Activity1

Process1

CommandLinel
NewProcessid1
MNewProcessMame1
ParentProcessName1
DrnvePlugTimestamp [UTC]

Computer

Activity

DeviceDescription

Dewiceld

1 Low
Severity

2022-12-13T18:17:08.46448067

51 29 \N.Kigkas

4688 - A new process has been created.
Setup.exe

“D\Setup.exe”

Ox6698
\Device\HarddiskVolumed2\Setup.exe
C\Windows\explorer.exe

2022-12-13T18:20:31.97184987

SWOANWPDBUSENUMY_?7_USBSTOR#Disk&Ven_Dell&Prod_Recovery.
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2.1 Detect child process from Office application

Objective: To Microsoft Office eivor po apketd kown covita epapuoydv ctovg Windows otabuoig
EPYACIOG TV TEMK®V YPNOTOV G€ &va €TOIPIKO OIKTLO KOl Yo owTO Ol emTiféuevol Guyvad Tnv
EKUETOAAEDOVTOL OTIG EMOEGELG TOVG,

H onwovpyla kakoPovAinv Buyatpikdv dlepyacidv €ivol pio KOWN oTPATNYIK) KokOfoviov
Loyiopkov. Kakdpovro Aoyiopkd mov skpetairevetar to Office ovyvd extelel pakposvroréc VBA kot
TEPLEYEL KOJIKA Y10, AWM KoL TPOCTADELD, EKTEAECT|C TEPIGGOTEPOV MPEMUDY POPTI®V, EVD ETIONG GLYVN
TPOKTIKY glvon 1 drathpnon (persistence) tov kaxdfoviov Aoyiopikod péow tav Office epapuoydv.

IMa tov evtomiopd g TE(VIKNG OPKEL VO EVIOTIGOLE Ta, YEYOVOTO dnuovpyiog diepyosiwv (EID
4688 [7] tov omoimv ot diepyacieg Parent | alimng Creator Ba givor omoladnmote ek twv winword, excel,
powerpnt 1| msaccess.

Qo61660, €VOEYETAL EMIONG OPICUEVEG VOUWES ETYEIPNUOTIKEG EQOPUOYEG VO ONUIOVPYNCOVY
Ouyatpikég Sradikaciec Yo KaAoNOElG oKomOVC. GG 1 SNUIOVPYIC UIAG YPAUUNG EVTOADY 1| 1] ¥PNOT TOV
PowerShell yia t diapdpemon tev pubpicemv untpmov.

MITRE Tactic: Persistence

MITRE Technique: T1137 - Office Application Startup
LogSources: Microsoft Windows Security Events (EIDs 4688)
Severity/Criticality: Medium (7)
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2.7.1 QRadar

2.7.1.1 Rule

Rule Description
Apply Detect child process from Office application on events which are detected by the Local system
and when the event(s) were detected by one or more of Microsoft Windows Security Event Log
and when any of EventlD (custom) match 4688
and when any of Creator Process (custom) match (?)WINWORD\EXE|EXCEL\EXE|POWERPMNTLEXE|MSACCESS\EXE
and NOT when any of Process Mame (custom) match (2i)WINWORDVEXE|EXCEL\EXE|POWERPNT
LEXE|MSACCESS\EXE

Rule Actions

« Set Severityto 7
« Force the detected Event to create a NEW offense, select the offense using Computer (custamy)

Rule Responses

« Dispatch Mew Event

» Event Mame: Detected child process from Office application

o Event Description: Office apps include Word, Excel, PowerPoint and Access. Creating malicious child
processes is a comman malware strategy. Malware that abuses Office as a vector often runs VBA macros
and exploit code to download and attempt to run more payloads. However, some legitimate line-of-
business applications might also generate child processes for benign purposes; such as spawning a
command prompt or using PowerShell to configure registry settings.

o Severity: 5 Credibility: 0 Relevance: 0

o High-Level Category: System

o Low-Level Category: Process Creation Success

o Force the dispatched event to create a NEW offense, select the offense using Computer (custom)

This Rule will be: Enabled

2.7.1.2 Offense

Offense 501989 [B) Summary Displny ¥ [BlEvents O Flows Actions V. (b Print

Magnitude —— Status Relevance| 1 ‘ Severity ‘ 7 ‘ cremmuty‘ 2

Offense Type Computer (custom)
Description Detected child process from Office application

Event/Flow count 2events and 0 flows in 1 categories

Source IP(s) €Yy S rEn D) start 21av 2023, 11:57:22 T

Destination IP(s) € v Duration 0s

Network(s) ather Assigned to Unassigned

List of Rules Contributing to Offense

b Rule Name. EventsiFlows First Event/Flow Last EventiFlow
Detect child process from Office application 2 1m 208 1m 208

2.7.1.3 Events

EventiD Cre: == Process.
Start Time Event Name Computer (custom) Username  Process 10 Crestor Process Name (custom) New Process Name (custom) CommandLine
{custom) gl 1D {cusiom) =
6 sana, a3, 1sraamm | 4o SACC858 A A e rOcS 123 Do ioled (I ey | NFighan | Gxlobd | CIProgiam FaeMciosol OcofoarOfice GMNWORD £XE e T )
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2.7.2 Sentinel

2.7.2.1 Rule

Analytics rule wizard - Edit existing scheduled rule

" Validation passed.

General Set rule logic Incident settings Automated response Review and update

Analytics rule details

¢_Detect child process from Office application

This rule detects proc reations comming from Office apps. Office apps include Word, Excel, PowerPoint and
Access. Creating malicious child processes is a common malware strategy. Malware that abuses Office as a vector
often runs VBA macros and exploit code to download and attempt to run more payloads. However, some legitimate
line-of-business applications might also generate child processes for benign purposes; such as spawning a command
prompt or using PowerShell to configure registry settings.
istence
- Office Application Startup

I Medium

Enabled

Rule Query:

SecurityEvent
where EventID == 4688
extend ParentProcess = (@' (["\\]#*)S",1,ParentProcessName)
where ParentProcess in~ ('W ) E',! CEL.EXE', 'POWERPNT.EXE', "MS
where Process !in~ ('WID ', '"EXCEL.EXE"', 'POWERPNT.EXE"', '"MSAC

I
I
I
| .
| project TimeGenerated, Activity, Computer, SubjectUserName, ProcessId, ParentProcessName,
NewProcessId, NewProcessName, CommandLine

| sort by TimeGenerated desc
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2.7.2.2 Incident

— Process created from office app on [l e B™EE -

A Unassigned | 4E New ~ | | Medium
Owner Severity

Alert product names
* Microsoft Sentinel

Evidence
1 w1

Last update time Creation time
01/02/23, 12:03 PM 01/02/23, 12:03 PM

Entities (5)
& NKigkas
Ll - B TS
C:\Program Files\...
Windows\Syste...

Tactics and techniques

. 0 Persistence 1

T1137 - Office Application Startup

Incident workbook

Analytics rule

2.7.2.3 Events

TimeGenerated [UTC] 2023-01-02T09:57:11.60429057

Activity 4688 - A new process has been created.

Computer i Ml e = ]

SubjectUserMame N.Kigkas

Processid Ox1bbd

ParentProcessMame CAProgram Files\Microsoft Office\root\Office 16AWINWORD.EXE

NewProcessld Ox1b1c

NewProcessMame CAWindows\System32\cmd.exe

CommandLine cmd.exe
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2.1.3 Emifeon

Mo v wpocopoinon tng texVikng apkel va dnuovpyncovpe éva, DOCM apyeio to omoio Oa
nepléyel Macro kmdwka, o omoiog amAdc Oa extedei T diepyacio TN YPAUUNG EVTOADY KOTE TO (vOrylo, TOV
apyeiov.

E Microsoft Visual Basic for Applications
File Edit View Insert Format Debug Run Tools Add-Ins Window Help

[ N=R ] & pono@ WA @ n2Col1 .
Project - Project
) ) ﬂ %1 TestFile_OfficeChildProcess - ThisDocument (Code) E@
= 2| [pocumen | [open -]
88 normal Public Sub Document Open () f
=88 Project (TestFile_OfficeChildProcess) | -
= +E5 Microsoft Word Objects Shell "cmd.exe", vbNormalFocus
] Thisbocument
[ References End Sub

Private Sub Document_Close ()

On Error GoTo ErrorHandler

Set WshShell = CreateObject ("WScript.shell™)

WshShell.RegDelete "HKEY CURRENT USER\Software\Microsoft\0office\16.0\Word\Security\Trusted Documents\TrustRecords\"
ErrorHandler: B B
End Sub

< >

TestFile_OfficeChildProcess.docm = Saved ~

File Home Insert Design Layout References Mailings Review View Help
D Calibri (Body) vl v = | &= 3= é/ 0 @
B I U~ X, X = 1=~ "
Paste = & X Po — | *= Styles | Editing | Dictate
o S A 2 A nr AR 2l @ N
Clipboard s Font N Paragraph lu| Styles Tn Voice Sensitiv

Test file for creating child process from Office application.
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2vykpion

3.1 2vyvotnra ektéleons Kavovwy

Onwg &yovpe ava@épel 0 EYKALPOC EVIOTIGUOC KATOOL TEPIOTOTIKOD £val OO TO GMUOVTIKOTEP,
yopoktnpiotikd gvog SOC. Opsilovpe Aomov vo, ava@Epovue €vo YEYOVOS oV ennpedlel T0 TapATIvVED
YOPOKTNPLOTIKO KOl TO YEYOVOG owTO €ival 1 ovuyvOTNTO EKTEAEONC TV KAVOV®DV TOV TOPAYOLV To
neprotatikd. To mpoavapepoevo opeiretor 6Tov TPOTO Asttovpyiag TG KaBe Abong Kat yuo Tov Adyo avtod
TPEMEL VO, avopepBov e o€ KAmoa Pacikd oTotyeio Kot va TEPTYPEYOVLE GCUVOTTIKG TNV poN Aettovpyiag Tg
KkéBe Aoonc.

To ovotiuata tov IBM QRadar dioywpilovior o porovg. Ot pdrot mov oyetilovtal pe to yeyovota
givon o1 Event Collector kou Event Processor. O Event Collector apyikd givail vredfuvog yio tnv cuiloyn,
kotnyoponoinon (low & high level categories) kot koavovikonoinon Tov yeyovotmv kot TEA0G Yo TV
OmOoTOM] TV emeepyacuévav yeyovotov otov poho Event Processor. X1n cuvéyela 1o ototygio custom
rule engine (CRE) to omoio ekteAeitol ota cvothuata pe tov polo Event Processor eme&epydletar ta
YEYOVOTO KOl TO. GLYKPIVEL Pe Toug Kabopiopévous kavoves. Otav ot cuvinkeg evog kavova tkovomonfovv
o Event Processor ektelei Ti1c evépyeleg mov €xovv Tebel oTovV Kavove g response actions, émmg yio
TOPASELYHLOL 1) ONHLOVPYIO EVOC TEPIOTATIKOV.

To avtictoya Bacikd ototyeio Tov Microsoft Sentinel ta omoio ypHlovv avapopdg eivar to Tables
nov Ppiokovral oto Log Analytics Workspace kat oto onoia amoOnkedovtat to. yeyovoro kot ot Analytics
Kovoveg, ot omoiot ektehoOv kabopiopévo KQL Queries eni twv yeyovoT®V Kol TO EMOTPEPOUEVO ©OG
anotélecpa yeyovota Bo amotehodv Ta yeyovoto tov meplotatikov. O kdbe Kavovag €xel v S1Kn TOv
EeXPIOTN GLYVOTNTA KOt EMOUEVT OTIYUN EKTELECTG AVEEAPTNTA OO TNV ANYT] TOV YEYOVOT®V.

Ao g mapandve poég cupmepaivovpe twg oto QRadar éva mepiotatikd dnpovpyeital oyedov o
TPOYUATIKO XPOVO OO TNV GTLYUT TG ANYNG TOV OTOpUiTT®V YEYOVOTMOV, Aol OAOL 01 KAVOVEG EAEYYOVTOL
pe 1N Anym kdébe yeyovotoc. H dmown xabvotépnon Ba opsitetar kaboapd Kot poévo otn dwbecipuotnro
OIKTLOK®V Kol EMEEEPYUOTIKMYV TOPWV.

Y10 Sentinel and v dAAN propodpe vo BempNcove OTL 1] GLALOYN TOV YEYOVOTOV YIVETOL ETTiONG
0€ GYEOOV TPUYUATIKO YPOVO, GTOCO 1) d10pOopa TapovctdleTol e To Yeyovog 0Tt 0 kKavovag Ba ekteleotel
OTNV EXOUEVT] TPOYPOUUUATIGUEVT GTIYUY], AVEEAPTNTA LE T YEYOVOTA OV £X0VV ANeBei £w¢ ToTe. H drapopd
glval ELQOOVESTEPT LLE TOV TTEPLOPIGUO TNG cvyvoTNTag ekTédeons Tov KQL Query / xavova va Aapfavel og
eMBLoTY TN T S AEmTA.
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Query scheduling

Run query every

| 1 | | Minutes
X

Lookup data from the last
| 1 | | Minutes

H mopoandvo dtoapopd pmopet va unv givar ueavig €6v n teElkn evépyela givat amhag 1 avEyepon
eVOC mEPIOTATIKOD ¢ gdomoinon. Edv opmg éxovpe otn 0160eon pag kot 0Aovue vo alomotcovue Tig
duvaroTNTEG CTOUATOV EVEPYEIDY TTeploptopod (automated response actions) pécm kamotov playbook, ot
omoiec mapéyovrar amod kamola SOAR Adom, kabvotépnomn avtamdkpiong g TaéNS TV 5 Aent®V pmopel va,
EMPEPEL OTUOVTIKEG EMMTMOCELS OE GLYKEKPIULEVOD TOTTOV TEPLOTATIKG, OTTMG Y10 TapddetyLo. Ransomware.
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3.2 Evkolio kou veliéio Onuiovpyios Kkavovwy GoeyETions

Avoopikd pe TNV gukoAio Kot TV eveMéio G TPOG TNV AVATTLEN KOVOVOV GLUGYETIONG OQEIAOVLE
OPYIKA VO OVOQEPOVUE OTL EIVOL VITOKEWEVIKA KPITHple. cVYKpPLong kabdg avtd kabopilovtal amd tnv
eumelpia ko tnv e€okeimon mov €xel 0 kdbe avaAvtg pe v Kabe Adon. Eivar @etéc0 Tpogavig Tmg To
YPOVIO, KTHoNG Kol dtayeipione piog Adong o€ kopio mePITT®on Ogv apKOUV G TOPAUETPOL Y10, V.
npocdloplotel 0 Pabudg e€edikevong evog avaAlvth. AedouEvOV TOV TOPOUTAVO Kol He Tov Pabuo
e€edikevong mov JSwbétovue Oa  avaEEPOLUE KATOEG EUTEIPIKEG TOPATNPNOES OYETIKO UE TIG
TPOOVOPEPOLLEVES LETPIKES.

Y10 IBM QRadar 1o yricywo evoc kavova mpaypotonoleital péom evog QIAKOD TPOS TOV ¥pNot
Ypapkod mepBaiiovtog e mpokabopiopéves oAAG mapapetpomooleg cuvinkes. To yeyovog awtd
KaO16TA EVKOAT TN SNOVPYIC TOV KAVOVOV YWOPIg Vo Elval amopaitnTn 1 YOO Kol 1 ¥pNoT KATowg query
language 6mwg Ariel Query Language (AQL). Qot660, 10 1010 Yeyovog ennpedlel aviioTpoOP®S avaioy TV
eveMia ouoyétiong dedouévov kabmg 1 ypron tpokabopicuévav cuvinkov kabictotol teplopiopds otov
TPEMEL VA, GLVOLAGTOVV YEYOVOTA ald O10POPETIKEG TNYEG Kot Aot LITd GuVONKEG Le PAom gite KATOlEG
TéC mediov eite oV YpovikoD Topdyovta. XopakTnpioTikod Tapddelypo amotédece 1 wepintwon “Detect
process creation from removable media” [2.6.1.1] katd v omoio énpene vo kaBopioTel 1 YPOVIKN oEPA
MYNC TV yeYovoTmV Kot vo eAeyyBel 1 Tiun evog mediov Tov dEDTEPOL YPOVIKA YEYOVOTOG LE OPICUN OTTO TO
pmT1o. Etvar puotkd va avédvetar 1 6ucKoAio VAOTOINGNC AVAAOYa LE TNV TOAVTAOKOTNTO TNG AOYIKNG HiOG
nepintong ypHone OoAAG 1 dvokolio, vt avEAVETOL OKOUN TEPIGCOTEPO LE TOV TPOAVOUPEPOUEVO
TEPLOPIGLO.

Y10 Microsoft Sentinel 1 dnuiovpyia evog KavOva TPAYUATOTOLELTOL VITOYPEMTIKA [LE TN XPYOT query
language kou cvykekpuéva g Kusto Query Language (KQL). To pelovéktnuo 6to yeyovdg avtd eivan
TPOPAVES Kal €lval OTL EVaG OVOAVTNG TTOL JBETEL TNV YEVIKT] YVAOON Yo TNV LAOTOINoT piog Tepintwong
y¥pNons, oto Sentinel dev Ba pmopésel va v LAOTOMGEL €6V dev yvmpilel Ty mapandve yAdcocso. Mropel
VO 0KOVYETOL TEPLOPIOTIKO TO TOPATAVE YeYOVOS, moTdc0 kabdg kdmolog eEokelidveral pe v KQL,
OVOKOADTITEL GLVEYDS VEEG DUVATOTNTES AVOPOPIKE LLE TNV CLGYETIOT KO TOV EUTAOVTIGHO TMV SEGOUEV@V.
Ievikdtepa pmopovpe va Tovpe Tmg 1 SuGKOALN LVAOTONONG Kot 1) TOAVTAOKOTNTA piag TEPITTOONG XPNOTS
neplopileron pdvo amd v e&ewdikevon Tov avaivti pe v KQL.
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3.3 Avalnptnon exi TV peyovOTOVY Kol EUTAOVTICHOS OEOOUEVIV

Ye éva SIEM cvotnua emiong kabopiotikd poAo Tailovv ot dSuVATOTNTEG TOV TAPEXOVTOL KOl Ol
TEPLOPICLLOTL TOV TPOKVTTOLV GYETIKA LE TNV avalntnon ent twv yeyovotov. Eidikotepn onuacio Aappdvovv
Ol TOPOTAV® TOPAUETPOL GE Eva cVoTNHA OTwg To Microsoft Sentinel tov omoiov 6mmg Eyovyie det o1 Kavoveg
déyepong mepiotatik®v aceaieing facilovtal eni to mAgloTV oTig avalnTnoelc.

Onog avapépaue oty mponyoduevn mapdypapo ovykpiong, pmopei to IBM QRadar va sivau
TEPLOPIOTIKO GTOV GUVIVLAGUO YEYOVOTMOV KUTA TN SNUIOLPYIN KOVOVE, GLUGYETIONG, OEV 10YDEL OL®S TO 1010
vy v avalnmon eni tov yeyovotwv. To yeyovdg o1l OAa to dedopévo aveEaptntog TOTOV Kot TNYNG
00O KELOVTUL KAVOVIKOTOUUEVE GE KOV PAGT dEO0UEV@Y, SIVEL T1 SVVOTOTNTU GTOVG OVUAVTEG LLE TTOAD
amAéc ouvOnkeg ovalTong vo EPOVV OTO OTOTEAEGLLUTA YEYOVOTO OO O0POPETIKMY TOT®V TNYEG. Ev
avtiBéost oto Microsoft Sentinel, umopei va eivar ekt n avtictoyn avalntnon, ®ot660 ovtd Tpodmoditel
1 6VVOEST TIVAK®YV, YEYOVOS TOV apeVOS omartel peyaidtepo Paduo eEokeimong pe v KQL kot agpetépov
TEPLGGOTEPO VITOAOYIGTIKO KOGTOG Kol ¥pdvo avalntnone.

"Evog axdpun mapdyovtog Katd tnv avalnnon Yeyovotmy ival 0 ELITAOVTIGUOC TOV OTOTEAECUATOV
pe dedopéva mov opilel 0 avUALTAG EPOGOV QT dgv TPOooPEPOvTaL Gpeco and ta. yeyovoto. Xto IBM
QRadar dev divetar 1 dvvatdnta dnuovpyiag enmAL®V TedimV AmOTEAEGUOTOC Kol SUVOLIKY amdOd0oT
TIUDOV € oUTA pe Opopa TYWEG amd aAla medio katd v avaltnon. Me 1ig dvvardtnteg onpovpyiog
OTATIK®V O0ed0oUEVOV, EMEKTOONG TTESI®MV Kol Eveong mvakomv mov wpooeépel 1 KQL, o eumlovtionoc
dedopévmv oto Microsoft Sentinel givar o epiktoc,.

XapaxTnploTikd Topdderyio avtod amoTéAEsE 1 mepinTtmon yprong nov eEetdooaue “Detected Audit
Policy disable” [2.3.2.1.1] kotd tv omoio, wapatnpovUE OTL EYYEVAS TA YEYOVOTA OVAPEPOVTAL TOGO OTIG
Katnyopieg MOMTIKOV OGO KOl OTIG EVEPYELES UE KOIKOTOUUEVO avayvoploTiKd. Osmpnoaue Aourdv
OKOTO TOV EUTAOLTICUO TOV EMGTPEPOUEVOV OMOTEAEGUATOV pe Tplo emmAéov medio ta omoio Ba
Aappévouy Ty TEPLYpAPN] TOL AVTIGTOLYOV KMIIKOD OVOYVOPLGTIKOV.

Categoryld %%8276

CategoryName Detailed Tracking

SubcategoryGuidUpper 0CCE922B-69AE-11D9-BED3-505054503030
SubcategoryName Process Creation

AuditPolicyChanges %963448

ChangeName Success removed

‘Evag avolvtng omov e€etalel kdBe tétolo yeyovog Ba émpeme va aplepdoel xpovo avalntnong
TPOKEWWEVOL VO OVTIOTOLYICEL TO KMOIKOTOUUEVO VTGO OVOYVOPIOTIKG OTIG OVTIGTOEG KOTOVOTNTEG
neptypaeés. I'evikdtepa, eivar onpovTikd £vag avaAvTng Tov dlEpeuVE £va TEPIOTATIKO VA £YEL 0T 014080
TOV QUESH OGO TEPICTOTEPT| YPNOULN TANPOPOPia XPELALETAL, TPOKELEVOD VAL OPLEPDTCEL XPOVO GE MPEMUN

avalNTNomn Kol CUOYETION Kot 0 XPOVOG ATOKPIOTG OE VO TEPIGTATIKO VoL Eival LKPOTEPOC.
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3.4 Opatotyra, dlaycipion Kol TapaKoLovLOnGn TRYDOY OEOOUEVWY

Agv Bo Tav €Q1KTO Vo avapepBOVLE GTIG SIUPOPETIKES VTLOOTNPLLOUEVEG TTNYEG OESOUEVAOV KOl GTOVG
TPOTOVG GVVOESTG AVTMV pe TNV KaOe eEetaldopuevn AOon apyikd enedn eivor avapiBunteg ot mOovEG TNnyEg
KoL €TEITO. AmOTEAOVV dedouéva mov petafairovtal cuveydc. Kpivouue motdco onpovtikd vo onueimdel
pio 0vGeLHONG S10POPA MG TPOC TNV OPATOTNTO, TN SLOYEIPIOT KUl TNV TOPUKOAOVONGN TOV TNYDV.

To Microsoft Sentinel dwoBétel inventory pe toug evepyomomuévoug i un Data Connectors. "Evoag
Data Connector meptypdpet pio mnyn og Tpog Tov TOTO 6ed0UEVOV Kot YL G TTPOG KAOE Eva docuvoedeuévo
oLOTNUO 07o To omoio avtAel yeyovota. ['o mapdderypa n vmapén tov Data Connector “Windows Security
Events” vrodetkvietl 6Tt Aapufdvovpe antod TOL TOTOL TO YEYOVOTO GTOV OYETIKO Tivakoa, (SecurityEvent),
0ALG Oev vIapyovV Ge Ko BEa o1 dtapopetikoi Servers amd Tovg 0moiovg AVTAOVVTAL T SESOUEVE QUTAL.
IMo va AaPet kdmotog tn yvodon avtn, 0o tpénel va extedéoel katdAinio KQL query o€ éva 1| mepiocdTepal
Tables ta omoia oyetiCovral pe tov avriototryo Data Connector. Xg aqvtd 10 onegio mTPEREL Vo KAVOLUE TNV
OTUOVTIKT SIEVKPIVIGT) OTL TPOKEEVOL VO EUQOVICTEL piot TNyN oto amoteAéopata, 0o Tpémet va Exel oteilel
TOVAGLOTOV €va YEYOVOG Y1 TNV XPOVIKN TEPiI0do otnV omoia meplopilovue v avalnnon, yeyovog mov
ONUOivVEL OTL €4V Y10. TOV OTOL0ONTTOTE AOYO 1 AMym YEYOVOTMOV amtd avTh TNV mNyn €xel dloKomei dgv Oa
AaPovue ota amotELEGATA TV TN OVTY.

SecurityEvent

Security Events via Legacy Agent 2 | distinct Computer|

e Security Events via Legacy Agent = Results : Chart

0 computer

Connected * Microsoft @ 3 minutes ago
Status Provider Last Log Received

Description

You can stream all security events from the Windows machines
connected to your Microsoft Sentinel workspace using the Windows
agent. This connection enables you to view dashboards, create custom
alerts, and improve investigation. This gives you more insight into your
organization’s network and improves your security operation
capabilities.

To IBM QRadar amd tnv dAAn d106£1el £101K0 inventory T@v Tny®dv, 6TO 0010 avapEPOVTL 0L TNYES
o€ eMinedo S10GVVOEIEUEVOV GUOTNUATOG LLE TOV AVTIGTOLO TOUTO dEdOUEVOL KaBDS Kot TV opdda Tnymdv
otV omoio evdéyeTon vo &xovpe evtdéer v mnyn avth. Hoapéyeton emiong 1o moAd onpoviikd medio g
Kotdotaong g mnyng 1o omoio vrodnidvel Ty opbn Aettovpyio Tng AMyng yeyovotmv omd v avtictoym
myn. Zopnepaivovpe o€ avtd To onueio Twg pio mapapetporouévn mnyn o eppavifetor oto Inventory
avtd avegaptnTa pe v vyeio TG S10GVVIESNG TNG.

Search For: | Group v | Domain Controllers Go JAdd [E¥ Edit [4l Ensble/Disable €3 D=lcte  Bulk Actions ¥ ﬂ Extensior
Name & Desc Status Protocol Group Log Source Type
Te""we F- Domain Controller Success WinCollect Domain Controllers  Microsoft Windows Security Event Log
-AIRIXshmi-% Domain Controller Success WinCollect  Domain Controllers  Microsoft Windows Security Event Log
LT Domain Controller Success WinCollect ' Domain Controllers  Microsoft Windows Security Event Log
[ W A - Domain Controller Success WinCollect Domain Controllers  Microsoft Windows Security Event Log

H Poaocwdtepn npoimdbeon ywo tnv opbn Aertovpyio evog SIEM egivar 1 adiddeuttn cvAloyn
dgdopévov omd Tig Mo mapapetpomomuéveg mnyéc. Edv yio omolodnmote Adyo dwokomel 1 cvAloyn
YEYOVOT®V, SOKOTTETOL EMIONG 1) 0pATOHTNTOA TNG ADOTNG KOl KOTO GLVETELL O EVIOMIGUOG TEPICTUTIKMV.
Agdopévov tov mpoavagepOpevoy, Kpivetar omapaitntn M Vmapén e Pacikng mepitT®oNg XpNomNg
«Evtomopdg dtokonng cudlhoyng dedopévavy Yo ke Tnyn.
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H viomoinon avtg tng mepintmong ypnong eivar ebkoAn o€ éva cvotnua 6mmg to IBM QRadar to
omoio TpTioTwg dlabétel EexdBapo inventory TV TNydV Kot ETEITO TOPEYEL TIG OYETIKEG TPOKUOOPIGUEVES
GULVOTNKES L TIG 0TOiEG UITOPOVUE VO, KAADWOLUE LACIKA SLOpOPETIKOD TOHTTOV TTNYES KATA TN SMULOLPYIio EVOG
Kol Lévo Kavova.

Rule Wizard ==

a Rule Wizard: Rule Test Stack Editor

Which tests do you wish to perform on incoming events?

Test Group | All L Export as Building Block

havel

&y whenthe event(s) have not been detected by one or more of these log source types for this many seconds
&» whenthe event(s) have not been detected by one or more of these log sources for this many seconds

&» whenthe event(s) have not been detected by one or more of these log source groups for this many seconds

Ev avtibéoel oto Microsoft Sentinel, edv Adfovue vTOYN TA TPOAVAPEPOUEVQ, OLOTIGTOVOVUE TMG
N K&y ¢ d10g TEPImTMONG YPNONG OmaLTel LeYOAo SloyelploTikd KO6TOG KaOMS Yo Kabe d1apopeTikod
Tomo mnyNg Ba wpémel va £xovpe Egxmplotd kavova tov omoiov to KQL Oa épel Aoy g akdiovdng
HOPONG.

arg_max(TimeGenerated, *) by Computer
| proje
Computer,
['Last t TimeGenerated,
S datetime_diff("Hour", now(), TimeGenerated)
| sort by [* ne ast E ]
8 [/Threshold of time range missing eventﬂ
| where ['Hou E =1

Results  Chart

Last Event Time [Local T... Hours Since Last Event
2/25/2023, 3:34:10.875 PM 162
2/26/2023, 2:46:38.158 AM 151
2/26/2023, 3:49:45.345 PM 138

2/28/2023, 3:09:24.538 PM 90
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3.5 Use Cases & Mitre ATT& CK Framework

Eivar brotépag onuavtikd éva SOC va €yl enlyvooT ToV S0pOPETIKOV KOKOPOVA®Y TOKTIKOV Kol
TEYVIKOV TOL UTOPEL VO EVTOTIIGEL e Ta o1 VITApyovTa use cases. Eival opwg &icov, dv oy mepiocdTepo,
OTMUOVTIKO VO €YEL EXYVOOT) 0LTOV OV dev evtomilel, €ite yluTi dev £xel mapoueTpomombel n omapaitnty
oLAAOYN YEYOVOTOV amd KAmowo Tyn, €ite Yoti anidg dev €xel onpovpyndel KatdAiniog Kavovag / use
case eved ta dedopéva 1101 GLAAEYOVTAL.

To framework pe 1o inventory t@v (NTOOUEVOV TAKTIKOV Kol TEYVIKMOV LIdpyetl Kot gival to Mitre
ATT&CK kot 10 pévo mov OmOpEVEL Yoo Vo EMTOYOVUE TN (NTOVUEVN OpATOTNTO KOl YvAON &ivor 1
avtiotoyia Tov Framework e ta use cases.

To Microsoft Sentinel dwtnpei updated inventory pe to Mitre Tactics & Techniques, to. omoia
amodidovtor 660 ota out of the box, 6co kot oto custom Analytics Rules. Emmpoceta, mopéyetal o
YV®oTog Tivakag Tov Mitre Att&ck pe GuyKeEVTPOTIKT OIEKOVIOT TNG TPEYOVGOG KAALVYNG Tov Framework
amo to veapyovra Analytics Rules/Use Cases.

@ Microsoft Sentinel | MITRE ATT&CK (Preview)

Active | Active scheduled query rules, ... Simulated | Analytics rule templates, Hunt... Legend () C——EE——
0 15 e

Persistence

73w 2 =
Account Mani e Appsca
Manipuiation Moae LaperProtoco
e
7S Joos. v | Beroe
"

e Data
Capabiities lert.. = Hos frastructur.. e Manipulation

0 9 - E 0
Ssaptan nin Detacement
hecounts Bosion

0
Ovtain
Capabiities

13 -1
Data from.
Cloud Storag—

0
Data from
Configurati..

107 82 12
Valid Accounts. Two-factor s u Data from
w Authenticat. vas: Informatior...

Ev avtiBéoel to IBM QRadar out of the box ypnoonolel kdmow pre-defined values ywo ta wedia
High ka1 Low Level Categories [9] ta omoio amodidovtar 6to yeyovoTa Kot yio To, 0moic eV vdpyetl éva
pog €va avtiotoiyion pe ta Mitre Tactics & Techniques, yeyovog mov kafiotd S00KOAN £mG Kot advvarn

v a&lomoinon tov Mitre Framework kot tnv mapakolovdnon tng kdivyng avtoo.
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